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    Abstract- In any communication, security is the most 

important issue in today‟s world. Lots of data security and data 

hiding algorithms have been developed in the last decade, which 

worked as motivation for the research. This project is a 

combination of steganography and cryptography, which provides 

a strong backbone for its security. The scenario of present day of 

information security system includes confidentiality, 

authenticity, integrity, non-repudiation. This present work focus 

is enlightening the technique to secure data or message with 

authenticity and integrity.In this project work, the secret message 

is encrypted before the actual embedding process starts. The 

entire work has done in MATLAB. The hidden message is 

encrypted using a simple encryption algorithm using secret key 

and hence it will be almost impossible for the intruder to unhide 

the actual secret message from the embedded cover file without 

knowing secret key.Only receiver and sender know the secret 

key.N-bit LSB substitution technique is used as embedding and 

extraction method . We propose that this method could be most 

appropriate for hiding any secret message (text,image 

,audio,video) in any standard cover media such as image, audio, 

video files. 

I. INTRODUCTION 

teganography is the art of passing information through 

original files in a manner that the existence of the message is 

unknown.The term steganography is arrived from Greek word 

means, “Covered Writing”. The innocent files can be referred to 

as cover text, cover image, or cover audio as appropriate. After 

embedding the secret message it is referred to as stego-medium. 

A stego-key is used to control the hiding process so as to restrict 

detection and/or recovery of the embedded data. While 

cryptography is about protecting the content of messages (their 

meaning), steganography is about hiding the message so that 

intermediate persons cannot see the message. Steganography 

refers to information or a file that has been concealed inside a 

digital Picture, Video or Audio file[1].  

II. LITERATURE REVIEW 

A. The Scope Of  Steganography 

    With the boost in computer power, the internet and with the 

development of digital signal processing (DSP), information 

theory and coding theory, steganography has gone „„digital‟‟. In 

the realm of this digital world, steganography has created an 

atmosphere of corporate vigilance that has spawned various 

interesting applications, thus its continuing evolution is 

guaranteed.Cyber-crime is believed to benefit from this digital 

revolution. Hence an immediate concernis to find out best 

possible attacks to carry out steganalysis, and simultaneously, 

finding out techniques to strengthen existing stegnography 

techniques against popular attacks like steganalysis[2] 

B. Cryptography 

    Cryptography encodes information in such a way that nobody 

can read it, except the person who holds the key. More advanced 

cryptotechniques ensure that the information being transmitted 

has not been modified in transit.There is some difference in 

cryptography and steganography, in cryptography the hidden 

message is always visible, because information is in plain text 

form but in steganography hidden message is invisible. 

III. THE PROPOSED SYSTEM 

    Data hiding techniques have been widely used to transmission 

of hiding secret message for long time. Ensuring data security is 

a big challenge for computer users. Businessmen, professionals, 

and home users all have some important data that they want to 

secure from others. In this proposed system we have the software 

for data encryption and then embed the cipher text in an cover 

medium.This system combines the effect of these two methods to 

enhance the security of the data.  

    The proposed system encrypts the data with a crypto algorithm 

and then embeds the encrypted data in an cover file. This system 

improves the security of the data by embedding the encrypted 

data and not the plain data in cover file.the block diagram of 

proposed system is as shown in fig1 

 
Fig. 1: Block diagram of proposed system 

 

To embed a secret message file in the cover file used two distinct 

methods: 

(1)  encrypt the secret message  

(2) The encrypted secret message is embed in the cover media by 

using LSB substitution technique.  

Let us now describe proposed encryption method and then the 

steganography algorithm. 

 

A. Encryption algorithm 

    In this project the secret message is encrypted before 

embedding .the secret message is randomly permuted using the 

S 
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secret key. The random permutation is carried out by using 

matlab functions rand and randperm. 

rand('twister',key) 

p = randperm(length(N)) 

rand function randomly generates numbers using state ”twister” 

and key. p stores the randomized positions of the length of the 

secret message i.e length(N).then secret message is randomized 

accordingly.  

    This encryptiom method is simple and efficient and is of 

symmetric type where only receiver and sender knows secret 

key. The Secret key length is variable and is of range double 

precision. At the receiver side during extraction process the 

decryption ,that is the reverse process of encryption is carried out 

using the same key to obtain the secret message from stego 

medium. In a nutshell, the reason that we encrypt the message is :  

     Cryptography + Steganography = Secure Steganography  

B.  Least Significant Bit (LSB) substitution method 

    Least Significant Bit (LSB) substitution method is a very 

popular way of embedding secret messages with simplicity.The 

fundamental idea here is to insert the secret message in the least 

significant bits of the images. This actually works because the 

human visual system is not sensitive enough to pick out changes 

in color where as changes in luminance are much better picked 

out. A basic algorithm for LSB substitution is to take the first N 

cover pixels where N is the total length of the secret message that 

is to be embedded in bits. After that every pixel's last bit will be 

replaced by one of the message bits.  

    Least significant bit (LSB) insertion is a common, simple 

approach for embedding information in a cover image. The LSB 

or in other words 8-th bit of some or all the bytes inside an image 

is changed to a bit of the secret message. Let us consider a cover 

image contains the following bit patterns: 

Byte-1      Byte-2        Byte-3       Byte-4                                    

00101101 00011100 11011100 10100110                                        

Byte-5      Byte-6       Byte-7         Byte-8                                                   

11000100 00001100 11010010 10101101                                                                          

Suppose a number 200 is to embed in the above bit pattern. Now 

the binary representation of 200 is 11001000. To embed this 

information at least 8 bytes in cover file is needed. hence taken 8 

bytes in the cover file. Now modify the LSB of each byte of the 

cover file by each of the bit of embed text 11001000.Now 

Table3.2 shows what happens to cover file text after embedding 

11001000 in the LSB of all 8 bytes. 

Table 3.1 Illustration of LSB technique 

 

Here out of 8 bytes only 3 bytes get changed only at the LSB 

position. Since changing the LSB hence either changing the 

corresponding character in forward direction or in backward 

direction by only one unit and depending on the situation there 

may not be any change also as seen in the above example. As our 

eye is not very sensitive so therefore after embedding a secret 

message in a cover file our eye may not be able to find the 

difference between the original message and the message after 

inserting some secret text or message on to it.  

C. Description of Proposed Work 

    When the system is executed GUI is displayed for embedding 

process. The Embed window provides option  for  selecting 

secret message file.the secret message file may be text,image 

,audio,video.there is also provision for choosing cover 

medium(video,audio,image). enter the key  and press encrypt 

button to encrypt the secret message. And choose the no of LSB 

bits (1,2,3,4,5,6,7,8) which are replaced by secret message in 

cover file.As we go on increasing no of LSB bits the  size of 

secret message to be hide also increases.press  embed message 

button to embed the message in cover file to get stegomedium 

and the press save button to save the stegomedium.embed 

window also displays time taken in embedding ,Utilization factor 

and PSNR value.press message extraction button to extract the 

secret message from stegomedium or press exit button to get out 

of the Embed window. 

 
Fig. 2:    Snapshot of Embed Window 

 

In extract window browse any stegomedium file, enter thecorrect 

key and then press extract button to extract the secret message 

from the stegomedium.if the incorrect key is entered it is not 

possible to extract message. The decryption is performed along 

with extraction when extract button is pressed. The advantage of 

this extract window is that it can extract any kind of 

stegomedium(image,audio,video) with secret key known 
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Fig. 3: Snapshot of Extract Window 

IV. RESULTS AND DISCUSSION 

    In steganography following factor are considerered after 

embedding secret message in the cover medium.  

A. Utilization factor 

    The utilization factor denotes the amount of cover image that 

has been utilized to embed the secret message into it. And it is 

given by  

Utilization factor = ecret message size(bits)/ cover medium 

size(bits)*100        (1) 

B. PSNR value 

    PSNR is the ratio between the maximum possible power of a 

signal and the power of corrupting noise that affects the fidelity 

of its representation. Because many signals have a very wide 

dynamic range, PSNR is usually expressed in terms of a 

logarithmic decibel scale.A higher PSNR value indicates that the 

reconstruction is of higher quality..PSNR is most commonly used 

as a measure of quality of reconstruction of lossy compression 

codes. The signal in this case is the original data, and the noise is 

the error due to hiding. The PSNR value is calculated by Eqn. (2) 

 (2)                                                                  

Where MSE: Mean-Square error Mean Square Error (MSE): It is 

the measure used to quantify the difference between the initial 

and the distorted or noisy image.and is given by Eqn.3. 

  (3)                                          

Where     x: width of image. 

                y: height. 

                x*y: number of pixels 

     

We applied our present method on different cover files and secret 

message files and the results are given below: 
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V. CONCLUSION 

    Until recently, information hiding techniques received very 

much less attention from the research community and from 

industry than cryptography.Steganography has its place in 

security.It is not intended to replace cryptography but 

supplement it. In this paper we give an idea to enhance the 

security of system by combining the two techniques. It can 

enhance confidentiality of information and provides a means of 

communicating privately. Here message is first encrypted and 

then embed in cover file with help of steganographic system. 

LSB algorithm is applicable for all kind of cover medium(image, 

audio,video).LSB algorithm is used for both embedding and 

extraction process.the entire work is done in MATLAB There are 

infinite number ofsteganography applications for digital image 

including copyright protection,feature tagging, and secret 

communication. This paper explores a tiny fraction of the art of  

steganography. The steganography method may be further 

secured if we compress the secret message first and then encrypt 

it and then finally embed inside the cover file. 
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