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Abstract- This paper presents a multi-layered architecture for the
security of network and data using a layered structure of
cryptographic algorithms. This architecture gives benefit of low
area and high speed requirement. This paper mainly concern for
security so architecture is designed in layers to avoid the
possibilities of invasion from outsiders. This paper implements a
combination of Private-Public-Private key algorithm for
encryption-decryption in two layers and a Public key for key
generation. Simulation of codes is carried out on ModelSim 6.3f
and design optimization is shown using Xilinx-Project Navigator
ISE 13 suite. This paper proposes multi-layered architecture of
integrated cryptographic processor which can be used for any
byte length. This architecture decreases the use of any one
cryptographic algorithm designed for any one specific purposes.
Index Terms- Network Security, cryptography, Multi-layered
architecture

one key for encryption of a message and a different key for the
decryption of same message. Private Key algorithm due to
having high throughput is suitable for data communication, and
public key algorithm with much lower throughput are suitable for
key exchange. Advanced Encryption Standard (AES), a Federal
Information Processing Standard (FIPS), is an approved
cryptographic algorithm that can be used as private key
algorithm. Data Encryption Standard (DES), selected by the
National Bureau of Standard as an official Federal Information
Processing Standard (FIPS) for United States in 1976, is also a
widespread use candidate for private key algorithm. RivestShamir-Adi (RSA) is a public key algorithm key algorithm
invented in 1977 by Ron Rivest, Adi Shamir and Leonard
Adleman (RSA).
This paper shows the architecture of implementation of a
multi-layered structure of cryptographic algorithm (PrivatePublic-private key algorithm). Elliptic Curve Cryptography
(ECC) is most suitable for key exchange for all the available
algorithms.

I. INTRODUCTION

I

N this digital world, with the increment of Internet in human
life every step like Banking, payment, financial transaction etc.
The importance of network security is also increasing. Security
forms the backbone of today’s digital world.

II.

CRYPTOGRAPHIC ALGORITHMS

In this section, introduction and a brief detail of all the three
algorithms (Private-Public-private key algorithm) for encryption
and decryption of message are provided. This section also
explains the key exchange protocol using Elliptic Curve
Cryptography (ECC).
A. Advanced Encryption Standard (AES)
The Advanced Encryption Standard (AES) algorithm
operates on blocks of 128,192 or 256 bits, by using cipher keys
of length 128,192 or 256 bits respectively. The block diagram for
Advanced Encryption Standard (AES) is as shown in figure2.

Fig. 1: Cryptographic process
There are mainly two types of cryptographic systems used
for security purpose. One is Symmetric key algorithm (also
known as Private Key algorithm) and other is Asymmetric key
algorithm (also known as Public key algorithm).The symmetric
key algorithm uses same key for encryption and decryption of a
message (like Advanced Encryption Standard (AES),Data
Encryption Standard (DES).The asymmetric key algorithm use

Inputs and Outputs
AES-128 uses 128b key and need 10 rounds.Similarly,
AES-192 uses 192b key with 12 rounds and AES-256 uses 256b
key with 14 rounds of data processing.
The basic unit for processing in the Advanced Encryption
Standard (AES) algorithms is a byte (a sequence of eight
bits).The first step in Advanced Encryption Standard (AES)
encryption is conversion of input bit sequence into byte
sequence, which is arranged in a two dimensional array of bytes
(called as States). Each byte in state matrix is an element of a
Galois field, GF (28). The AES-128 consists of 10 rounds with
four main operations in each round, namely, “ByteSub”, “Shift
Row”, “MixColoumn”, and “AddRoundKey”. States undergoes
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to AddRoundKey initially before the round-1.There is no
MixColoumn in lastround. The key scheduler block is used for
generating 128b key for each round. Key Scheduler block
consists of two main operations, firstly, key expansion, which
expands the input key bits required by the algorithm, and lastly,
the key selection, which selects the required number of bits from
the expanded key. The implementation of Advanced Encryption
Standard (AES) mainly needs LUT (for ByteSub), MixColoumn
need GF (28), circularshifter (for ShiftRow), logicalXOR for
AddRoundKey.

2

The implementation of Data Encryption Standard (DES)
needs XOR, Shift, LUT and Permutation. 3DES is more secure
than Data Encryption Standard (DES) considered by National
Institute of Standards and Technology (NIST). 3DES (or TDES)
can also be implemented in place of Data Encryption Standard
(DES).

Fig. 3: Single stage operation of DES
C. Rivest-Shamir-Adi (RSA)
Rivest-Shamir-Adi (RSA) algorithm can be classified as
three algorithms; the key generation algorithm, encryption
algorithm, decryption algorithm.
Firstly,Rivest-Shamir-Adi (RSA) key generation algorithm can
be described as follows.
1) Generate two large random and distinct primes P and Q,
P ≠ Q.
2) Calculate N=P.Q and ϕ= (P-1)(Q-1). Here, N is used as
the modulusfor both the public and private keys.
3) Choose a random integer, E, 1<E<ϕ, and find greatest
common divisor such that gcd(E,ϕ)=1.Where,ϕ is
Euler’s totient function.
4) Compute the unique integer D, 1<D<ϕ, such that
ED=1(mod ϕ), i.e., E and ϕ are coprime.
5) Public key is (N, E) and private key is (N, D).

Fig. 2:AES block diagram
B. Data Encryption Standard (DES)
Data Encryption Standard (DES) is the block cipher
architecture type of algorithm that takes a fixed length string of
plaintext bits and transforms it through a series of complicated
operations into another ciphertext bit string of the same length.
The block size is of 64-bits; however, only 56-bits of these are
actually used by the algorithm, as rest 8 bits are kept for
checking parity purpose only and hence discarded. Every 8 th bit
of the selected key (i.e., 64b) is discarded, that is, positions 8, 16,
24, 32, 40, 48, 56, 64.Data Encryption Standard (DES) consists
of 16-rounds. The figure 3 shows the single stage structure of
Data Encryption Standard (DES).Data block first go through
Initial permutation (IP), then to 16 rounds of complex keydependent permutation, and finally, to another permutation
which is the inverse of the IP called as IP -1 as shown in
figure2.The Fiestelfunction, f () operates on half of 64b block
i.e., 32b at a time and consists of four stages
namely,Expansion,Keymixing, Substitution (also known as SBox) and Permutation (also known asP-Box).

Secondly, Rivest-Shamir-Adi (RSA) encryption algorithm
can be described as follows, C=ME mod N
Finally, Rivest-Shamir-Adi (RSA) decryption algorithm can
be described as follows, M=CD mod N
Where, C is the ciphertext and M is the message.
D.

Elliptic Curve Cryptosystem (ECC)
An elliptical curve is defined by an equation in Z variables
with coefficients. The cubic equation for elliptical curve takes the
form y2 +axy+by= x3+cx2+dx+e
Where,a,b,c,d,e are coefficients, and x & y are variables
www.ijsrp.org
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A public key cryptographic algorithm is implemented for
the generation of a secure key for the data encryption and
decryption.The host CPU controls the overall processes. The key
exchange protocol of Elliptic Curve Cryptosystem (ECC) is
implements key for data processing algorithms.
B. Microprocessor
The microprocessor is used to select the cryptographic
algorithm among the three according to the type of message/data
bits being transmitted. The message goes to the various algorithm
processes of respective algorithm resulting in an encrypted
message. The decryption is almost similar but in reverse
direction by the help of control unit and microprocessor.
C. Processor block
The processor block performs the encryption of data. This
block consists of functional blocks of Advanced Encryption
Standard (AES), Data Encryption Standard (DES)and RivestShamir-Adi (RSA).

Fig. 4: ECC curve
Elliptic Curve Cryptosystem (ECC) operates over a group of
points on an elliptical curve defined over a finite field. Its main
cryptography operation is scalar multiplication, which computes
Q=kP, i.e., a point P multiplied by an integer k resulting in
another point Q on the curve.

Fig. 6.: Architecture of cryptographic processor for network
security

IV. IMPLEMENTATION

Fig. 5: ECC block diagram

III. ARCHITECTURAL DESCRIPTION
The overall architecture of cryptographic processor for
network security is shown in figure5.
A. Key Generation

The blocks used for Advanced Encryption Standard (AES)
[5] [6] and Data Encryption Standard (DES) [7] [8] are
commonly selected blocks and area requirement decreases and
speed for execution increases. The AddRoundKey and
InvAddRoundKey is implemented using simple XOR operation
followed by shift and XOR for MixColoumn and
InvMixColoumn. The four basic operations of the Data
Encryption Standard (DES) are completed by XOR, shift, LUT
and permutation blocks.
The architecture is divided into two layer of cryptographic
algorithm namely ECC, for generation of key and second layer
consists of all the three algorithms structure, which performs
according to the size of data being used. The multi-layered
www.ijsrp.org
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architecture helps in increasing the throughput as shown in
comparison table 1.
The architecture of multi-layered cryptographic processor is
shown in figure6.

V. RESULT
A. Advance Encryption Standard (AES)
Simulation is done for 128-bits input of data which is plain
text and the roundkey are placed in register. The decryption
followed by encryption consists of encrypted data of 128-bits
which is the ciphertext and key given for both encryption and
decryption is of 128-bits.As key generated and plain text is
given, the encrypted output following each blocks includes s-box
generation in round 1 to round 10 and MixColoumn generation in
round 1 to round 9 as there is no MixColoumn in last round of
execution.
Fig. 8: AES Simulation Result (decrypted_data)
The final simulation is shown in figure 9. The summary
generated using Xilinx ISE is shown in figure 10.

Fig. 7:AES Simulation Result (encrypted_data)
As shown in figure7, the encrypted data is decrypted with
same blocks but now in reverse order, letting last block R10 as
first block now and similarly R1 as last block.The completion of
encryption and decryption can be easily obtained by completion
signal i.e. encrypt_complete for encryption completion and
decrypt_complete for decryption completion.

Fig. 9: AES Simulation Result (complete)
The summary for AES shows that there are no errors present
in the AES design and the device utilization is according to the
specifications showing optimum utilization of all resources
available.
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Fig.12: DES Simulation Result (top_module)

Fig. 10: AES Simulation Summary

Finally figure13 shows summary of DES execution using
Xilinx ISE showing no error in the design and optimum
utilization of all devices.

B. Data Encryption Standard (DES)
Simulation is done for 64-bit input of data which is plain
text and the roundkey are placed in register. The decryption
followed by encryption consists of encrypted data of 64-bits
which is the ciphertext and key given for both encryption and
decryption is of 56-bits.At first the text_in is divided into two
half known as left and right blocks.The key generation for round
1-8 is shown in figure 13.

Fig. 13: DES Simulation Summary (using Xilinx)

Fig. 11: DES Simulation Result (key- round1-8)
The top_module shown in figure12 shows complete
simulation result of DES. In this complete encryption and
decryption of data is shown.

C. RON, ADI SHAMIR, RIVEST ADI (RSA)
Simulation is done for 512-bit input of data which is plain
text and the roundkey are placed in register. The decryption
followed by encryption consists of encrypted data of 512-bits
which is the ciphertext.
Simulation results
The Random number generator, GCD, Encryption and
decryption are written in Verilog Code and simulated in
ModelSim 6.3f and results are mentioned below.
1) Random number generator
The 16-bit random number generator implemented using the
16-bit LFSR is shown in Figure14.

www.ijsrp.org
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Fig. 14:RSA Simulation Result (random number generator)
Fig. 16: RSA Simulation Result (modular multiplication)
Figure 14 shows the waveform of the random odd number
generator which has generated few odd numbers .
2) gcd
The 16-bit GCD (Extended
implemented is shown in Figure 15.

Euclidean

algorithm)

Figure16 shows the waveform for modular multiplication
module in which the input value is A, B and N, the resulted
output is M. The 16-bit Encryption module simulation is shown
in Figure17.
The waveform for encryption module consists of input
values is e, n and plain text p, the resulted output is the encrypted
cipher text m. The 16-bit decryption module simulation is shown
in Figure18.

.
Fig. 18: RSA Simulation Result (decryption)

Fig.15:RSA Simulation Result (gcd generator)
Figure15 also shows the waveform for extended Euclidean
algorithm with two inputs and the resulted output is the public
key e and the private key d.
Encryption and Decryption
The 16-bit Modular Multiplication [12] simulated using
ModelSim is shown in Figure16.

Figure18 shows the waveform for decryption module in
which the input value is d, n and cipher text p, the resulted output
is the encrypted plain text m.
3) Top Module (RSA)
Figure19 shows the waveform of the Top module of entire
RSA. Here the random prime numbers generated are P and Q.
After getting P and Q, n and ϕ (n)are calculated. Andpublic key
e is selected by random prime number. GCD checks whether e
and ϕ (n) arerelatively prime or not by getting the GCD as 1, and
using Extended Euclidean algorithm d is calculated. Now the
plain text M is given, and by using e and n, after encryption we
get the cipher text C. Now by using d, n and the cipher text, after
decryption we got back the plain text same as the expected result.
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Fig. 21: Console output for ECC (2nd step)

Fig. 19: RSA Simulation Result (top_module)

The input for each parameter is taken by the user and the
elliptical curve point is generated as shown in figure 21.

D.

ELLIPTICAL CURVE CRYPTOGRAPHY (ECC)
The point multiplication operation and the point verification
operations are implemented by ECC architecture [18]. The
shared memory stores the operands, k, Px, Py before the start of
the multiplication operation. The results are placed back into the
shared memory after operation executed. The result of ECC
follows following steps as shown from figure 20 to 23.

Fig. 22: Console output for ECC (3rd step)
After determining the curve point, one random r is chosen
and the console is now ready for taking the data to be encrypted
as shown in figure22.

Fig. 20: Console output for ECC (1st step)
complete, the results are placed back into the shared memory.
The curve parameters a/b/m as well as the width of memory is
fixed for the particular version of the core. As figure20 shows the
console showing output window for ECC, asking for input from
the user but it can be automated to save time and energy of the
user.
www.ijsrp.org
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better performance. Output byte shows the length of encrypted
text as it should be higher to avoid any hindrances to data.
Finally a high throughput shows high speed and low power
consumption by the system.

VII. CONCLUSION

Fig. 23: Console output for ECC (final step)
The message to be encrypted is shown by M by converting
the alphabets into integer to suite the processor functioning. Here
encrypted message is shown by C. The decrypted message is
shown by decrypted m.
Design of ECC allows sharing the arbitrated memory to
store the arguments and results of operations. This both helps to
save the resource in the extremely compact implementations and
simplify the data transfer. The time required for memory loading
is smaller than 7-8% Dedicated memory can be also be used.

The design of cryptographic processor presents a secure key
generation internally in the architecture without knowledge of the
user also.
This paper also implements a combinational architecture of
Private-Public-Private key algorithm. This universal architecture
has no bound of data size, so reduces the requirement of different
cryptographic processor for different data size and other
specifications. This paper can also be implemented with other
private or public key algorithms to increase the efficiency even
more.ECC usages can decrease the storage requirements for the
execution of the protocols and so use of ECC for the future
developments with regard to the network security is beneficial.
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