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Abstract- Shared electric-bike charging facilities require occupancy visibility, coordinated port allocation, battery-aware control,
secure session access, and reliable monitoring. This paper presents the Smart loT-Enabled Charging Station (SIECS), a completed
prototype integrating ultrasonic sensing, Arduino/ESP32 edge control, cloud monitoring, session-bound QR/HMAC authentication,
relay cutoff logic, and photovoltaic support. The prototype was operationally demonstrated in a controlled dormitory-room setting at
Yunnan University; this demonstration is not represented as a public charging-station field trial. Functional verification traces
requirements to firmware, circuits, database fields, server logic, and interface outputs. Reproducible discrete-event experiments
compare FCFS, GTSA, and a new fairness-aware GTSA (FA-GTSA) across low, medium, and high demand, using 30 paired seeds
per scenario. Under medium demand, FA-GTSA reduced mean wait by 1.5% and priority-3 wait by 19.0% relative to FCFS, while
keeping P95 wait statistically indistinguishable (p=0.065). Compared with GTSA, FA-GTSA improved fairness by 2.7% and reduced
P95 wait by 4.8%, revealing an explicit priority-fairness trade-off. Paired tests, confidence intervals, and an ablation study make the
scheduling claims reproducible without relying on unavailable human-subject or field-performance data.

Index Terms- Electric-Bike Charging, Fairness-Aware Scheduling, Functional Verification, Internet of Things, Prototype
Implementation, Reproducible Evaluation, Smart Charging Station

1. Introduction

Electric bicycles have become an important form of short-distance transportation in campuses and dense urban environments [1]. As
adoption grows, shared charging infrastructure must do more than deliver electrical power: users benefit from knowing which ports
are available, operators need visibility into device status and charging sessions, and the system should manage scarce charging
capacity without creating unnecessary waiting or energy waste. These requirements make e-bike charging a useful application domain
for low-cost Internet of Things (10T) technologies.

Five design problems motivate the SIECS framework. First, a station without remote occupancy monitoring requires users to inspect
ports physically. Second, charging control should respect battery chemistry and manufacturer-defined limits rather than leaving a pack
indefinitely at high state of charge [10], [2]. Third, permanently reusable payment links or static QR codes can be copied or replayed
in unattended environments [3]. Fourth, a station should distinguish active charging from completed or overstaying sessions so that
limited ports can be managed more effectively. Fifth, monitoring electronics can be supported by small-scale renewable generation,
reducing dependence on the grid for sensing and communication loads [4].

The convergence of inexpensive microcontrollers, wireless networking, cloud databases, machine-learning methods, and small
photovoltaic systems makes an integrated charging-station architecture practical [11], [12]. ESP32 and Arduino-class controllers can
acquire sensor data and implement local control, while cloud services provide persistent storage and remote monitoring.
Reinforcement learning can further be formulated as a resource-allocation method when charging demand varies over time [5], [6].
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This paper presents the Smart loT-Enabled Charging Station (SIECS), a completed prototype-level integration of hardware, embedded
control, cloud services, security, and scheduling logic for shared e-bike charging. The specific contributions are:

1. A modular charging-station prototype integrating ultrasonic occupancy sensing, ESP32 cloud connectivity, LDR solar
tracking, local display, and relay-based charge control.

2. A documented scheduling layer containing FCFS, GTSA, and the proposed FA-GTSA, plus an RL-DSA implementation
specification with defined state, action, reward, network, and configuration parameters.

3. A session-bound HMAC-SHA256 authentication design that binds access tokens to a port, session, and expiration time and
supports server-side invalidation.

4. A photovoltaic/LDR control subsystem that implements differential light sensing, bounded servo positioning, regulated
storage, and monitoring-electronics support.

5. A configurable relay cutoff circuit with threshold adjustment, flyback protection, status indication, and an explicit certified-
BMS safety boundary.

6. A completed functional-verification record linking subsystem requirements to firmware, schematics, database structures,
server logic, figures, and interface behavior, together with 90 paired scenario runs, statistical tests, and an ablation study.
The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 describes the architecture. Sections 4
through 9 detail sensing, communication, charge control, solar support, security, and scheduling. Sections 10 through 12 document
implementation, controlled indoor demonstration, and functional verification. Section 13 presents deployment considerations and
reproducible scheduling evaluations. Section 14 states limitations, and Section 15 concludes the paper.

2. Related Work

2.1 loT-Based Electric Vehicle Charging Infrastructure

Smart charging infrastructure has progressed from simple local access control toward networked systems that combine sensing,
communication, data management, and charging coordination [7], [2]. l0oT architectures are particularly useful where distributed
devices must report status to a common application layer. For e-bike charging, this supports remote occupancy visibility, device-health
monitoring, session logging, and later integration with scheduling or pricing functions.

Micro-mobility charging shares many architectural requirements with larger electric-vehicle systems, but it can often be implemented
with lower-cost embedded hardware. ESP32-class devices provide Wi-Fi connectivity and sufficient processing for telemetry and edge
logic, while ultrasonic sensing offers a simple privacy-preserving way to detect the presence of a bicycle. Because ultrasonic readings
depend on geometry, material, and environment, installation-specific calibration remains necessary rather than assuming a universal
accuracy value.

2.2 Al and Machine Learning for Charging Optimization

Reinforcement learning has been widely studied for sequential resource-allocation and charging problems because an agent learns a
policy from state, action, and reward feedback [5], [6]. In a shared charging station, useful state variables include port occupancy,
queue length, waiting time, time of day, expected charging duration, renewable generation, and predicted demand. SIECS retains
FCFS and deterministic greedy allocation as transparent reference policies alongside RL-DSA.

Demand forecasting complements scheduling by estimating near-term arrivals. Classical ARIMA models provide an interpretable
time-series baseline [8]. In SIECS, an ARIMA next-hour demand value is represented as an optional normalized feature in the RL-
DSA state vector, so the scheduling architecture remains operational with or without that feature.

2.3 Solar Energy Harvesting for loT

Solar energy harvesting is well established for low-power sensing and communication systems [4]. The SIECS photovoltaic
subsystem therefore supports the monitoring electronics rather than the traction-battery charging load. Its two LDR channels provide
differential illumination input, and the bounded servo routine aligns the panel while preventing unnecessary movement inside a dead
band [17], [18].

2.4 Cryptographic Payment Security and Dynamic Authentication

Static QR codes and long-lived payment URLSs create security risks because they can be copied, replayed, or replaced [3]. SIECS uses
session-bound authentication based on a server-held secret and HMAC: tokens are short-lived, tied to a specific port and session, and
invalidated after use. HTTPS/TLS, protected key storage, rate limiting, and server-side logging provide complementary controls.
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2.5 Smart Infrastructure and Connected-Campus Context

SIECS operates as a connected-infrastructure node within a smart-campus or smart-city environment. Its sensing, edge/cloud
communication, resource allocation, energy monitoring, and authenticated-session functions are transferable to parking, shared
mobility, fleet charging, and other distributed infrastructure.

2.6 Research Gap and Novelty

Existing literature addresses individual elements of smart charging, including 10T connectivity, charging control, energy harvesting,
security, and learning-based scheduling. The research gap addressed here is integration at the micro-mobility scale: a single low-cost
prototype that connects occupancy sensing, cloud telemetry, charge control, renewable support, session authentication, and adaptive
scheduling. Novelty is established through the integrated architecture, implementation detail, and traceable functional verification
rather than through an unsupported claim of numerical superiority.

3. System Architecture

3.1 Design Requirements
Seven engineering requirements were derived from the charging-station problem analysis and hands-on prototype observations:

* R1 (Remote Occupancy): The system is designed to allow users to check port availability remotely without visiting the
station.

e R2 (Charge-Control Support): The prototype is designed to terminate charging automatically at a configurable, battery-
appropriate threshold; any production threshold must follow the battery chemistry, BMS, and manufacturer specifications.

e R3 (Payment Security): The payment mechanism is designed to reduce replay and remote reuse risks by replacing static
payment codes with short-lived, session-bound authentication tokens.

R4 (Overstay Management): The system is designed to detect completed charging sessions and support configurable
reminders or policy-based overstay handling.

* R5 (Energy Sustainability): The monitoring electronics are designed to operate partly or primarily from harvested solar
energy when local conditions permit.

* R6 (Low Cost): The prototype targets a low per-port hardware cost using commodity sensors and controllers to support
economical scaling.

e R7 (Scalability): The modular architecture is designed to support expansion to larger multi-bank deployments without
fundamental redesign.

3.2 Threat Model and Security Design

The security design addresses three threat categories. Network threats (man-in-the-middle, payload injection) are mitigated by AES-
128 payload encryption on the ESP32, WPA2-PSK Wi-Fi authentication, and API key validation on every server endpoint. Payment
threats (token replay, remote reuse, token prediction) are mitigated by HMAC-SHA256 session tokens with server-side invalidation,
described in detail in Section 8. Physical threats (sensor tampering, charger cable removal) are mitigated by continuous voltage
monitoring — a sudden voltage drop mid-session triggers an immediate push notification to the registered user, alerting them that their
charger may have been disconnected. AES-128 keys and HMAC secrets are stored exclusively as server-side environment variables
and are never transmitted in plaintext [15].

3.3 Four-Layer Architecture

SIECS follows the four-layer loT reference architecture [9]. The Perception Layer comprises HC-SR04 ultrasonic sensors
(occupancy), LDR sensors (solar tracking), voltage sensors (battery monitoring), relay modules (charge cutoff), servo motor (panel
positioning), and OLED display (local status and session information). The Network Layer comprises an Arduino Uno for edge
processing and an ESP32 for Wi-Fi HTTP POST transmission. The Data Layer comprises a MySQL 5.7 database, PHP ingestion and
retrieval scripts, and a background analytics module. The Application Layer comprises a real-time web dashboard, WeChat Mini
Program push notifications, and the cryptographic session-based payment interface.

3.4 Bill of Materials

HC-SR04 Ultrasonic Sensor 2.50 20 50.00

ESP32 Development Board 28.00 1 28.00
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Arduino Uno 35.00 1 35.00
ISZSCD)1306 OLED Display (128%64, 12.00 1 12.00
12V Relay Module 3.50 10 35.00
C1815 NPN Transistor 0.30 10 3.00
1N4007 Rectifier Diode 0.20 20 4.00
10kQ Variable Resistor (trimmer) 0.50 10 5.00
GL5528 LDR Sensor 0.80 2 1.60
9g Servo Motor 8.00 1 8.00
5W Polycrystalline PV Panel 25.00 1 25.00
'I{AF;AL(LSIS Lithium Battery Charger 3.00 1 3.00
3.7V / 3000 mAh LiPo Battery 18.00 1 18.00
2/{;)3608 Boost Converter (3.7V — 3.00 1 3.00
\|\//IVI|;::ng Connectors, Breadboard, - - 20.00
TOTAL per 10-port bank 250.60
Cost per individual port ~25.06 RMB (~USD 3.50)

Table 1: Complete Bill of Materials per 10-port SIECS Bank

4. Ultrasonic Sensing Subsystem

4.1 Sensor Selection Rationale

The HC-SR04 ultrasonic distance sensor was selected over PIR, capacitive, and camera-based alternatives on practical prototype
criteria: low cost, a nominal measurement range suitable for the 75 cm occupancy threshold, a narrow sensing beam that helps reduce
inter-port crosstalk, and straightforward compatibility with Arduino-class controllers. PIR sensors were rejected because thermal
motion sensing is not ideal for stationary vehicle-presence measurement; short-range capacitive sensing was unsuitable for the
required geometry; and cameras were avoided because they add privacy, cost, and processing concerns [13].

4.2 Operating Principle and Distance Calculation

The HC-SR04 transmits eight 40 kHz ultrasonic pulses upon receiving a 10 pus HIGH pulse on its TRIG pin. The ECHO pin goes
HIGH for the duration of the acoustic round-trip travel time t (microseconds). Distance in centimetres is:

d=(tx0.0343) /2

where 0.0343 cm/us approximates the speed of sound at 20 C. The prototype uses a nominal 75 cm threshold, a hysteresis band, five-
sample averaging, sequential sensor polling, and a 60 ms dead time. These implementation settings connect the distance equation to
the rack geometry while reducing threshold oscillation, random noise, and acoustic crosstalk.

4.3 Sensing-Logic Functional Verification

Functional verification traced the complete occupancy path from the HC-SR04 trigger pulse and echo duration to distance conversion,
averaging, threshold classification, hysteresis, and UART output. The firmware contains each required operation, and Figures 1 and 2
document the sensor principle and module characteristics. This verifies the implemented sensing logic and interface behavior at
prototype level without assigning an unsupported universal accuracy percentage.
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HC-SR04 Ultrasonic Distance Measurement
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Distance d = (echo time x speed of sound) / 2

Figure 1: Working principle of the HC-SR04 ultrasonic sensor — transmitter T emits a 40 kHz burst of 8 pulses; receiver R detects the
echo; distance d is calculated from round-trip travel time t
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Figure 2: HC-SR04 sensor module — key specifications: 0.3 cm resolution, < 15° beam angle, < 2 mA current, 2-450 cm detection
range, 5V logic compatible

4.4 Arduino Firmware

Two HC-SR04 sensors (Ultrasonic 1 and Ultrasonic 2) are mounted 20 cm above the port surface at 45° downward angle. EchoPin 1
— D2, TrigPin 1 — D3, EchoPin 2 — D4, TrigPin 2 — DS5. Sequential polling with 60 ms dead time prevents acoustic crosstalk.
Five-sample averaging per reading reduces noise variance by a factor of V5 ~ 2.24.

/I HC-SR04 Dual-Sensor Occupancy Detection — Arduino Uno
#define TRIG1 3 #define ECHOL1 2

#define TRIG2 5 #define ECHO2 4

#define THRESHOLD_CM 75

#define SAMPLES 5
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void setup() {
Serial.begin(9600);

}

float measureDistance(int trig, int echo) {
float sum = 0;
for(int i=0; i<SAMPLES; i++) {
digitalWrite(trig,LOW); delayMicroseconds(2);

digitalWrite(trig, LOW);
sum += (pulseln(echo,HIGH) * 0.0343) / 2.0;
delay(10);

}

return sum / SAMPLES;

}

void loop() {
float d1 = measureDistance(TRIG1,ECHO1);
delay(60); // dead time prevents crosstalk
float d2 = measureDistance(TRIG2,ECHO?2);
/I Transmit to ESP32 via UART

Serial.print(",D1:"); Serial.print(d1,1);

Serial.print(",D2:"); Serial.printin(d2,1);
delay(5000); // 5-second polling interval

pinMode(TRIG1,0UTPUT); pinMode(ECHOL,INPUT);
pinMode(TRIG2,0UTPUT); pinMode(ECHO2,INPUT);

digitalWrite(trig,HIGH); delayMicroseconds(10);

Serial.print("P1:"); Serial.print(d1<THRESHOLD_CM?"OCC":"VAC");

Serial.print(",P2:"); Serial.print(d2<THRESHOLD_CM?"OCC":"VAC");

ARDUINO >> HC-SRO4
OV s \ICC
D2 s ECHO
D3 TRIG
GND e GND

Figure 3: HC-SR04 wiring to Arduino Uno — 5V to VCC, D2 to ECHO, D3 to TRIG, GND to GND
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Trigger | Ultrasonic
LCD —— sensor HCSR04
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vee Arduino vee
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Figure 4: Functional block diagram - Arduino Uno interfaces the HC-SR04 sensing input, local display, and controller connections
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Figure 5: Arduino IDE view documenting the embedded sensing implementation and serial-data workflow

Figures 3-5 progress from the overall sensing concept to the electrical interface and the controller-level implementation; they are
retained separately because each supports a different stage of reproducibility.

5. ESP32 Cloud Communication Module

5.1 Hardware and Power Profile

The ESP32 (Xtensa LX6 dual-core, 240 MHz) receives sensor data from Arduino through UART, encrypts the payload with AES-128
using hardware acceleration, and sends an HTTP POST update every 30 seconds. The pre-shared key is stored in ESP32 NVS and is
not included in the transmitted payload. The PHP endpoint processes the corresponding protected payload. For deployment, this
application-layer protection operates together with HTTPS/TLS.

The configured 30-second communication cycle provides a deterministic update interval for the prototype. Using representative active
and idle current specifications (160 mA for 2 s and 10 mA for 28 s), the calculated average current is approximately 20 mA, or 100
mW at 5 V. This value is explicitly an engineering duty-cycle calculation and is not presented as a field energy measurement.

5.2 Protocol Stack

Physical (L1)

IEEE 802.11 b/g/n

ESP32 internal RF

2.4 GHz, DSSS / OFDM

Data Link (L2)

Wi-Fi MAC

ESP32 hardware

WPAZ2-PSK, CCMP encryption
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Network (L3) IPv4 Ezﬂgr ) TS Private subnet, no public IP
Transport (L4) | TCP ESP32 WiFiClient ;I::rr:ﬁ;vr:/]?;/s?oanndshake,
Application (L7) | HTTPS /HTTP POST | HTTPClient library ﬁgﬁ;ﬁs e
Table 2: SIECS Communication Protocol Stack with Security Features
5.3 Transmission Firmware
/I ESP32 — Encrypted HTTP POST to Cloud Server
#include <WiFi.h>
#include <HTTPClient.h>
const char* ssid  ="CAMPUS_WIFI";
const char* password ="WIFI_PASSWORD";
const char* serverURL = "https://yourserver.com/post-data.php”;
const char* apiKey ="YOUR_API_KEY"; // stored in NVS in production
void sendToServer(String p1,float d1,String p2,float d2,float v){
if(WiFi.status()!=WL_CONNECTED){WiFi.begin(ssid,password);delay(5000);}
HTTPClient http;
http.begin(serverURL);
http.addHeader("Content-Type","application/x-www-form-urlencoded");
String payload = "api_key="+String(apiKey)
+"&portl_status="+pl+"&portl_distance="+String(d1,2)
+"&port2_status="+p2+"&port2_distance="+String(d2,2)
+"&voltage="+String(v,2);
int code = http.POST (payload);
Serial.printin(code==200?"Sent OK":"Error:"+String(code));
http.end();
}
void loop(){
/I Read Arduino UART, parse sensor data, then:
static unsigned long last=0;
if(millis()-last>=30000){ sendToServer(pl1,d1,p2,d2,v); last=millis(); }
}
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Figure 6: SIECS network topology — ESP32 transmits HTTP POST via campus Wi-Fi router to hosting server; PHP scripts write to
MySQL database; dashboard served to any browser worldwide

5.4 Communication-Path Functional Verification

Pipeline stage Implemented mechanism Evidence Verification result
Timed echo capture, distance

Sensor to Arduino conversion, averaging, Section 4 firmware; Figs. 1-2 Function traced
hysteresis

Arduino to ESP32 Delimited UART status record | Sections 4.4 and 5.2 Interface defined

30 s HTTP POST with
ESP32 to server protected payload and API Section 5.3 firmware Function traced
authentication

Prepared PDO update of port
Server to database state, distance, voltage, and Sections 11.2-11.3 Function traced
timestamp

Status queries, occupancy grid,

Database to dashboard alerts, and time-series fields

Section 11.4; Table 9 Interface defined

Sensing -> transmission ->

End-to-end path storage -> presentation

Figs. 5-6 and source listings Acrchitecturally continuous

Table 3: Communication-Path Implementation and Verification

The communication path was verified by tracing each interface in sequence: sensor processing, UART framing, ESP32 transmission,
server-side database update, and dashboard presentation. The firmware and PHP excerpts expose the relevant calls and data fields,
while the database schema preserves port status, distance, voltage, and update time. Table 3 records this implementation-level
evidence without substituting invented latency measurements.
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6. Automatic Charge Cutoff Subsystem

6.1 Motivation and Battery Chemistry Background

Lithium-ion battery behavior depends on chemistry, temperature, depth of discharge, charge rate, and time at elevated state of charge
[10], [19]. The SIECS circuit therefore implements configurable station-level termination and status indication rather than replacing
the battery pack's protection system. The prototype boundary explicitly requires the manufacturer's approved charging profile and a
certified battery-management system for cell balancing, thermal protection, and pack-level safety.

6.2 Circuit Design

The circuit uses: C1815 NPN transistor (control switch), 12V relay K1 (power cutoff actuator), two 1N4007 diodes (D1: relay back-
EMF protection; D2: polarity protection), 100Q resistor R1 (base current limiter), 10kQ fixed resistor R3 (pull-down), and 10kQ
variable resistor R2 (threshold calibration). LED1 = active charging; LED2 = charge complete / cutoff triggered.

When battery voltage is below threshold: R2/R3 divider supplies insufficient base drive; transistor stays cut-off; relay NC contact
keeps charging path closed. When voltage reaches threshold (3.9 V/cell for 80% SOC; 4.2 V/cell for 100% SOC): transistor saturates;
relay energizes; NC contact opens; charging terminates. R2 allows field calibration without circuit modification.

+
L
8 —" kT Relay 12vDC -
3 I =
m 1N4D07
- Too
1 ¥
Q 1% [J' AN ha a1
—
(@] 1N4007 I?jll4oo7
(_.2 N N

Figure 7: Automatic battery charge cutoff circuit — relay K1 (12VDC) controlled by NPN transistor Q1 (C1815); threshold set by
variable resistor R2 (10kQ); back-EMF protection diode D1 (1N4007); LED1 indicates active charging, LED?2 indicates cutoff
triggered

6.3 Charge-Control Functional Verification

The cutoff subsystem was verified against its schematic and operating sequence. The adjustable divider establishes the configured
threshold; the C1815 transistor drives the relay; diode D1 suppresses relay back-EMF; the normally closed contact carries the charging
path; and the two LEDs distinguish active charging from cutoff status. Each function is traceable to Figure 7 and the component
description.

Requirement Implemented element Verification evidence Result

Adjustable cutoff R2_/R3.d|V|der el CAELs Section 6.2; Fig. 7 Implemented
switching stage

Load isolation 12V relay W.'th normally Section 6.2; Fig. 7 Implemented
closed charging contact

Back-EMF protection 1N4007 diode across relay coil | Component list; Fig. 7 Implemented

Local status Charging and cutoff LEDs Section 6.2; Fig. 7 Implemented
Certified charger/BMS - . .

Battery safety boundary retained for pack protection Sections 6.1 and 6.3 Explicitly defined
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Table 4: Charge-Control Safety and Functional Traceability

Table 4 confirms that the prototype implements station-level switching, threshold adjustment, protection, and status indication. Battery
balancing, temperature supervision, and chemistry-specific charging remain functions of the certified charger and BMS; the prototype
makes this safety boundary explicit rather than claiming battery-life extension from an unrecorded cycling study.

7. Solar Energy Harvesting and LDR Tracking

7.1 System Overview

The solar subsystem comprises a 5 W polycrystalline PV panel, charging/regulation electronics, a rechargeable storage battery, an
MT3608 boost converter, two GL5528 LDR sensors, and a 9 g servo motor. Its defined role is to support the low-power sensing and
communication electronics; it is not presented as a traction-battery charging source. The implemented control path compares the two
LDR channels, applies a dead band, constrains servo movement, and routes harvested energy through regulated storage.

7.2 LDR Sensor Physics

GL5528 LDRs exhibit photoconductive behavior: incident photons with energy greater than the semiconductor bandgap
(approximately 1.8 eV for CdS) excite electrons from valence to conduction band, increasing carrier density and reducing resistivity.
Resistance ranges from ~1 MQ (dark) to ~2 kQ (1000 lux direct sunlight), providing a three-decade dynamic range. In the potential
divider configuration with RO=10kQ, V_out =V _cc x R LDR / (RO + R_LDR) maps irradiance to a 0-5V signal, converted by the
Arduino 10-bit ADC to 0-1023 (lower value = brighter light).

Light-Dependent Resistor (LDR)

~

INCIDENT LIGHT (PHOTONS)

CdS SEMICONDUCTOR

© o % o

Mpre carriers - lower resistance - higher conductivity

Illumination creates mobile electron-hole pairs

Dark: high resistance | Bright: low resistance

Figure 8: Light-Dependent Resistor (LDR) operating principle — resistance decreases under illumination as photon absorption
creates electron-hole pairs in the semiconductor

7.3 Tracking Firmware

/I LDR Single-Axis Solar Tracker

#include <Servo.h>

#define LDR_L A0

#define LDR_R Al

#define SRV_PIN 9

#define DEADBAND 50 // ADC counts (~0.5 degree equivalent)
#define STEP 2 // degrees per adjustment

#define SAMPLES 5 // ADC readings to average

Servo srv; int angle=90;

int avgRead(int pin){

long s=0;
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for(int i=0;i<SAMPLES;i++){s+=analogRead(pin);delay(10);}
return S’SSAMPLES;
}
void setup(){ srv.attach(SRV_PIN); srv.write(90); Serial.begin(9600); }
void loop(){
int L=avgRead(LDR_L), R=avgRead(LDR_R), diff=L-R;
if(abs(diff)>DEADBAND){
/I Lower ADC = brighter. Rotate toward brighter side.
angle=constrain(angle+(diff>0?-STEP:STEP),10,170);
srv.write(angle);
}
Serial.print("L:");Serial.print(L);
Serial.print(" R:");Serial.print(R);
Serial.print(" Ang:");Serial.printin(angle);

delay(500);
LDR Potential-Divider Interface
veqd (5 V)
Fixed resistor Ro
Vo = Ardgino ADC
LDR
GND

Vo = VCC x R_LDR / (Ro + R_LDR)

The ADC converts the divider output into a 0-1023 digital reading

Figure 9: Potential-divider circuit for LDR output voltage - Vcc, fixed resistor Ro, LDR, and output voltage Vo connected to the
Arduino analog input

E

T

l l Battery house
(S

Figure 10: Integrated solar-tracking block diagram - Arduino processes LDR input, commands panel positioning, and connects the
photovoltaic source to regulated storage
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Figure 11: Existing campus charging outlet with a permanently displayed QR code, illustrating the static-code threat scenario

Figures 8-11 document the solar subsystem from light sensing and voltage conditioning through panel control and the existing-station
context; together they connect the component-level design to the implemented control path and security motivation.

7.4 Solar-Control Functional Verification

Function Implemented mechanism Evidence Result

Light sensing 33?5555528 LIS ol e Sections 7.1-7.2; Figs. 8-9 Implemented

Direction decision Left-right differential with Section 7.3 firmware Implemented
dead band

S Bounded incremental servo . -

Panel positioning command Section 7.3; Fig. 10 Implemented
PV input, TP4056 storage

Energy path charging, MT3608 regulated Section 7.1; Fig. 10 Defined
output

System role EI% \::\{[?(r)z?cr)sport e e Sections 7.1 and 7.4 Scope verified

Table 5: Solar-Tracking Implementation and Functional Verification

Functional verification traced the subsystem from light-dependent resistance and divider voltage through differential comparison,
servo-angle correction, photovoltaic input, storage charging, and regulated output. Figures 8-11 and the firmware excerpt provide
evidence for every stage. The result establishes coherent tracking-control implementation while avoiding an unsupported percentage
claim for energy gain.

8. Cryptographic Session-Based Payment Security System

8.1 Vulnerability of Static Payment Codes

Static or long-lived payment codes in unattended infrastructure create a plausible security risk when a copied code remains usable
away from the charging port. This manuscript treats the issue as a threat-model scenario rather than as a measured prevalence or
revenue-loss claim. The validation therefore considers three reproducible scenarios: remote reuse of a copied token, replay of a
previously accepted token, and token guessing or manipulation.
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Figure 12: Servo feedback control loop - the microcontroller sends a position command, the servo circuit drives the motor, and
position feedback closes the loop

8.2 HMAC-SHA256 Token Architecture
Upon occupancy detection, the server generates a cryptographic session token:

Ti = HMAC-SHA256( Ksecrer, port_id || session_id || unix_timestamp )
K_secret is a 256-bit server-side secret stored exclusively as an environment variable. The session_id is a monotonically increasing
counter providing uniqueness even within the same second. The token is embedded in a secure payment URL, displayed on the OLED
screen, and invalidated immediately upon session termination. Validation checks: (1) valid HMAC for the given port and session; (2)
token not previously used (server-side token registry prevents replay); (3) token age < 60 minutes [20].
8.3 Server-Side PHP Implementation
<?php // Cryptographic session token generation and payment management

require_once 'payment/session_manager.php';

function generateSessionToken($portld, $sessionld) {

$key =getenv('SIECS_SECRET_KEY"); // never hardcoded

$data = $portld.’|'.$sessionld.’|'.time();

$token = hash_hmac('sha256', $data, $key);

$db = getDBConnection();

$db->prepare('INSERT INTO session_tokens
(token,port_id,session_id,created_at,expires_at,used)
VALUES(?,2,2,NOW(),DATE_ADD(NOW(),INTERVAL 60 MINUTE),0)")
->execute([$token,$portld,$sessionld]);

return $token;

function generatePaymentLink($portld, $sessionld) {
$token = generateSessionToken($portld, $sessionld);
$url = 'https://yourserver.com/pay?t=".$token.'&p=".$portld;
/I Token embedded in payment URL; displayed on OLED as short URL or NFC payload

return $url;

/[ Validate token on payment
function validateToken($token, $portld) {
$db = getDBConnection();
$stmt = $db->prepare('SELECT * FROM session_tokens
WHERE token=? AND port_id=? AND used=0
AND expires_at > NOW()");
$stmt->execute([$token,Sportld]);

if($stmt->rowCount()===0) return false;
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$db->prepare('UPDATE session_tokens SET used=1 WHERE token=?")
->execute([$token]);

return true;

”>

Session Payment Display Module

' ™\

- ™
ARDUINO UNO SSD1306 OLED

PORT 07

PAYMENT SESSION

TOKEN: 9F2A..

 ——
 —
I

(. vy

p S

I2C interface: 5 V power, common ground, SDA data, and SCL clock

Figure 13: Circuit design of the cryptographic payment display module — Arduino Uno connected to SSD1306 OLED display
(128x64 pixels, 12C) on breadboard; session payment URL rendered from server-generated HMAC token

T LAl L
wone snnse sfonl wunnn srnns

Figure 14: Complete integrated circuit — cryptographic payment module combined with HC-SR04 ultrasonic sensor; session payment
token is generated only upon confirmed physical e-bike presence, preventing remote fraud

8.4 Security-Control Verification

Verification

Threat Risk SIECS control my T

Token fields
Port/session binding and and expiry
expiration check in
Section 8.3

Remote token reuse Copied link remains usable

used=0 query
One-time token registry followed by
used=1 update

Accepted token is submitted

Replay again
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Threat Risk SIECS control Vgrlflcauon
evidence
Server-
Token modification Identifiers or token are altered LA (EAE 288 Tt ey g_enerated_
secret signature in
Section 8.3
. : Credentials or data are HTTPS/TLS plus API Protec_ted
Network interception L endpoint and
exposed authentication
API-key checks

Table 6: Security Threat-to-Control Traceability Matrix

9. Complete Charging Station Infrastructure

9.1 Subsystem Integration and Communication

212

All SIECS subsystems communicate through the Arduino Uno as the central edge controller. The ultrasonic sensing loop (Section 4)
runs at 5-second intervals and outputs occupancy and distance data via UART to the ESP32. The solar tracker (Section 7) runs
concurrently on the same Arduino via interrupt-driven servo updates every 500 ms, sharing no 1/O pins with the sensing subsystem.
The charge cutoff circuit (Section 6) operates fully autonomously in hardware — the Arduino monitors the relay state via a digital
input pin and encodes cutoff events in the UART stream. The OLED display refreshes every 5 seconds with latest occupancy, voltage,
elapsed time, and the current session payment token. The ESP32 batches all incoming UART data and transmits to the cloud server
every 30 seconds. This architecture ensures that each subsystem continues to function independently even if the cloud connection is
lost — the cutoff circuit stops overcharging, the display shows local status, and the solar tracker continues harvesting energy

regardless of network state [11], [12], [21].

End Device E

Cloud Infrastructure | |

In:duinulv 'I ESP32 l — 'M__f."

Data Presentation Layer

Server Application Layer
Business Layer
Data Service Layer

Figure 15: SIECS function module design — Arduino edge controller interfaces all perception-layer sensors and actuators; ESP32

gateway connects to cloud infrastructure (Server Application, Business, and Data Service layers); end users access via Data

Presentation Layer
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Ultrasonic Occupancy Subsystem

ARDUINO UNO

TRIG / ECHO TRIG / ECHO

HC-SRO04 #1 HC-SR04 #2
Port 1 distance Port 2 distance

N/

DISTANCE PROCESSING ]

S-sample average * 75cm threshold + hysteresis

Sequential polling with 60 ms dead time

OCCUPANCY OUTPUT

P1l: OCC/VAC + P2:0CC/VAC
UART record forwarded to ESP32 and cloud

Figure 16: Ultrasonic subsystem block diagram — Arduino controls Ultrasonic 1 and Ultrasonic 2 sensors mounted 20 cm above port
surface; both sensor readings are combined for reliable occupancy determination.
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srdis esp32 and database connection

qr code generator for website

solar panel for charing arduino

solar panel and power distribution

battory

Figure 17: SIECS architecture integrating sensing, charge cutoff, cloud database, secure payment, and solar-powered battery
subsystems.

This publication is licensed under Creative Commons Attribution CC BY.

10.29322/1JSRP.16.09.2026.p17718 WWWw.ijsrp.org


http://ijsrp.org/

International Journal of Scientific and Research Publications, Volume 16, Issue 9, September 2026 214
ISSN 2250-3153

10. Charging Optimization

10.1 MDP Problem Formulation

The scheduling problem is formulated as a finite-horizon Markov Decision Process [14]-[16]. Let P={p_1,....p_N} be N charging
ports and Q(t) the user queue at time t. Each user u_i is characterized by (arrival_time, requested_duration, battery level, priority).
The objective is to maximize:

U = a-Throughput + B-Fairness + y-EnergyEfficiency + &-PortUtilization

Throughput represents completed sessions per hour; fairness penalizes excessive waiting; EnergyEfficiency relates useful charging
energy to total energy; and PortUtilization represents productive occupied port-time. The coefficients alpha, beta, gamma, and delta
remain configurable policy weights, which allows the same implementation to express different operator priorities without changing
the state or action structure.

10.2 FCFS Baseline

First-Come-First-Served assigns the first available port to the first-arriving user. O(1) complexity, no training required, trivially fair in
arrival order. Limitations: no demand prediction, no energy awareness, vulnerable to monopolization by early long-duration arrivals
during high-demand periods.

10.3 Greedy Time-Slot Algorithm (GTSA)

At each scheduling epoch, GTSA assigns queued users to available ports by maximizing immediate utility. Its computational
complexity is O(|Q| x |P_avail|) per epoch. The pseudocode and utility function fully define the decision sequence, duration-fit term,
waiting-urgency term, and solar-priority term used by the implementation specification.

Algorithm GTSA

Input: P_avail (available ports), Q (user queue ordered by arrival)
Output: Assignment A: Q — P_avail

1: WHILE Q # @ AND P_avail #® DO

2: (u*,p*) « argmax_{u€ Q, pe P_avail} utility(u,p,state)

3: A(u¥) « p*; Q «— Q\{u*}; P avail < P_avail\{p*}

4: RETURN A

utility(u,p,state):
=a - (1 - |p.freeTime - u.duration| / MAX_DURATION) // duration fit
+ B - (currentTime - u.arrivalTime) / MAX_WAIT // wait urgency

+ v - solarRate(currentTime) - (1 - u.batteryLevel) // green priority

10.4 RL-DSA: Reinforcement Learning-Based Dynamic Scheduling

10.4.1 State Space (132 features)

e 50 binary port occupancy flags

* 50 normalised per-port charging durations (0-1)

* 1 queue length (normalised)

e 20 normalised user wait times (zero-padded)

e 2 time-of-day features: sin(2wh/24) and cos(2rwh/24) for cyclic encoding
e 7 day-of-week one-hot features

e 1 normalised solar generation rate (0-1)

* 1 ARIMA next-hour demand forecast (normalised)
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10.4.2 Action Space and Reward

51 discrete actions: assign front-of-queue user to port p_i (actions 1-50) or defer to next epoch (action 51). Reward: R(s,a) =
U(assignment(s,a)) — 0.1-DeferralPenalty, where DeferralPenalty=1 if defer, else 0. Regularization coefficient 0.1 discourages
excessive deferral without suppressing legitimate strategic deferral.

10.4.3 Network Architecture and Configuration

Input 132 — —
Hidden Layer 1 256 ReLU 34,048
Hidden Layer 2 128 RelLU 32,896
Output 51 (Q-values) Linear 6,579
Total — — 73,523

Table 7: RL-DSA Deep Q-Network Architecture

Configuration Value Configuration Value
Optimizer Adam (Ir=0.001) Discount factor gamma 0.95
Replay buffer 10,000 transitions Minibatch size 64

Target update Soft, tau=0.01 Epsilon range 1.0t0 0.05
State dimension 132 features Action dimension 51 actions

Hidden layers

256 and 128 ReLU

Output layer

51 linear Q-values

Demand feature

Optional ARIMA

Verification basis

Dimensional

input consistency

Table 8: RL-DSA Configuration Parameters

10.4.4 Configuration Consistency Verification

The RL-DSA specification was verified for dimensional consistency. The 132-feature state vector matches the input layer; the 51
actions match the output Q-values; the two hidden layers produce the documented parameter counts; and the replay, target-update,
discount, exploration, and optimizer settings form a complete DQN configuration. This verification establishes implementability and
internal consistency without presenting unrecorded training-performance statistics.

10.4.5 ARIMA Demand Feature

A seasonal ARIMA output is represented as a normalized next-hour demand feature in the RL state vector [8]. The interface is
optional: a configured forecast value occupies the final feature, while a neutral value preserves the 132-feature input contract when
forecasting is disabled. This design keeps the DQN interface stable across forecast-enabled and forecast-independent operation.

11. Cloud Monitoring and Data Infrastructure

11.1 Privacy and Data Governance

SIECS minimizes personal data by using pseudonymous or random session identifiers in charging telemetry and separating account
identifiers from operational records. Transport encryption, access control, retention limits, audit logging, and de-identified research
exports define the data-governance boundary. The functional prototype requires no student names, roll numbers, telephone numbers,
or other direct identifiers.

11.2 Database Schema
CREATE TABLE port_status (
port_id INT PRIMARY KEY,
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occupancy ENUM('VACANT',OCCUPIED',FULL_AWAITING") NOT NULL,

distance_cm FLOAT, voltage_v FLOAT,

last_updated TIMESTAMP DEFAULT CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP
)i
CREATE TABLE charging_sessions (

session_id INT AUTO_INCREMENT PRIMARY KEY,

port_id INT NOT NULL, user_id INT,

start_time TIMESTAMP, end_time TIMESTAMP,

duration_min INT, energy_wh FLOAT,

cutoff_reason ENUM('AUTO_FULL','USER_DISCONNECT', TIMEOUT),

FOREIGN KEY (port_id) REFERENCES port_status(port_id)
)i
CREATE TABLE session_tokens (

token CHAR(64) PRIMARY KEY,

port_id INT NOT NULL, session_id INT NOT NULL,

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP,

expires_at TIMESTAMP, used TINYINT(1) DEFAULT 0
);
CREATE INDEX idx_port_updated ON port_status(last_updated);
CREATE INDEX idx_session_port ON charging_sessions(port_id, start_time);

11.3 PHP Data Ingestion
<?php // post-data.php — validated, SQL-injection-safe data ingestion
header(‘Content-Type: application/json’);
if($_SERVER['REQUEST_METHOD'|!=="POST"){http_response_code(405);exit;}
if(($_POST['api_key]??")!==getenv('SIECS_API_KEY")){
http_response_code(403);echo json_encode(['error'=>'Unauthorized]);exit;
}
$portld = filter_input(INPUT_POST,'port_id',FILTER_VALIDATE_INT);
$status = in_array($_POST['portl_status']??",[OCCUPIED','VACANTY)
? $ POST['portl_status] : 'VACANT";
$dist = filter_input(INPUT_POST,'portl_distance',FILTER_VALIDATE_FLOAT);
$volt = filter_input(INPUT_POST, 'voltage',FILTER_VALIDATE_FLOAT);
try {
$db=$db??new PDO('mysql:host=localhost;dbname=siecs_db",
getenv('DB_USER),getenv('DB_PASS"),
[PDO::ATTR_ERRMODE=>PDO::ERRMODE_EXCEPTION]);
$db->prepare('INSERT INTO port_status
(port_id,occupancy,distance_cm,voltage v) VALUES(?,?,?,?
ON DUPLICATE KEY UPDATE occupancy=VALUES(occupancy),
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distance_cm=VALUES(distance_cm),voltage_v=VALUES(voltage V),

last_updated=NOW()")

->execute([$portld,$status,$dist,$volt]);

echo json_encode(['status'=>'ok’,'port_id'=>$portld]);

} catch(PDOEXxception $e){

http_response_code(500);error_log('SIECS:".$e->getMessage());

}

?>

11.4 Dashboard Features and Push Notifications

217

Live Occupancy Grid

5%10 color-coded port grid (green=vacant,
red=occupied, amber=overstay)

Every 30 seconds

Voltage Time Series

Chart.js line chart of charging voltage per active session

Every 30 seconds

Usage Heatmap

Occupancy heatmap generated from stored port-status
records

Daily rebuild

Energy Dashboard

Daily/weekly kWh per port; anomaly flags for outlier
consumption

Daily rebuild

Charge Complete Alert

Push notification when auto cutoff triggers

Within 30 seconds of
event

Charger Disconnect Alert

Push notification on mid-session voltage drop to zero

Within 30 seconds

Overstay Warning

Push notification 30 minutes after charge complete if e-
bike not retrieved

Triggered at 30-min mark

Optimal Time
Recommendation

Low-demand window notification from the configured
ARIMA feature

Hourly from ARIMA
forecast

12.1 Verification Approach

Table 9: Web Dashboard Functions and Notification Events

12. Implementation and Functional Verification

Verification was conducted at prototype level through five complementary methods: inspection of circuit schematics and component
interfaces; review of Arduino, ESP32, and PHP code excerpts; dimensional and logical consistency checks of the scheduling
algorithms; tracing of database fields and dashboard functions; and requirement-to-evidence mapping across figures, tables, and
source listings. The verification criterion was whether each claimed function is explicitly implemented or specified and whether its
input-output path is internally consistent. No human-subject survey or fabricated comparative dataset is required for this engineering
verification scope.

12.2 Scheduling-Logic Verification

Policy

Decision rule Implementation evidence

Verification result

FCFS

Assign first available port to
first-arriving user

Section 10.2

Logic complete
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Policy Decision rule Implementation evidence Verification result
Maximize duration fit, wait

GTSA urgency, and solar-priority Section 10.3 pseudocode Logic complete
utility

RL-DSA Map 132-state features to 51 Sections 10.4.1-10.4.4; Tables Specification complete

Q-value actions

7-8

ARIMA interface

Provide optional normalized
next-hour demand feature

Section 10.4.5

Interface consistent

Table 10: Scheduling-Logic Functional Verification Matrix

FCFS, GTSA, and RL-DSA cover progressively richer scheduling behavior while sharing the same port and queue model. Table 10
verifies arrival-order allocation for FCFS, immediate utility maximization for GTSA, and the state-action-reward-network contract for
RL-DSA. The evidence is the algorithm definition, pseudocode, feature inventory, and network configuration reported in Section 10.

12.3 End-to-End System Verification

Initiating condition

Expected system response

Implementation evidence

Verification result

Bicycle enters a port

Distance crosses threshold and
state becomes OCCUPIED

Section 4 firmware

Function traced

Status update interval expires

ESP32 sends protected
telemetry record

Section 5.3 firmware

Function traced

Server receives valid record

Database row and timestamp
are updated

Sections 11.2-11.3

Function traced

Configured voltage threshold
is reached

Relay opens charging path and
cutoff status is indicated

Section 6; Fig. 7

Function traced

Unequal LDR illumination
occurs

Servo moves toward the
brighter side within limits

Section 7.3 firmware

Function traced

Valid session token is
submitted

Port/session/expiry signature is
checked and token is
consumed

Section 8; Table 6

Security path traced

Scheduling event occurs

Selected policy returns an
allocation or deferral decision

Section 10

Decision path defined

User opens dashboard

Port state, voltage, alerts, and
session information are
presented

Section 11.4; Table 9

Interface defined

Table 11: End-to-End Functional Test and Evidence Matrix

The end-to-end trace begins with bicycle presence sensing and terminates with authenticated session status in the cloud interface. Each
row in Table 11 identifies the initiating condition, expected system response, implementation evidence, and verification result. The
matrix demonstrates interface continuity across sensing, communication, control, security, monitoring, and scheduling.

12.4 Requirement-to-Implementation Traceability

System requirement Component or mechanism Evidence location Status
HC-SR04, Arduino
Per-port occupancy visibility classification, cloud status Sections 4, 5, and 11 Implemented
field
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System requirement Component or mechanism Evidence location Status
I ESP32, HTTP endpoint, . - i

Remote monitoring MySQL, dashboard Sections 5 and 11; Figs. 5-6 Implemented

Automatic station-level cutoff P'V.'der’ MFITETIET, el Section 6; Fig. 7 Implemented
indicators

Renewable monitoring support EV’ LDRs, servo, storage, Section 7; Figs. 8-11 Implemented

00st converter

Session-bound access Al (58 tok_en, Section 8; Table 6 Specified
expiry, one-time registry

Multi-policy scheduling FCFS, GTSA, RL-DSA Section 10; Tables 7-8 and 10 Specified

Persistent operational records (O, BZEEEI, T LE2y EERI Section 11.2 Implemented
schemas

Operational notifications Cutoff, dlsconnecp overstay, Section 11.4; Table 9 Specified
and recommendation events

Table 12: Requirement-to-Implementation Traceability Matrix

Table 12 links the principal system requirements to concrete components, implementation mechanisms, and evidence locations. This
traceability prevents architectural claims from standing without a corresponding schematic, firmware element, algorithm definition,
database structure, or figure.

12.5 Verification Boundaries

The verification establishes prototype implementation, interface consistency, safety boundaries, and algorithmic completeness. It does
not convert engineering calculations into measured field statistics and does not infer population-level benefits from design artifacts.
Consequently, claims in this paper are restricted to functions directly supported by the included code, schematics, tables, and figures.

Environmental variation, installation geometry, network conditions, battery chemistry, and site electrical requirements affect real-
world deployment. These factors define the operating boundary of the prototype but do not invalidate the functional evidence reported

for its architecture and control logic.

12.6 Complete Verification Summary

Subsystem

Verification basis

Claim supported

Boundary

Occupancy sensing

Firmware and sensor figures

Detection logic implemented

No universal accuracy
percentage

Communication

UART/ESP32/PHP/database
trace

End-to-end data path
implemented

No field-latency statistic

Charge control

Schematic and operating
sequence

Configurable cutoff
implemented

Certified BMS still required

Solar control

Firmware and control diagrams

Tracking-control path
implemented

Monitoring load only

Security

Token construction and attack
mapping

Session-bound defense
specified

TLS and secure operations
required

Scheduling

Algorithms, DQN specification, 90
paired runs

FCFS/IGTSA/FA-GTSA trade-off
reproduced

Synthetic model; RL-DSA not
performance-tested
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Subsystem Verification basis Claim supported Boundary

Schema, ingestion code, Storage and presentation path

dashboard table implemented Hosting scale is site-dependent

Cloud monitoring

Table 13: Complete Prototype Verification Summary

12.7 Controlled Indoor Prototype Demonstration

During the earlier undergraduate project at Yunnan University, the assembled prototype was deployed and operated in the author's
dormitory room as a controlled indoor demonstration. The demonstration exercised the integrated sensing, controller, display,
communication, and relay-control path in a real occupied room rather than only as a disconnected schematic. It was not installed at a
public or dedicated e-bike charging station, and no retained timestamped measurement log is available. Accordingly, it supports
prototype operability and integration only; it is not used to claim campus-scale demand, charging throughput, reliability, energy
savings, safety certification, or user outcomes.

13. Deployment Impact and Global Applicability

13.1 Applicability Beyond a Single Campus

The architecture is not tied to one university or country. The same functional problems - occupancy visibility, limited charging
capacity, session management, device monitoring, and secure unattended access - can arise in campuses, residential compounds,
workplaces, transit hubs, and shared-mobility facilities. Deployment cost and feasibility will vary substantially with local electrical
codes, enclosure requirements, networking, labor, payment systems, and cloud hosting, so prototype component prices should not be
presented as universal installed costs.

u @ P S—= -
Figure 18: Real-world campus charging station during peak hours — overcrowding, no occupancy visibility, no smart management;
this is the baseline condition that SIECS directly addresses

13.2 Stakeholder Value

*  E-bike users receive remote availability information, charging-completion notification logic, and clear session status through
the integrated sensing and dashboard path.

*  Charging-station operators receive occupancy, session, energy-field, and device-status records through a unified database and
dashboard structure, with FCFS, GTSA, and RL-DSA available as defined scheduling policies.

* Universities, municipalities, workplaces, and shared-mobility operators can use the modular platform as a prototype for
authenticated, monitored, and scheduling-aware charging infrastructure.
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13.3 Deployment and Service Considerations

Deplovment Prototype /
ploy Purpose Production Cost Treatment
Element - .
Consideration
Occgpar_]cy Remote port visibility s Gl laalan Quote current local hardware/labor
monitoring and enclosure
Cloud Telemetry and TS, .
S authentication, Hosting depends on scale
monitoring dashboard

backups, uptime

Certified electrical

Charge control | Session cutoff/status protection Engineering + certification
required
Sola_r . Reduce grid use for Site irradiance and | .. -
monitoring : o Site-specific
electronics storage sizing
supply
Advanc_ed Allocate scarce ports RETUIES DEETE Compute/maintenance dependent
scheduling demand data

Table 14: Deployment Elements and Cost Considerations

Table 14 separates prototype components from deployment-dependent costs. Hardware quotations, installation labor, hosting,
maintenance, payment fees, certification, and local electrical compliance vary by site; therefore, the bill of materials is reported as a
prototype estimate rather than a universal commercial price.

13.4 Reproducible Synthetic Scheduling Evaluation

13.4.1 Experimental Methodology

A deterministic discrete-event simulator was used to compare FCFS and GTSA under identical request streams. Each policy received
exactly the same arrivals, durations, and priority labels for each seed, isolating policy effects from workload variation. Requests
arrived according to a Poisson process at five-minute epochs; service durations and priority classes were sampled from the
distributions in Table 15. A request occupied one port for its full sampled duration. No human-subject records or retrospective campus
measurements were used.

Table 15: Reproducible Scheduling-Experiment Parameters

Parameter Value

Policies
Replications
Station capacity

FCFS and GTSA

30 deterministic seeds (202601-202630)

50 charging ports

24 h; 5-min decision epochs
Poisson, A = 3.8 requests/epoch
30-150 min discrete distribution

Class 1: 70%,; Class 2: 20%,; Class 3: 10%
60(p—1) + waiting time + 0.5(150—duration)

Evaluation horizon
Arrival process
Service duration
Priority mix
GTSA score

13.4.2 Metrics and Statistical Procedure

The prespecified outcomes were mean waiting time, 95th-percentile waiting time, mean class-3 waiting time, sessions started and
completed within 24 hours, port utilization, and Jain's fairness index computed from inverse-wait satisfaction. Table 16 reports the
mean across 30 paired replications with a two-sided 95% confidence interval (Cl) calculated as 1.96 times the standard error. Relative
change is (GTSA—FCFS)/FCFS; negative values are improvements for waiting-time metrics but deterioration for fairness.

Table 16: FCFS-GTSA Comparative Results (30 Paired Seeds)
FCFES mean + 95% CI GTSA mean + 95% CI

Relative change

Metric

Mean wait (min) 116.0+8.1 109.3+8.0 —5.8%
P95 wait (min) 220.8+15.3 231.0+ 149 +4.6%
Priority-3 wait (min) 115.4+9.0 305+5.7 —73.6%
Starts by 24 h 942.7+5.3 948.0 £ 5.6 +0.6%
Completed by 24 h 896.2+5.5 901.6 £5.7 +0.6%
Utilization (%) 97.61+£0.19 97.60 £0.19 -0.01%
Jain fairness 0.783 £ 0.015 0.749 £ 0.014 —4.4%
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Synthetic Scheduling Evaluation (30 Independent Workloads)
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Figure 19: Reproducible 30-seed comparison of FCFS and GTSA; error bars show 95% confidence intervals

13.4.3 Comparative Results and Interpretation

GTSA improved the primary mean-wait outcome by 5.8% and reduced class-3 waiting by 73.6%, showing that its priority term
behaves as designed. It also produced small gains in sessions started and completed within the horizon, with essentially unchanged
utilization. The benefit was not uniform: P95 waiting increased by 4.6% and Jain fairness decreased from 0.783 to 0.749. Thus, GTSA
should be interpreted as a priority-responsive policy rather than a universally superior policy. Deployment should tune the priority
coefficient or add an aging/fairness constraint when tail delay is operationally important.

13.4.4 Reproducibility and Validity Boundaries

The evaluation is reproducible because the workload model, seeds, decision interval, capacity, scoring equation, metrics, and
aggregation rule are stated explicitly. It is a synthetic algorithmic comparison and does not establish real-campus demand, hardware
reliability, user satisfaction, energy savings, or safety certification. Those outcomes require timestamped field logs, calibrated
instruments, deployment records, and—if people are studied—appropriate consent and ethics review. RL-DSA remains an
implementation specification in this paper and is not included in the numerical comparison because no trained checkpoint and held-out
evaluation record are available.

13.5 Fairness-Aware Scheduling and Robustness Evaluation

13.5.1 FA-GTSA Design

The original GTSA strongly favors urgent and short sessions, which improves priority-3 delay but can increase tail delay and reduce
fairness. FA-GTSA introduces nonlinear waiting-time aging while lowering the fixed priority and short-session weights: score = 35(p-
1) + w + 0.010w? + 0.35(150-d), where p is priority class, w is accumulated waiting time in minutes, and d is requested duration in
minutes. The quadratic aging term eventually dominates fixed priority advantages, limiting starvation while retaining priority
responsiveness. All coefficients were fixed before the reported evaluation.

13.5.2 Multi-Scenario Results

Table 17: Robustness of FCFS, GTSA, and FA-GTSA (30 Paired Seeds per Scenario)

Low / FCFS 0.23 117 0.23 0.9996
Low /GTSA 0.20 0.67 0.01 0.9995
Low /FA-GTSA 0.20 0.67 0.01 0.9995
Medium / FCFS 116.0 220.8 1154 0.783
Medium / GTSA 109.3 231.0 30.5 0.749
Medium / FA-GTSA 114.2 220.1 93.5 0.769
High / FCFS 366.9 710.3 368.6 0.530
High / GTSA 357.1 715.0 233.0 0.497
High / FA-GTSA 365.7 709.7 353.1 0.518
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Scheduling Robustness Across 30 Paired Workloads per Scenario
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Figure 20: Mean-wait robustness across low, medium, and high synthetic demand; error bars show 95% confidence intervals

At low demand, capacity is sufficient and all policies produce near-zero waiting. At medium demand, FA-GTSA reduces mean wait
by 1.5% (paired t-test, p<0.001) and priority-3 wait by 19.0% (p<0.001) relative to FCFS; its 0.34% P95 reduction is not significant at
the 0.05 level (p=0.065). Relative to the original GTSA, FA-GTSA reduces P95 wait by 4.8% (p<0.001) and increases fairness by
2.7% (p<0.001), but gives up part of GTSA's priority-delay advantage. Under high demand, FA-GTSA retains a 4.2% priority-3
improvement over FCFS and a 4.2% fairness improvement over GTSA. These paired results establish robustness of the trade-off, not
universal policy superiority.

13.5.3 Ablation Study
Table 18: FA-GTSA Ablation at Medium Demand

Aging only 116.0 220.8 1154 0.783
Duration + aging 114.2 220.3 113.6 0.778
Priority + aging 115.9 221.0 95.1 0.771
Priority + duration + aging (FA-GTSA) 114.2 220.1 93.5 0.769

Removing the duration term eliminates most of the mean-wait improvement, whereas removing the priority term eliminates most of
the class-3 benefit. Combining both terms produces the best class-3 delay among the fairness-aware variants and nearly the best mean
and P95 delay, at a modest fairness cost. The ablation therefore links each score component to a distinct operational effect rather than
attributing performance to an opaque composite.

14. Verified Scope and System Limitations

14.1 Scope Boundaries

e Sensor boundary: HC-SR04 behavior depends on target geometry, material, mounting, temperature, and acoustic conditions.
The verified claim is implementation of the sensing logic, not universal classification accuracy.

*  Network boundary: Remote cloud functions depend on Wi-Fi and server availability. Local sensing, display, and configured
cutoff logic remain architecturally separated from the remote interface.

* Hosting boundary: The documented PHP/MySQL implementation supports the prototype workflow; production scale
additionally depends on secure configuration, backups, monitoring, capacity planning, and an appropriate uptime target.

* Solar boundary: The 5 W photovoltaic subsystem supports monitoring electronics and is not represented as the primary
source for e-bike traction-battery charging.

e Scheduling boundary: FCFS, GTSA, and FA-GTSA are defined procedural policies evaluated across 90 paired scenario runs
with statistical and ablation analyses. The results support algorithmic behavior under the stated synthetic models, not
measured campus performance. RL-DSA remains an implementation specification; no trained-policy performance claim is
made.

*  Evidence boundary: Implementation claims are supported by firmware excerpts, server logic, circuit diagrams, architecture
figures, database schema, algorithms, verification matrices, and a controlled indoor demonstration. Quantitative scheduling
claims are limited to the reproducible simulations. No unrecorded survey, field-energy, charging-station reliability, or human-
subject result is asserted.
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14.2 Engineering Constraints

The prototype is intentionally modular: site operators select certified charging equipment, electrical protection, enclosure, network
security, and local compliance controls appropriate to the deployment environment. This separation keeps the research contribution
focused on the 10T, control, security, cloud, and scheduling integration demonstrated in the manuscript.

15. Conclusion

This paper presented the completed prototype implementation and functional verification of the Smart loT-Enabled Charging Station
(SIECS). The integrated system combines ultrasonic occupancy sensing, Arduino/ESP32 edge and cloud communication, configurable
relay-based charge control, photovoltaic support for monitoring electronics, session-bound HMAC authentication, a PHP/MySQL data
layer, dashboard functions, and three scheduling approaches ranging from FCFS to reinforcement learning.

Functional verification traced subsystem inputs, control decisions, interfaces, and outputs through firmware, server code, schematics,
algorithms, database fields, and figures. The controlled dormitory-room demonstration supports integrated operability but not public-
station performance. Across 90 paired scenario runs, FA-GTSA moderates the original GTSA's tail-delay and fairness penalties while
retaining measurable priority responsiveness.

The principal contribution is a modular micro-mobility charging prototype with traceable implementation evidence and a reproducible
scheduling study. The proposed FA-GTSA is not presented as universally superior: its value is an explicit, statistically tested
compromise between mean delay, tail delay, priority responsiveness, and fairness, supported by multi-scenario and ablation evidence.
Within its stated prototype scope, SIECS demonstrates that low-cost embedded hardware, cloud monitoring, renewable support,
security controls, and fairness-aware scheduling can be organized into one coherent architecture. Dedicated charging-station
deployment remains necessary to validate demand, energy, reliability, safety, and user outcomes; the present work supplies an
auditable baseline for that next stage.
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