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Abstract- Personalized web search (PWS) has showed its 
effectiveness in improving the quality of search services on the 
Internet. However, evidences show that users’ fear to disclose 
their private information during search has become a major 
barrier for the wide proliferation of PWS. Here we are 
introducing the concept of Homomorphic encryption to encrypt 
the server such a way that an eavesdropper nor an untrusty admin 
could access the search words and the profile. It is less complex 
and more efficient than the UPS framework. 
 
Index Terms- Privacy protection, personalized web search, 
utility, risk, profile. 
 

I. INTRODUCTION 
he web search engine has long turn into the most vital source 
for individuals searching for helpful data on the       web. 

However, clients may encounter disappointment when web 
search return unimportant or unwanted results that don't meet 
their requirements. Such immateriality is generally because of 
enormous variety of users’ contexts and backgrounds, and 
additionally the equivocalness of writings. Personalized Web 
Search (PWS) is a general class of pursuit procedures going for 
giving better indexed lists, which are custom-made for individual 
client needs. As the cost, client data must be gathered and broke 
down to make sense of the client expectation behind the issued 
inquiry. 
          The PWS can be divided  into two types, to be specific 
click-log-based systems and profile-based systems. The click-
log-based strategies are clear they basically force inclination to 
clicked pages in the client's search history. Despite the fact that 
this system has been exhibited to perform reliably and 
extensively well[2], it can just chip away at new domain 
inquiries from the same client, which is an in blow to the keeping 
of its appropriateness. Interestingly, profile-based routines 
enhance the inquiry involvement with convoluted client interest 
models created from client profiling strategies. Profile-based 
systems can be possibly successful for a wide range of questions, 
however are accounted for to be temperamental under some 
circumstances[2]. 
          Although there are advantages and disadvantages for both 
types of PWS techniques, the profile-based PWS has proved 
more effective in improving the quality of web search recently, 
with increasing usage of personal and behavior information to 
profile its users, which is usually gathered from query history [3], 
[4], [5], browsing history[6],[7], click-through data[8],[9], 
bookmarks[10] , user documents[3],[11] , and so forth. 

Unfortunately, such certainly collected personal data can easily 
reveal a matters of interest of user’s private life.  
          Privacy issues rising from the lack of protection for such 
data, for instance the AOL query logs scandal, not only raise 
panic among individual users, but also hinders the enthusiasm of 
client in using personalized search service. In fact, privacy 
concerns have become the major barrier for wide success of PWS 
services. The major concern being that of an eavesdropper and 
that of an untrusting admin at the server. From fig 1 shows the 
attack model where an eavesdropper can eavesdrop both the 
search query and client profile in transit, and that of an untrusting 
admin at search engine server. The admin as well as the eave can 
have full access to data send from client. 
 

 
Fig 1: Attack Model of PWS 

A. Motivations 
          To ensure client's security in personalized web search the 
analysts need to consider two variables amid the pursuit process. 
The primary component being the thought for expanding the 
proficiency of customized web search. Also, the second variable 
being the need of security of the client profile to place protection 
chance under control. By incorporating the concept of 
Homomorphic Encryption into the existing system can improve 
privacy. Thus, user privacy can be protected without 
compromising the personalized search quality. The problems 
with the existing methods are explained in the following 
observations: 

1) At the client level user needs to repeatedly select the 
word or terms that need to be hidden from the 
eavesdropper 

2) The system is complex and takes much time for 
computation. 

3) The system is away from PWS. 
 

II. THE EXISTING SYSTEM 
          L. Shou et al. proposed “Supporting Privacy Protection in 
Personalized Web Search” to protect user privacy in profile-
based PWS, specialists need to consider two repudiating impacts 
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that affects the search  process. From one perspective, they 
endeavor to enhance the inquiry quality with the personalization 
utility of the client profile. Then again, they have to conceal the 
security substance existing in the client profile to put the 
protection hazard under control. The existing system known as 
UPS  has following components : 
 
A.  User Profile 

          Consistent with numerous past works in personalized web 
search, each user profile in UPS adopts a hierarchical structure. 
A diagram of a sample user profile is illustrated in Fig. 2(a), 
which is constructed based on the sample taxonomy repository in 
Fig. 2(b). As the owner of this profile is mainly interested in 
Computer Science and Dance, because the major portion of this 
profile is made up of fragments from taxonomies of these two 
topics in the sample repository. Some other taxonomy also serves 
in comprising the profile, for example, Sports and gender. 

 
Fig 2(a): Sample User Profile 

 

 
Fig 2 (b) Sample Taxonomy Repository 

 
B.  Customized Privacy Requirements 
          Customized privacy requirements can be specified with a 
number of sensitive-nodes (topics) in the user profile, whose 
disclosure (to the server) introduces compromising he privacy of 
the user. In the sample profile shown in Fig. 3.1 a, the sensitive 
nodes S = {Adults; Security; Skating}; are shaded in gray color 
in H. It must be noted that user’s privacy concern may differ 
from one sensitive topic to another. In the above example, the 
user may hesitate to share her personal interests only to avoid 
various advertisements. Thus, the user might still tolerate the 
exposure of such interests to trade for better personalization 
utility. However, the user may never allow another interest in 
topic gender to be disclosed. 
          As the sensitivity values expressly show the client's 
security concerns, the most clear protection saving strategy is to 
uproot sub-trees established at all delicate hubs whose sensitivity 
value are more prominent than a limit. Such system is alluded to 
as forbidding. In any case, forbidding is a long way from enough 
against a more refined foe. 
 
C. Generalizing User Profile 
          To address the problem with forbidding, the existing 
system proposed a technique, which detects and removes a set of 
nodes X, that are sensitive, from H, such that the privacy risk 

introduced by exposing G is always under control. For clarity of 
description, it is assumed that all the sub-trees of H rooted at the 
nodes in X do not overlap each other. This process is called 
generalization, and the output G is a generalized profile. 
          The generalization technique can seemingly be conducted 
during offline processing without involving user queries. 
However, it is impractical to perform offline generalization due 
to two reasons: 
 

1. The output from offline generalization may contain 
many topic branches, which are irrelevant to a query. A 
more flexible solution requires online generalization, 
which depends on the queries. Online generalization not 
only avoids unnecessary privacy disclosure, but also 
removes noisy topics that are irrelevant to the current 
query. 

2. It is important to monitor the personalization utility 
during the generalization. However, overgeneralization 
may cause ambiguity in the personalization, and 
eventually lead to poor search results. Monitoring the 
utility would be possible only if generalization is done 
at runtime. 
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III. THE HOMOMORPHIC ENCRYPTION SCHEME 
          Parameters: The construction below has many parameters 
to control the number of integers in the public key and the bit-
length of the various integers. As basic,we use the following four 
parameters for the algorithm : 
γ is the bit-length of the integers in the public key, 
η is the bit-length of the secret key , 
ρ is the bit-length of the noise, and 
τ is the number of integers in the public key. 
 
          These parameters are set under the following constraints: 
          • ρ = ω(log λ), to protect against brute-force attacks on the 
noise; 
          • η ≥ ρ ・ Θ(λ log2 λ), in order to support homomorphism 
for deep enough circuits to evaluate the “squashed decryption 
circuit”; 
          • γ = ω(η2 log λ), to thwart various lattice-based attacks on 
the underlying approximate-gcd problem; 
          • τ ≥ γ + ω(log λ), in order to use the left over hash lemma 
in the reduction to approximate gcd. 
 
          We also use a secondary noise parameter ρ′ = ρ + ω(log λ). 
A convenient parameter set to keep in mind is ρ = λ, ρ′ = 2λ, η = 
Õ (λ2), γ = Õ(λ5) and τ = γ + λ. (This setting results in a scheme 
with complexity ˜O(λ10).) For a specific (η-bit) odd positive 
integer p, we use the following distribution over γ-bit integers: 
Dγ,ρ(p) ={ choose q  $← Z ∩ [0, 2γ/p), r  $← Z ∩ (−2ρ, 2ρ) : 
output x = pq + r }. 
 
A.  The Construction 
 
KeyGen (λ). 
           The secret key is an odd η-bit integer: p ← (2Z + 1) ∩ 
[2η−1, 2η). 
          For the public key, sample xi← Dγ,ρ(p) for i = 0, . . . , τ . 
Relabel so that x0 is the largest. Restart unless x0 is odd and 
rp(x0) is even. The public key is pk = <x0, x1, . . . , xτ >. 

 
Encrypt (pk,m ∈ {0, 1}):  
 
          Choose a random subset S ⊆ {1, 2, . . . , τ} and a random 
integer r in (−2ρ′, 2ρ′), and output c ←[m + 2r + 2Pi∈S xi]x0. 
 
Evaluate (pk,C, c1, . . . , ct): 
 
          Given the (binary) circuit Cε with t inputs, and t 
ciphertexts ci, apply the (integer) addition and multiplication 
gates of Cε to the ciphertexts, performing all the operations over 
the integers, and return the resulting integer 
 
Decrypt (sk, c): 
 
Output m′ ← (c mod p) mod 2. 
 

IV. THE PROPOSED SYSTEM 
          The new scheme called “Privacy Protection in 
Personalized Web Search using Homomorphic Encryption” is 
proposed here to support privacy preservation in personalized 
web search using an index server which is encrypted using 
Homomorphic encryption. It provides privacy for personalized 
web searches at server. 
          In the system proposed  attains personalized web search 
using click-log based technique. Our main consideration is for 
privacy of searched terms at server and that of an eavesdropper. 
For that we send all the data’s ,i.e. search terms, using index 
number for the search word which will be encrypted 
homomorphically before sending it to the server.  We assume of 
an index matrix as shown below, it consists of 3 components 
word, url and rank which denotes words to be searched for, 
unique resource locator of sites and rank for a word with respect 
to the url it can vary from 0 to n, respectively. 

 

 
Fig 3: Index Matrix 

 
          We have a similar index table in our index server but with 
a difference that the index matrix is homomorphically encrypted 
in the proposed system and instead of words we store index for 
each word as shown below where E() shows the Homomorphic 
encryption function. 

          The index for each word is created or determined as an 
continues process at web crawler and is simultaneously updated 
at each client. This index will send from client to server rather 
than words as such, moreover this index will also be 
homomorphically encrypted. 
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Fig 4: Homomorphic encrypted index matrix 

 

 
Fig 5: Word Indexer 

 
          When user searches for a word, a matrix called query 
matrix is send to the index server form of query matrix is as 
shown below, it consists of two columns word index and rank. It 
is an n*2 matrix where n stands for each n search words. Each 
word index is homomorphically encrypted and has a value 
attached to it which is the rank of word for the client. The figure 
4.4 below shows query matrix for 4 search words say word 1, 
word 2, word 3 and word 4. 
 

 
Fig 6: Query matrix 

 
          This value column is multiplied with corresponding 
column in the index matrix and sum of each column is taken. 
What will be send back to the server will be the list of urls with 
corresponding obtained ranks and key for decryption of data send 
by index server. 

 
Fig 7: Results 

 
          On receiving the url matrix it will be decrypted using the 
decryption key send from the index server. Then according to the 
rank value attached url’s will arranged in order with url with 
highest rank displayed first and so on 

 
          The whole functioning of the system can be summarized as 
show below at client side user gives up the word for search, then 
corresponding word index, rank and profile is send to the server, 
remember all data send to and  from server are homomorphically 
encrypted. The server then processes the received data to process 
result for the corresponding search indexes. The server then 
sends the results matrix ,which includes url and rank of each url, 
back to the client. The web crawler continuously builds the 
search engine and the word index matrix at client and send to the 
client along with encryption key. 

 
Fig 8: The Proposed System. 

 

V. CONCLUSION 
          This paper presented a client-side privacy protection 
framework based on Homomorphic encryption  for personalized 
web search. The system could potentially be adopted by any 
PWS that can in-co-operate an homomorphically encrypted 
server. The framework allowed users to have full privacy over 
the PWS. Our experimental results revealed that the system could 
achieve quality search results without affecting the privacy of 
client/end user. The results also confirmed the effectiveness and 
efficiency of our solution. 
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