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Abstract- There is an increasing awareness of the growing
influence of organized entities involved in today’s Internet
attacks. However, there is no easy way to discriminate between
the observed malicious activities of script kiddies and
professional organizations, for example. For some time the
project has collected data on a worldwide scale amenable to such
analysis. Previous publications have highlighted the usefulness of
so called attack clusters to provide some insight into the different
tools used to attack Internet sites. In this paper, we introduce a
new notion, namely cliques of clusters, as an automated
knowledge discovery method. Clusters provide analysts with
some refined information about how, and potentially by whom,
attack tools are used. We provide some examples of the kind of
information that they can provide. Our approach to the network
attack pattern discovery problem is sketched in this section, and
then presented in further detail in the later sections. It is assumed
that on any target system, a packet sniffer tool captures all the
raw network packets, and the TCP/UDP headers and other
relevant information from the data payloads are recorded in a log
file stored locally.

Index Terms- Network Security, Attack Patterns, Feedback
Mechanism

I. INTRODUCTION

he Scenario we consider in this paper is the investigation that

follows the occurrence of disruptive or suspected network
attacks on one or more connected systems. It is well-known that
network attacks typically do not occur in isolation: the activities
that cause damage or detection are not stand-alone, because these
attacks are impossible to carry out without some detailed
required information of the target systems; therefore, they are
always, by necessity, preceded by a few stages of exploratory
probing by the attackers in order to obtain as much information
as possible on the target system and thereby find vulnerabilities.

Consider the following simple scenario. A potential attacker
A is trying to target an organization with a block of IP addresses.
First, A will gather sufficient information to find vulnerabilities,
by doing a ping sweep of the organization’s network followed by
port scans. A ping sweep of the IP address block is simply
probing each IP address to see which systems are alive. Then a
port scan can be carried out on each live system, which involves
connecting to a large range of port numbers to find TCP and
UDP ports that are listening and the corresponding services they
are used for. Suppose A is able to determine that one of the IP
addresses X runs a flavor of UNIX and has a Database (TTDB)
server owned by root listening at port 32775, which is a remote

procedure call (RPC) service that has a known vulnerability.
Now A can simply execute a buffer overflow attack on port
32775 to get this program to execute and display it back on A’s
screen, which means A has gained root access to the system X.
The awareness of the attack usually occurs when A is doing
something damaging as the root, and this is the occurrence that
gets investigated afterwards. Investigation into these visible
breaches of security (occurrences of malicious attacks or
attempts) is essential, so that there is more information learned
than simply that the systems crashed or the network went down.
For instance, in the above imaginary scenario, X could be used
by A as an entry point into the entire organization’s network, and
after the unknown compromise of X, A proceeded to bring down
the entire network. If no investigation is conducted afterwards, it
would not have been known that X was the vulnerable point. It is
critical to gather this sort of evidence. The sequence of network
events leading up to the final breach as well as any others that
cooperate with or contribute to these attack activities should be
discovered. The information obtained is useful beyond the
current investigation it can be archived and used to prevent
similar future intrusions, and it can also be used to identify
previously unknown security weaknesses in the system. It is
becoming increasingly important to the IT industry and
organizations at large to preserve and use network traffic as a
form of digital evidence. Finally, our focus is on the digital
forensic task of discovering attack patterns, rather than a real-
time monitoring system that analyzes live network traffic data
and triggers alerts. Efficiency is crucial for real-time monitoring
systems; in contrast, our work is mainly concerned with the
accuracy of attack pattern discovery.

Il. PREVIOUS WORK

Effective network security administration depends to a great
extent on having accurate, concise, high-quality information
about malicious activity in one’s network. However, attaining
good information has become increasingly difficult because the
profile of malicious traffic evolves quickly and varies widely
from network to network, and because security analysts must
discern the presence of new threats potentially hidden in an
immense volume of “background radiation”. In addition, much of
the information available to security analysts from sources such
as intrusion detection systems comes in the form of pinpoint
descriptions of low-level activities, such as “source A launched
attack CVE-XXX against destination B”. Standard best practices
rarely include automatically acting on such information due to
the prevalence of false and redundant alarms. In addition, the
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information often lacks sufficient breadth for forensic or root
cause analysis.

The long-term objective of our work is to elevate the quality
and timeliness of information provided to network security
analysts. We appeal to the notion of network situational
awareness as a means for defining information quality.
Situational awareness is a military term referring to “the degree
of consistency between one’s perception of their situation and the
reality” or to having “an accurate set of information about one’s
environment scaled to specific level of interest”. We envision
Network Situational Awareness (NetSA) as analysts with
accurate, terse summaries of attack traffic, organized to highlight
the most prominent facets. NetSA should also supplement these
reports with drill-down analysis to facilitate countermeasure
deployment and forensic study. For example, a NetSA
environment should enable an analyst to quickly assess high-
level information such as the cause of an attack (e.g., a new
worm, a botnet, or a misconfiguration), whether the attacker
specifically targeted the victim network, and if this attacker
matches one seen in the past.

I1l. PROPOSED SYSTEM

a. Initial Suspicion Score

In this module given a sequence of events, and given an
attack definition, it is easy to partition E into groups each of
which has the same ID and select only those events that satisfy
the where condition. So without loss of generality, we assume for
now that all events in E have the same ID and satisfy the where
condition. We can compute the likelihood of E constituting an
instance of attack type a using its aggregation and objective
function; this is the initial suspicion score for E. To do this, we
express the objective function o as a probability distribution. The
specific probability distribution chosen depends on the types of
objective functions and the fields involved. When the objective
function is to maximize the count of some field in the network
events, we use a Gaussian distribution to express it. The time-
span of a set of events is divided into a sequence of small
subintervals, such that in each subinterval at most one event
occurs which either does not increase or increases by one the
count of the field of interest.

Realtek. 10/100/1000 Ethemet NIC [Microsolt’s Packet Scheduler) [ List Nw nterface

Attack Definition

Piopagale Suspicion
Atack Discavery

Atack Name  Packel Type Distibution Duralion Fort Numbers
FottScan TCP/UDPACMP Uniform 3 Port 22,80,8080,21
TER/UDRACHP Ganma 5 AllPons

HITP Gamma 5 GET/POST

Dos
HTTPDOS

Uriform 0 AlIPs

BulferverFlon UDP
TCP/UDPACMP/ARP Uniform AP

Attacks Nomal

Fig.1 Attack definitions

£ Form1

Reatek 10/100/1000 Ethernet NIC [Microsofts Packet Scheduler) I List Nw Interface

WEE2TT2
19974872

Aitack.Defiition P
173194364

63245217112

Feieve Cpte Psckess_J| 53248217112

Initalize Suspicion i
5
HTTPDOS

0.454545454545455

0.012987012387013
0.454545954545455
0.0779220779220779

Fig. 2 Initial suspicion scores

b. Iterative Attack Pattern Discovery

In this module we discover bubbles with high suspicion
values. Attack bubble is defined as a collection of network events
originating from a common source that represents a likely attack.
Once some bubbles of high suspicion have been identified, an
iterative feedback mechanism allows the algorithm to iteratively
search for more hidden but related attack bubbles, thus allowing
the reconstruction of the complete attack sequence in its entirety.
This module maintains a dynamic table susp feedback of
feedback suspicion scores between 0 and 1 for each combination
of ID, and attack type, a. Each bubble represents a potential
attack, with the suspicion score being the degree of belief. So, a
low suspicion score implies that the bubble x is probably not an
attack, whereas a high suspicion score implies that the bubble is
strongly believed to be an attack. The events associated with a
bubble are the evidence that supports the belief of attack.

c. Generating Candidate Bubbles

After Every candidate bubble consists of one or more events
that are usually close in time, and can be thought of as events that
form a coherent unit that corresponds to some single activity. For
example, an event that logs a remote procedure call (RPC) to an
RPC service running on the target system is a candidate bubble,
or several events that record a series of remote login attempts
from the same source IP constitutes a candidate bubble. Because
the log is comprised of network packet-level entries, with each
entry corresponding to a single TCP or UDP packet, this initial
step of generating candidate bubbles is necessary for delineating
events related to the same unit of activity from the raw log. A
candidate bubble defines some coherent set of events that could
potentially match an attack definition, even if the probability is
remote.
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d. Filtering and Propagate Suspicion

The set of candidate bubbles delineate units of coherent
network activities that have an extremely wide range of
suspicion, even those that are only tenuously probable to be
attack activities are included. Every candidate bubble also has an
associated suspicion score, which is updated at each iteration of
the attack pattern discovery algorithm and represents the current
suspicion that this candidate bubble is part of the attack pattern.
The procedure for updating the current suspicion score of the
candidates is discussed in detail later. At each iteration, we
classify the candidate bubbles according to their suspicion scores
into two classes, filtering the suspicious bubbles from rest. To do
so, we apply the 2-means clustering algorithm to the set of
candidate bubbles and return the top cluster as the bubbles.
Given a set of bubbles, B, we wish to use the attack graph to
infer other likely types of attacks that may not have been
detected in B. This information will be the feedback to the next
iteration of bubble generation. The suspicion is propagated from
the set of bubbles B to a subset of the nodes of the attack graph
G, and then further propagated throughout to the rest of G.
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IV. RESULTS

The concept of this paper is implemented and different
results are shown below, The proposed paper is implemented in
Java technology on a Pentium-1V PC with 20 GB hard-disk and
256 MB RAM with apache web server. The propose paper’s
concepts shows efficient results and has been efficiently tested
on different Datasets. The Fig 1, Fig 2, and Fig 3 shows the real
time results compared.
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V. CONCLUSIONS

In this paper, we have identified the problem of discovering
the context of network events related to a security breach, by
mining the logs of network traffic data. We proposed an iterative
algorithm that uses a feedback mechanism to propagate
likelihoods of attack events or suspicion scores to the next
iteration, thereby increasingly refining the search for events or
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attacks related to the ones already found. Our simulations verify
the accuracy of the algorithm in discovering the attack patterns.
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