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Abstract-

This paper talks about
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*How to use Logging Application Block - Microsoft Enterprise Library?
*What are advantages of using it?
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Dear Readers,
First of all, I would say this paper is just for ASP.net developers and | would like to start with a question.

I. INTRODUCTION

“How many times you faced the problem where you were unable to find what the exact exception/Problem that occurred on

production environment?”’

Obviously, you would have faced the problem many-a-times and you must have spend considerable efforts to go to the root cause of
the issue. But here is good news, Microsoft has provided “Enterprise Library” using which you can log the exceptions/errors.

Enterprise Library is a complete package for multiple blocks. Here | am not going with all the blocks as that will be too big a subject
to digest at one go but obviously will tell you in details about Logging Application Block.
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Types of Error Logging:

The Logging application block provides multiple ways to log the errors/exceptions of an application. These ways are as follows:

S.No. Ways of Error Logging
1 Database Logging

2 Flat File Logging

3 Email Logging

4 Message Queue Logging

Suitability of different versions:

= 2.1Version 2.0
a. Microsoft Enterprise Library 2.0 was released in January 2006. features include:
b. Supports .Net Framework 2.0
c. Significant improvements to Logging Application Block
= 2.2 Version 3.0
a. Microsoft Enterprise Library 3.0 was released in April 2007. New features include:
b. Supports .Net Framework 3.0
c. Contains Data Access, Cryptography, Exception Handling, Logging, Security Application Blocks
=  2.3Version4.0
a. Microsoft Enterprise Library 4.0 was released in May 2008. New features include:
b. Supports .Net Framework 3.5
c. Performance improvements (particularly, in the Logging Application Block)
d. Visual Studio 2008 support
= 2.4 Version4.l
a. Microsoft Enterprise Library 4.1 was released in October 2008. New features include:
b. Supports .Net Framework 3.5
c. Performance improvements
d. Usability improvements to the Configuration Tool
e. Visual Studio 2008 Service Pack 1 support
= 2.5Version5.0
a.  Microsoft Enterprise Library 5.0 was released in April 2010. New features include:
b. Supports .Net Framework 3.5 and above.
c. New Configuration Tool (Enterprise Library V5 Configuration tool)
d. Higher performing logging.
e. Visual Studio 2008 and Visual Studio 2010 support

How to use:

Now pick enterprise library for you and download it. For versions 5.0 download it from the below URL.:
http://www.microsoft.com/en-us/download/details.aspx?id=15104

_E Enterprise Library 5.0
F Windows Installer Package
I‘ 11,297 KE

After installing Enterprise Library 5.0, we will have the installed program in our All Programs of windows as shown below in the

screen shot.
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After the successful installation of Enterprise Library 5.0, we need to install the source code installer available in the All Programs.
The source code installer provides us the source code needed to implement different application blocks of enterprise library.

Here, in this white paper, we are concerned about implementation of Logging Application Block, so we will only look into the source
of the corresponding block.

After the click on Enterprise Library Source Code installer, the following window appears as given in screen shot.

Extract Working Copy
Enterprise Library 5.0 - Source Code

working Copy Location:
IC:iDocuments and Settings|GS093351My DocumentsiENtLIBS0STC |

Choose Source Code Options:

= |=3~| Source Code

= vI Application Blocks

Enterprise Library
Source Code

This Feature requires
SKB on your hard drive.
It has 1 of 1 subfeatures
selected. The
subfeatures require
32MB on your hard
drive.

We can provide our custom path for unzipping the source code of the application block. The default location is My Documents >>

EntLib50Src
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Extracting Working Copy. Please wait, this may take several minutes.

Status:

Cancel

Now it’s time to decide which way we have to adopt for logging.
Here we will discuss all the ways.

Il. Database Logging

In database logging, we log all the exceptions in Database and for this purpose we execute a predefined script provided in enterprise
library source code.

The script can be found at the following location if source code installer is installed in its default location:
C:\DocumentsAndSettings\MyDocuments\EntLib50Src\Blocks\Logging\Src\DatabaseTraceListener\Scripts

y e Createloggifiob LoagingDataba: w aut
File and Folder Tasks £ ‘windows NT [Jommand Script % Microsoft 0L Sfirver Query File == | Text Document
LKE 15 KB = 22 K8
9 Make a new Folder 2
€D Publish this Folder to the
web

k=2 shars this Folder

Other Places S

) DaksbassTracelistensar
£} My Documents

W My Computer

g My Metwork Places

Details

Scripts
File Folder

Date Modified: Today, May 19,
2014, 3147 PM

Here we find the script with name: LoggingDatabase

Basically, the script is nothing but a set of statements to create a database named “Logging” and required stored procedure and table to
create in the same database.

After executing the same script, we will find the database “Logging” created in our database set as shown below in the screen shot.
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The different tables which are created in the database Logging are as

follows:
=  Category
=  CategoryLog

| = Log |

The stored procedures created are as follows:
=  AddCategory
= ClearLogs
= InsertCategoryLog
=  WriteLog

Here the table “Log” will be used to log all the runtime exceptions.
Now it’s time to create an application which will throw a runtime

exception.

m
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Simply, go to New > Website and Provide the name to the website.

Take a button type on the web page and write a code that will throw an exception.

exception “Anubhav Raised this exception!!”

In my code, | have thrown my own custom

o

Sreipeb age cMicrosolin Vasugl siudio)

Expork Templake,..

Source Control

] Page Setup...
=4 = Prink... Chrl+P
Recent Files 3
Recent Projects and Solutions 3
Exit Alt+-F4
E=

ﬁ| Edit  Wiew Debug Team Data Tools Tesk  Analyze Window Help

Mews » 5 Project.. Ctri+Shift+N | (% | ddicircle
open | @ web Site... Shift4+AlE+1d
Close Lagg Team Project...

._j' Close Solution 1 File... Chrl+r

sl Sawve Selected Items Chrl+5 Project From Existing Code...
Sawve Selected Ikems As...

@ save al Chrl+Shift+5

Get Started Guidance and Resources Latest MNews

Wielcome Windowes Weh Cloud Orffice SharePoint Data

7 what's Mew in Wisual Studio 2010
Learn about the new features included in this releas

Wisual studio 2010 Crrerview

what's Mew in JNET Framework, 4
what's Mew in visual C#

Customize the Yisual Studio Start Page

Now add the reference to the Logging Application Block and Logging Application Database Provider so as to avail the same in the

web application.
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Sclution Explarer
Il elia N sR=or )

o Solution ‘DELoaging’ (1 praject)

COM || Projects || Browse | Recent

Filtered ta: NET Framework 3.5 |3 web.confia

Component Name

Enterprise Library Exception Handing Application Black

Enterprise Library Exception Handing Logaing Provider
Lib tior Frovide

Enterprise Library Folicy Injection Application Block

Enterprise Library Security AzMan Providsr

Enterprise Library Security Application Black Caching Store Provider

Enterprise Library Cryptography Application Black

Enterprise Library Security Application Block

Enterprise Library Validation Application Black

Enterprise Library Validation application Black ASP.RET Intsgration

Wicrosoft. Practices. EnterpriseLibrary. walidation. Integration, WF

Enterprise Library Validation Application Block WinFarms Integration =

B
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Add the namespace Microsoft.Practices.EnterpriseLibrary.Logging in .cs page.
Now in the catch block, write the code to log the error. The code should be like this

try
{
throw new Exception("Anubhav Raised this exception!!");
}
catch (Exception ex)
{
LogEntry entry = new LogEntry();
entry.Message = ex.Message;
Logger.Write(entry);
}

Now use Enterprise Library Configuration Editor to apply the logging setting. This tool is very helpful to provide the settings in
web.config. Simply, Right click on Web.config and click on Edit Enterprise Library V5 Configuration.

S Solution Explorer

v| (Mo Events) M @|@éé“@?

#"-AutoEventWireup="true"-CodeFile="Default.aspx.cs"-Inherits="_Default"-%> |; Solution 'DBLogging' (1 project)

f = 2P C\..\DBLOggIng,
[C-"-//W3C//DTD-XHTML-1.8- Transitional//EN"-"http://www.w3.org/TR/xhtm11/DT0/xhtml]l-transitional.dtd"s [

3 App_Data
{wvow.w3.0rg/1999/ xhtml "> [ Seripts
>

=] Default asp
=)

|j' CIpeEn

Cipen With. ..
'-runat="server”>
@ Edit Enterprise Library ¥S Configuration

-ID="btnThrow"-runat="server" -Text="Throw-Exception”-0nClick="btnThrow Cli Exclude From Project

$cut Ctr+x

53 Copy Chrl+C

X Delete Del
Rename

This will open a window for configuration containing all the setting like Application Setting, Database Settings etc. Moreover, we can
add different application blocks for settings like Logging Application Block, Data Access Application Block etc.

E EnterprselnbranstonipnraomScEid oenmensEnd Settinesiehi S8 S iyl ocnmeni siv sial st o AW e b st es ko b DEEy e SEo N TiES aa m
Fil= Blocks Wizards Environmants

P Application Settings ¥
4 patabase Sattings )
Protection (no pretection) [~]
Require Pe.. | Trye [~]
P Default Dat... | Database Connection String [
Database Instances (4 Oracle Connections Y Customn Databases (=
4 patabase Connection String
Name Database Connection Strir
Connection... | <Hidden> [-)
Database P | System.Data.SqlClient [
Element Property Message Severity
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Here we are concerned about Logging Application Block of enterprise library, so we will add Logging setting from the Blocks

navigation.

Block >> Add Logging Settings

Enterprselgbranptonfipurationscsidocumentsand settingsigal 988 imysdocumenisiwvisnal studiop2 01 Oiwebsiteskd biogempiwebreoniizs

]|

File Wizards  Environments
| Add Caching Settings

| Add Configuration S=ttings
Add Instrumentation Sattings

Add Exception Handling Settings
Add Palicy Injection Settings
Add Cryptography Settings

Add Security Settings

Add Validation Settings

Elemant Property Message Saverity

If we want to implement Database Logging we need to add the references of the followings:
= Enterprise Logging Application Block Database Provider
= Enterprise Logging Application Block

oo
File Edt View ‘Website Build Debug Team Data Tools Test dnalyze ‘Window Help
P S A @] % D B9 -0 - L5 b [pebug +| Ay cPU -] | (2 daicice [ G BB,

f Anubhav - o

Solution Explorer

ED|EaEEE 8

od) Solution ‘DBLogging’ {1 project)

= P C\..\DBLogging},
B ererence ? (5 App_Data
L@ Bin
HET oM | Projects | Browse | Recent (3 serpts
| efault.aspx
Filtered to: .NET Framework 3.5 S web.config

Component Name
Enterpriss Library Exception Handing Application Black
Enterprise Library Exception Handing Loaging Provider

Enterprise Library Policy Injection Application Block
Erkerprise Library Security Azhan Pravider

Enterprise Library Security Application Block Caching Stor Provider
Enkerprise Library Cryptography épplication Block

Enterprise Library Security Application Black
Enterprise Library Yalidation Application Black

Enterprise Library Validation Applcation Block 4SP.MET Integration

Wicrosoft Practices. EnterpriseLibrary. Validation Integration. WiF

Enterprise Library Yalidation Application Block WinFarms Integration <]

) [>]

Moreover, we need to modify”web.config” accordingly. For modifying web.config, we use the Enterprise Library configuration editor
as shown below in the screen shot: Adding the Logging Trace listener is the most important step for Error Logging.
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File Slocks Wizards Environments

p application Settings it

P Datsbase Settings

4 Logging Settings ¥
Categories /+‘

P General
Special Categories

P 2l Events

P Unprocessed Category

P Logging Errors & Wamings

Logging Target Listeners

Add Legging Target Listeners » 2dd Customn Trace Listener

2dd Database Trace Listene:

add ErqAdd Database Trace Listener

Add Event Log Trace Listenar

2dd Flat File Trace Listener

Logging Fifters + add Message Queuing Trace Listener
add Rolling Flat File Trace Listerer
2dd System Diagnostics Trace Listner
add WMI Trace Listener
Add XML Trace Listener
= A logging target fistener that sends log messages #
Element Property Message Sewverity specifed database using 2 dztabase instance comn
General.Listeners  Mame The field Name is missing a required value. Error the Dats Access Application Siack:
General.Listeners  MName The string must be at least 1 characters lang. Error
i . Referenced item is not available. Select an existing item oradd a2, =

Following are the properties which must be set through this editor:

= Name: Name for the trace listener.
= Add Category Procedure: The name of the stored procedure in the database that creates a new category in tables.

= Database Instance:

= Name: Name of the connection string.

= Connection String: Entire connection string.

= Database Provider: Database provider name like System.Data.SqlClient

=  Formatter: Formatter name like Text Formatter, Binary Formatter etc

= Severity Filter: The minimum severity of messages that will be sent to the logging target.

=  Trace Output Options: Use this property to determine which option or elements to be included in the trace output.
= Write to Log Procedure: The name of the stored procedure that writes the log messages into the tables.

2 onfiEuratio
File Blocks Wizards Environments

» Application Settings. &l
} Database Settings
4 Logging Seitings 5
Categories =
4 General
e o
Auto Flush 2dd Categ.
Listeners. Name ‘+~ } Dotsbase T
x romattar
i = Severity Fil..
Trace Outp.

Special Categories

P Al Evenis
»  Unprocessed Category
Type Name
4 Logging Errors & Warnings .
Name Logging Errors & Warming
Auto Flush
Listeners Name (#)
se Trace Listener (2] [5¢)

Minimum ... | )l

Logging Filters

O] !

Logging Target Listeners [+

4 Database Trace Listener

Database Trace Listznar

AddCategory

Database Connection £[L]
<none>
Al

LogicalCperationstack

DateTime
Timestamp

WriteLog

Log Message Formatters
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-_"anilla Ianefox
Edit

File WiEn Historsy: Eookmarks Tool= Help

i hkkpedflocalhost  4S00/DELogging/Default, asps I -+

10

localhosk: 4500 /DELoggingfDefault. asps

l_ Throw Exception J

Now it’s time to verify. Let’s click on “Throw Exception” and see the result.

We can clearly look in the table “Log” belonging to the database “Logging” having entries of error messages with different

information:
= Severity
=  Timestamp
=  Process ID
= Thread Name
=  App Domain Name
= Message etc

IErosofSQINS Ve anaeEm NS0

File Edt WView S53MSTook Debug Query Designer Tools Window  Commurity  Help

© (M Restors Last Session | Show/Hids EP4

=] Create Region Debug

= @I. Change Type ~ ¢ b | [i= | #3 f&]

+ =] Create Debug Section _
=

SR Mewquery | [y | [y |3 A 4B o

(20| Cellis Read only,

I1l.  Flat File Logging

Let’s create a new website. I named it as “TraceFileLogging”.

All the steps are again same which are as follows:
Step.1  Add new web application from VS2010

ﬁ SCL-DBTESTPOR...ging - dbo.Log| ~

E] LogID EvertD Priority Severity Title Timestamp Machineame AppDomainiame  ProcessiD Processhiame Threadiame win3zThreadld  Message

RS n 0 El Infarmation 2014-05-19 11:... NDAPCOOOODINS  7e9f106-4-1304... 30336 Cr\Program Files... ALEL 32484 Anubhay Raised this

z z 0 -1 Information 2004-05-19 115, NDAPCODOOOI0Y  7eSFi06-4-1304.. 30336 CH\Program Files,.. A4z 32484 Anubhay Raised this

é 3 0 -1 Information 2014-05-19 11:... NDAPCOODOOI0S  7e9F106-4-1304... 30336 C:\Program Files... ALz 32484 Anubhay Raised this
4 0 -1 Information 2014-05-19 11:..,  NDAPCODDODI0Y  7e9F106-4-1304.. 30336 Cr\Program Files,.. Atsz 32484 anubhay Raised this
s 0 -1 Information 2014-05-19 11 NDAPCODDO0109  7e9F106-4-1304... 30336 Ci\Program Files,.. ALEL 32484 Anubhay Raised this
3 0 -1 Information 2014-05-19 11:... NDAPCOODODINS  7e9F106-4-1304.. 30336 Cr\Program Files... Atsz 32484 anubhay Raised this
7 0 -1 Information 2004-05-19 115, NDAPCODOOOI0Y  7eSFi06-4-1304.. 30336 Cr\Program Files.,.. A4z 32484 Anubhay Raised this
& 0 -1 Information 2014-05-19 11:.., NDAPCOODO0I09  7e9F106-4-1304.. 30336 Ci\Program Files,.. ALEL 32484 Anubhay Raised this
a 0 -1 Information 2014-05-19 11:... NDAPCOODOOI0S  7e9F106-4-1304.. 30336 Cr\Program Files... Atz 32484 anubhay Raised this
10 0 -1 Information 2004-05-19 115, NDAPCODOOOI0Y  7eSFi06-4-1304.. 30336 CH\Program Files,.. A4z 32484 Anubhay Raised this
1 0 -1 Information 2014-05-19 11:... NDAPCOODOOI0S  7e9F106-4-1304... 30336 C:\Program Files... ALz 32484 Anubhay Raised this

* AL s AL AL s AL AL 223 AL AL AL MLEL AL
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Step.2  Add reference to Enterprise Library Logging Application Block
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(3 o e Av 5 | 4E 8F | = R0 60 C3 o b 6] (5b (2 o]f Anbhav - |
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public-partial-class-_Default

1 System.leb.UL. Page

protected void Page_Load(cbject sender,

}
protected void benThrow_Click(abject sender,

try
1{

}
catch(Exception-ex)

o
Fio Edt Vew webska Bukd Dabug Took Tast Analyze
e e = I e [ B e = R S R Py

Anubhay =

Team D

rLst B9 Pind

entArgs

ventargs-e)

eption("Anubhav-Raised this-exception-11");

MET | com

b shifta
AR A

Add Ney teem.
Add Existing Item. ..

New Folder

Add AZFLNET Polder

add eference.

Add Web Reference. .

Add Deployable Dependencies .

L, 3z
corfia

Wiew Clazz Disaram

Copy Wb site.

Start Gptions...

et ac StartUp Project

Vi iy Bromser

Browss Wi,

Refresh Foldar

dd Solution ko Source Cortral. ..

cu Crbex
il

paste

Remoye Del

©pen Folder In Windows Egplorar

b, P
Skt

Bropertiss Window
Property Pages

Fun Cods Analysis on Web Site

windaw  Help
-| |any cPu

-| |12 | ddicicie -| | R G O e B -,

Souiion Explorer
ot D [ (2] | 4 | 31 80
3 Solufon “TracePleLogaing (1 project)
A TraceFileL 0o\

Projects | Browse | Recent
web.corfia
Filtarad to: .NET Framewark 3.5

Cornponant Hams
Microsaft, Practices.ErkerprizeLibrary. Data. Salc

Application Block
Library Securky AzMan Frovider
Eberpri Lbrary Secirity. Appleation ok Caching Stcre Provider

Erterprisa Ubrary Cryptography Applcatio
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Enterpriss Library Valiation Application blo
Erkeron s Ly Valiaton Abihation Bloc: AP

HET Integration
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3 —

57

[ ok [ caneel |

Step.3  Write code for error logging in catch block of .cs page.

11
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Fle Edt Wiew Refactor \Webste Buld Debug Team Data Tools Test Mnalyze Window Help

L~ (5 el G| & 53 B9 - - L0-C0| b [oebug ~| [y cPu | | (3 [ ddcrele ]| R G e B -
=208 @ & 3«5 Qi muhar-

-] 59btnThron_Click{object sender, Evertargs &)

using System.Collections.Generic;
using System.ueb;
using-System.ueb.UT;

using System.ueb.UI.KebControls;

ripts
using Microsoft.Practices.Enterpriselibrary. Logging; efauit. asp

%3 Default.aspx.cs
3 web.corfig

public-partial-class-_Default-:-System.Web.UI.Page

protected void Page_Load(object sender, -Eventirgs-e

[}Jr'cte(ted void-btnThrow_Click(object-sender, -Eventargs-e)
try
throw-new-Exception("Anubhay-Raised-this-exception-11");
catch(Exception-ex)

LogEntry-entry-=-new-LogEntry();
entry.Message = ex.Message;
Logger .Write(entry);
i
r
¥

try
{

}

catch (Exception ex)

{

throw new Exception("Anubhav Raised this exception!!");

LogEntry entry = new LogEntry();
entry.Message = ex.Message;
Logger.Write(entry);

}

Step.4 Modify web.config accordingly using Enterprise Library Configuration Editor

- |[7]

Enierprisedbiin

i Lj onfipiTation
File Blocks Wizards Environments

P Application Seftngs )
P Database Settings
Protection.. | (no protection) [
RequirePe | T 8
P Defaut Dat... | Localsalserver [
4 Logging settings 4
Categories 4| Logging Target Listeners (4| Log Message Formatters )
4 General 4 Figt File Trace Listener P Text Formatter
s Neme | Fa Fie Trace Lisener
AutoFiush [T [] File Name
Usteners  yame (+

P Formatter.. | Text Formatter [v]

‘e Trace Listener [ (3¢ Hessoeli:

Message H.

Severity Fil.. | Al
‘Special Categories Trace Qutp... [_]LogicalOperationStack.
P AlEvents [ pateTime
[mimestamp
T [Procesard
»  Unprocessed Categary [Thread1d

4 Logging Errors & Wamings Call
Type Name | FiatfileTracelistener
Name Logging Errors & Waming

AstoFish | Toe [+]
Listeners Name E
x

Logging Filkers

c3)

Following are the properties which must be set through this editor:

Name: Name for the trace listener.

File Name: The path and file name to log the messages.
Formatter Name:

Name: Name of the Formatter.

Template: This is the template used to log the messages.
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=  Message Footer: The text of the footer to add to the log messages.

=  Message Header: The text of the header to add to the log messages.

= Severity Filter: The minimum severity of messages that will be sent to the logging target.

= Trace Output Options: Use this property to determine which option or elements to be included in the trace output.

Step.5 Test your application.

File Edit Wiew History Bookmarks Tools  Help

[ {7 http: fflocalhost: 4732 elogging/Default. aspx ] “+

= [} localhost:4732/ TraceFileLoagina/Default.aspx

Throw Exception

Let’s click on “Throw Exception” and see the error log file is created in the respective directory we mentioned for log messages.
In my application I provide the file name “C:\trace.txt” and now this log file is available at the location

Fle Edt View Favorites Tooks  Help

Qexk - ) - [T | O search [ roiders | [F]-
Address | <es Ci\ HE e
e

System Tasks @ D Documents and Settings B Inetpub B Intel B Program Files @ Quarantine

(@) Hide the contents of this
drive

- =]
[

EuLA

) Ade orrenave sroorans U — :I stoster T e cecment U Teatai ;ﬁ
4 Searchfor files or folders = 2kB

== [ == = 7 e

'S AadhaarshilaService ' FingerprintSensors 'S Marpho 's Dotfuscated RND File
File and Folder Tasks ES J lj '9=rE lj La lj [EEE |

(29 Make 3 new Folder

7 certreq £ certreq I certren.cert o=
€ Pubish this Foider to the @ Security Certiicate = TextDocumert CERT Fie - S5MSTools | msocache
wieh zkE = e 2k _—
&2 Share this Folder . .
(= It P Portal Service Setup e = (o Shared Session
- -
SIMFra ; e Hcrasoft Seurcesale Status P Portal Service Setup ; Snared

Other Places 2
E ~— T test 2 trace
|| TGy I Shared Session =| TextDoomeft Z=| Text Document
&) ™y Documents 1o e

&3 My hetwork Places

F—

Details

Local Disk (C:)
Local Disk.

File System: NTFS

Fres Space: 6,50 GB
Tatal Size: 58.5 GB

Let open it to see how the messages are logged. Yes, its done ©
I am looking that following fields are mentioned in this log file:

=  Timestamp

= Message

= Category

= Priority

= Machine

= Thread Name etc.
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i trace) aiotepaEd)
File Edit Format View Help
i

k
Timestamp: §5/1%/2014 11:25:28 AMOOD

message: anubhav_rRaised this exception !looo
Category: Generaloon

Priority: -loon

EventId: 0000

severity: Informationoon

Title:000

Machine: MDAPCOOOQQLOSOOD

App Domain: 8c61157F-1-130449723184248301000
ProcessId: 2552000

Thread mame: o0
winz2 ThreadId: 29616!]!]!]
Extendad Properties:

(= [B]]

Process mMame: C: \Prngr‘am FileshCommon Files'microsoft sharedybevserverilo. OhwebDev.webhserver2o.exennon

14

IV. Email Logging

For email logging, all the steps are same as above except the web.config settings.

So | am including the config section editing only. In the configuration editor, we add the Email Trace Listener as show in the screen

Enternprisellbrany Confipunation | c:Adocumenis and seilingshe 50 9330Amy documenisivisuallsiudio, 204 0bwe bsitestemailloeeingiwebrconfis = =1 E3
File Blocks Wizards Environments
P Application Settings 2
P Database Settings 2
4 |ogging Settings 2
categories + Logging Target Listeners + add Logging Target Listenars dd Custom Tracs Listener
P General _
Add Database Trace Listaner
Special Categories
» Al Events add Email Trace Listener
»  Unprocessed Category #dd Eve{add Email Trace Listenar
»  Logging Errors & Warnings 2dd Flat File Trace Listener
Logging Filters “* Add Message Queuing Trace Listener
2dd Rolling Flat File Trace Listener
Add System Diagnostics Trace Listener
dd W Trace Listener
Add XML Trace Listenar
A logging target listener that sends fog measssges to &
Element Property Message Severity Specifed emai server.
Database S Default Database Instance  No Default Database Instance is .JDE(IFI in the Database Settings. ‘.’arnll‘;
Gereral.Listeners me The field Name is missing a requirs Error
General.Listeners Name The string must be at least 1 characters long. Error

Following are the properties which must be set through this editor:
= Name: Name for the trace listener.

=  Authentication Mode: The Mode of server authentication like, username and password, windows authentication etc.

= Authentication Username: The username for authentication.
=  Authentication Password: The password for authentication.

= From Address: The from address to use for the email messages created for each log entry.
= Severity Filter: The minimum severity of messages that will be sent to the logging target.

= Smtp Port: The port used to sent the email messages.

= Smtp Server: The name of IP Address of the server that will send the email messages.
= To address: The “To” address to use for the email messages created for each log entry
= Trace output options: Use this property to determine which option or elements to be included in the trace output.

= Use SSL: The Boolean value that specifies if the listener will authenticate and send messages using secure socket layer

encrypted communication.
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[ EnterpriselibyanyiConfiparation cesd DEImentemnd settinpsseo0 8 3 3olmysdocumenteni ALt HioZ0] DWEnSitessemaili DR nEWERCaNTiE !

File Elocks Wizards Environments

Categories E Logging Target Listeners E Log Message Formatters E
b Genenal | 4 v Trace Listener |
Special Categories Nt Email Trace Listener
O | Rz [v]
ion User Name | pnubf
b ot cagn \ ok
| b Logging Ermors & Warings | Formater Name <none> [~]
Logging Filters ) From Address anubhavtivarg7@gmail.co
= Severity Filter al
smip Fort 5
Smitp Server smip.gmail.com
Subject Line Frefix
Subject Line Suffix
To Address majestic2345@gmail.com
Trace Output Options [ Logicaloperationstack
[pateTime
[ Timestamp
[Procassid
[ Threadid
Callstack
Type Name EmailTraceListener
Leeles True [+]

Now let’s test the application. After throwing the exception, we receive a mail regarding the error log.

@\,u LN Erro Lagging - Message (HTML) - x
[ essaoe |IDEREIERER 3
503 KBS P [ e By W (3 Be
to Al Folder~ Rule Acions - | Sender ° Unread || by select -
Respond Actions. Junk E-mail L options A Fina
Sent: Sat 5/24/2014 1:58 P11

TIWARL Anubhay (MORPHE)
TIWARI Anubhay (MORPHO)

Erra Logging

Timestamp: 5/19/2014 11:25:28 AM

Message: Anubhav Raised this exception !t

Category: General .

Friority: -1

Eventld: 0 -

Severity: Information

Title:

Machine: NDAPC00000109

App Domain: 8c61157F-1-130449723184248301

Processid: 2552

Process Name: C:\Program Files\Commaon Files\Microsoft Shared\DevServer\10.0\WebDev.WebServer20.exe
Thread Name: .
Win32 Threadld: 29616

Extended Properties:

V. Message Queue Logging

For Message Queue logging, all the steps are same as above except the web.config settings. For this we need to add Message Queuing
Trace Listener keeping in mind that a message queue is already created in windows as given in the screen shot below:
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Eaibzs paiog Libses ; Conflsinzision - = telus tiizaiis e a2 binos a5 0=s by dos tizaiot il siudio ol olm ol ez ilaloosing s b s oufis - BI=1/E3
File Blocks Wizards Envir
P Application Ssttings

=
P Databass Ssttings =2
=

-4 Logging Settings
Protaction... {no protection)
Require e | Trye
Activity Tra.. | True
P Default Log General
Revert Imp.. | True
Wamn If No.. [ True
categories ol Logging Target Listeners ol Add Logging Target Listenars 3 Add Custom Trace Listener
P General P Flat File Trace Listener
Add Database Trace Listanar
Special Categories
P 2l Events

Add Email Trace Listener

P unprocessed Category Add Event Log Trace Listener

»  Logging Errors & Wamnings =
Logging Fifters -+ Add Message Queuing Trace Listeher

Rests of the steps are very same as the other logging types mentioned above.

VI. Advantage of using Enterprise Logging

For the database application block, the main advantage is that it makes it easier to produce database-agnostic code. The developer
interacts mainly with generic Database and Db Command objects, rather than e.g. SqlConnection, SqlCommand, etc. Thus, switching
to a different database (i.e. Oracle) becomes more feasible.

Enterprise Library also gently reduces the risk of SQL injection attacks.

Exception and Logging together make it very easy to log exceptions.

It’s highly configurable, and if we use it well we'll be able to log comprehensively and with great flexibility.

VII. CONCLUSION

Thus we can conclude that Enterprise Library is really very helpful to the developers for handling and identifying the
exceptions/errors which are very difficult on production environment. The use of it is very simple as described in the paper.
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