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Abstract- The Virtual Networks that are private from every other
customer/Client/ Site to Site has Virtual Private Network (VPN)
that’s a reason the VPN refers to the Layer 3 VPNs. MPLS enabled
application like Layer 3 VPN. MPLS Application is not about
IPsec and cryptography but a VPN with Layer 3 VPN & MPLS
Services. Virtually it’s all about separating a set of network from
another set of network. It’s separated from each of the customer’s

Eachi of the Customers is zeparate -
and virtually connected to each other

SERVICE PROVIDER

network which is a private domain, for e.g. MIT ADT and JSPM
are two different customers for a services provider, in which MIT-
ADT is private network from JSPM’s network. Mostly it has been
used by service provider in the past, but it has become a trend for
the big and even small organizations to go for MPLS L3 VPN. As
it is a cost effective, well known for speed, Label switching at
Layer 2.5, and good for security.

\ ™y

-
‘I'II-.'..'
L [

I. INTRODUCTION

he functions of routing, forwarding & switching with MPLS

L3 VPN will provide virtual network to multiple customer
with a physical connection. MPLS is basically used by the server
provider to provide the services to multiple customers. Let’s
understand further: {1} Forwarding IP traffic with the help of
labels insists of L3 IP addressing. {2}Label generated locally by
the router to every destination of the network. {3} Routing
decision on the basis of IPVV4- Control Plane Protocol vs. MPLS -
Label Distribution Protocol {4} MPLS been a boom in traffic
forwarding mechanism. In [14-24], various techniques are
explored to understand the system overall performance and
reviewed the quality of service parameters.

1.1} Forwarding using Labels

In 1Pv4 network IP forwarding works with the help of IP
address which is being advertises by routing protocol (OSPF, ISIS
or some other IGP). IP network would consider its routing table to
make the forwarding decision and Network portion has two
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components i.e. network portion and host address portion. Based
on routing table which is chased Cisco Express Forwarding (CEF)
it will make a forwarding decision and its forward the packet to
destination by re-encapsulating the Layer 2 information. Every
time the packet goes to the next hop it will look into the destination
IP address and will decide where the packet does forwarded. Every
time the packet reaches the next hop, it will make the forwarding
decision by re-encapsulating Layer 2 information, but the source
and destination IP address will remain unchanged on every next
hop till it reaches to the destination.

In IPv4 routing above process happens for every single
packet every time, which would be affected if its millions packets.
To overcome such process situation we have MPLS where
forwarding packet will be based on label instead of layer 3 lookup
of IP address.

1.2} Label Position in router

MPLS labels are locally generated by the router for each
and every single network it has in their IP routing table. Router
builds a Label forwarding information for every single network in
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the IP routing. Labels are actually a numbers which could be any
possible number associated to the particular destination of the
network.

Router will not only generate a local label to a particular
destination in the network, but will also advertise those generated
local labels.
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1.3} Control Plane Protocol vs. Label Distribution Protocol

Control plane protocol (OSPF, EIGRP, RIP) train the
network to reach destination of the network in IPv4 network,
similar way in MPLS Network we have label Distribution Protocol
(LDP). MPLS is injected between the Network layer and Data
Link layer also known as layer 2.5 of the TCP/IP model.

While the packet travels from source host to destination host
it will impose a label and at every hop it will change the label as
per the local forwarding information base (FIB) table to reach to
the destination. In all this process it will not look at the layer 3 of
TCP/IP OSI Model, it will just de-encapsulate the layer 2
information and according to the label it will forward the packet
to next hop or swap the label as per the remote label associated to
the destination network. Label distribution protocol (LDP) plays
an important role while forwarding the packet in MPLS L3 VPN.
And finally before reaching to the destination, it will remove the
label and forward the plain IPv4 packet to the Destination host.

1.4} Benefits of MPLS VPN

Label switching is much faster than Layer 3 lookup. MPLS
VPN is develop and popular for his speed, label switching and
label forwarding in which IPv4 and IPv6 traffic can flows
simultaneously on the same physical network, because it never
look into the layer 3 information, Traffic engineering for quality
of services.

MPLS VPN refers to the private and separate portion for each
of the network.

1. VPNs — Private and Separate Network by using Tunnel
By using the method of tunnel, service provider make a
connection from one end point to another end point by creating a
VPN connection for the various Branches, it’s providing virtual
and secure connection to the network.
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2.1} Lets understand tunnel formation in Layer 2 and Layer 3

Tunnel formation- Layer 2

Tunnel formation- Layer 3

Tunnel formation between
the end points of the
network that carry through
data link layer in VPN

Tunnel formation between
the end points of the
network formed with the
help of IP address

MPLS VPN connection Step

As we discuss early MPLS VPN works on the basis of label
forwarding. In terms of creating a virtual and separate network that
will make virtual connection between two points. There are few
basic requirements that need to fulfill. A routing protocol should
be enabled and configured properly at the provider edge router to
make the MPLS VPN connection to work.

MPLS forwards the packet with the help of label, where
routing protocol in MPLS VPN is a backbone for the flow of the
traffic.

Label distribution protocol builds the LDP neighbor ship
between the routers, which will then exchange their local label
information with each other for each and every network. All the
information will be cached which will include mac address, source
and destination IP address etc. Whenever there is time to forward
the packet it will simply swap the label with the next HOP or POP
the label at destination host.

MPLS provide one & one connection between multiple sites.
To keep all the traffic separate from each of the customer/
network. MPLS VPN has to make sure that it has to be significant
different from each of the customer/ network.

In MPLS L3 VPN there is routing protocol runs between the
customer edge and provider edge router. As the customer and
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provider edge router are in peer and sharing the routing
information with each other and the method is routing protocol.
And further each customer is divided by the virtual routing and
forwarding (VRF). For each customer there is unique VRF, router
distinguisher and route target. With all these information, it’s
called as VPN route or more specify VPN V4 route or IPv4 VPN
route.

Il. TRANSPORT MECHANISM

There is transport mechanism that does the work to deliver
the VPNv4 route which is known as Multiprotocol BGP (MBGP).
As MBGP carries multiple IPv4 route for that purpose its Multi
BGP.

I1l. TRAFFIC ENGINEERING IN MPLS L3 VPN

Traffic engineering would take us to more details about
prioritizes different route, differently do get prioritizes treatment
that’s call QOS. We will do this by using traffic engineering to
force those forms of traffic into the Label Switch Path.

IV. CONCLUSION

Software Defined Network is one of the results we could
achieve as automatic. In the fast moving world where our goal is
to achieve the faster technology with cost effective. Security is
also a big concern for every other organization. MPLS VPN is the
combination of the entire flavor that we could actually achieve
with an end to end connection to the virtual and private network.

REFERENCES

[1] Francesco Palmieri, "Evaluating MPLS VPN against traditional approaches”,
Eighth IEEE Symposium on Computers and Communications (ISCC'03),
June 30, 2003.

[2] Ahmed Abdelhalim, "IP/MPLS-Based VVPNs Layer-3 vs. Layer-2", Foundry
Networks, Inc. June 2003.

[3] Tim Wu, "MPLS VPNSs: Layer 2 or Layer 3? Understanding the Choice",
Riverstone Networks, 2002.

[4] Dr. Hosein F. Badran, "Service Provider Networking Infrastructures with
MPLS" in Sixth IEEE Symposium on Computers and Communications
(ISCC'01) July 05, 2001.

[5] E.Rosen, Y. Rekhter, "BGP/MPLS VPNs" RFC 2547, March 1999.

[6] K. Hamzeh, G. Singh Pall, W. Verthein, J. Taarud, W.A. Little: Point-to-
Point Tunneling Protocol — PPTP, IETF draft: draft-ietf-pppext-pptp-02.txt,
1997.

[7] S.Hanks, T.Li, D. Farinacci, P. Traina: “Generic Routing Encapsulation over
IPv4 networks”, RFC1702, 1994.

[8] A. Valencia, K. Hamzeh, A. Rubens, T. Kolar, M. Littlewood, W. M.
Townsley, J. Taarud, G. Singh Pall, B. Palter, W. Verthein: Layer Two
Tunneling Protocol ,,L2TP*, IETF draft: draft-ietf- pppext-12tp-10.txt, 1998.

[9] S. Kent, R. Atkinson: Security Architecture for the Internet Protocol. IETF
draft: draft-ietf-ipsec- arch-sec-04.txt, 1998.

[10] E.Rosen, Y. Rekhter: “BGP/MPLS VPNs”, RFC 2547, 1999.

[11] S.Previdi: “Introduction to MPLS-BGP-VPN”, Proceedings of MPLS Forum
2000, 2000.

[12] G. Heron, L. Martini: “An Architecture for L2VPNs”, IETF draft: draft-ietf-
ppvpn-12vpn- 00.txt, 2001.

[13] R.Pulley: “Implementing VPNs Using MPLS”, Proceedings of MPLS Forum
2000, 2000.

[14] Deshpande, Vivek, Prachi Sarode, and Sambhaji Sarode. "Root cause
analysis of congestion in wireless sensor network." International Journal of
Computer Applications 1, no. 1 (2010): 27-30.

This publication is licensed under Creative Commons Attribution CC BY.
http://dx.doi.org/10.29322/1JSRP.11.06.2021.p11469

[15] Sarode, Sambhaji, and Jagdish Bakal. "PFPS: Priority-first packet scheduler
for IEEE 802.15. 4 heterogeneous wireless sensor networks." International
Journal of Communication Networks and Information Security 9, no. 2
(2017): 253.

[16] Bang, Raghav, Manish Patel, Vasu Garg, Vishal Kasa, Jyoti Malhotra, and
Sambhaji Sarode. "Redefining smartness in township with Internet of Things
& Atrtificial Intelligence: Dholera city." In E3S Web of Conferences, vol.
170, p. 06001. EDP Sciences, 2020.

[17] Rathod, Akshada, Prachi Ayare, Ramchandra Bobhate, Rajneeshkaur
Sachdeo, Sambhaji Sarode, and Jyoti Malhotra. "loE-enabled smart
embedded system: An innovative way of learning." In Information and
Communication Technology for Sustainable Development, pp. 659-668.
Springer, Singapore, 2020.

[18] Sarode, Prachi, and R. Nandhini. "Intelligent query-based data aggregation
model and optimized query ordering for efficient wireless sensor network."
Wireless Personal Communications 100, no. 4 (2018): 1405-1425.

[19] Sarode, Prachi, T. R. Reshmi, and Venkatasubbu Pattabiraman.
"Combination of Fitness-Mated Lion Algorithm with Neural Network for
Optimal Query Ordering Data Aggregation Model in WSN." Wireless
Personal Communications 116, no. 1 (2021): 513-538.

[20] Malhotra, Jyoti, Prachi Sarode, and Aparna Kamble. "A review of various
techniques and approaches of data deduplication.” International Journal of
Engineering Practices 1, no. 1 (2012): 1-8.

[21] Sarode, Sambhaji, Jagdish Bakal, and L. G. Malik. "Reliable and Prioritized
Data Transmission Protocol for Wireless Sensor Networks." In Proceedings
of the International Congress on Information and Communication
Technology, pp. 535-544. Springer, Singapore, 2016.

[22] Sarode, Sambhaji S., and Jagdish W. Bakal. "A data transmission protocol
for wireless sensor networks: A priority approach." Journal of
Telecommunication, Electronic and Computer Engineering (JTEC) 10, no. 3
(2018): 65-73.

[23] Sarode, Sambhaji, and Jagdish Bakal. “Performance analysis of beacon
enabled prioritized CSMA/CA for IEEE sensor networks." International
Journal of Applied Engineering Research 12, no. 8 (2017): 1622-1627.

[24] Sarode, Prachi, and R. Nandhini. "APDA: Adaptive pruning & data
aggregation algorithms for query based wireless sensor networks." In 2016
International Conference on Global Trends in Signal Processing, Information
Computing and Communication (ICGTSPICC), pp. 219-224. IEEE, 2016.

AUTHORS

First Author — Vitthal Panditrao Bhalerao, pursuing M.Tech
degree in Computer Science Engineering, will be Post- Graduation
in the year 2021, from MIT-ADT University in Pune. He has 10+
years of experience into Network and Network Security Domain.
Global Certification into

—) CiSCO Certified Network
Association into
Routing/Switching and Security,
Cisco Certified Network

Professional into Routing and
Switching, Implementing Cisco

Edge Network Security
Solutions. CCNA in Security

Juniper  Networks Certified
Internet  Associate,  Juniper

Networks Certified Specialist
Enterprise into Security,
Information Technology Infrastructure Library Version 4,
Check Point Certified Security Expert release R80
Working Experience with
PCS Technology Ltd, Dadar, Mumbai in the year 2010 (Enterprise
Network-LAN)
Bharat Petroleum Corporation Limited, Mumbai in the year
2012(Data-Center)

WWWw.ijsrp.org


http://dx.doi.org/10.29322/IJSRP.11.06.2021.p11469
http://ijsrp.org/

International Journal of Scientific and Research Publications, Volume 11, Issue 6, June 2021 527

ISSN 2250-3153

Reliance Tech-Service Co. Ltd, Kopar Khairane, Navi Mumbai in
the year 2015(Enterprise Network and Network Security)

Syntel India Pvt Ltd, Chinchwad, Pune in the year 2017 (MNC
Network and Network Security)

Larsen & Toubro Infotech Limited, Hinjewadi, Pune in the year
2019 (MNC Network Security)

Second Author — Sambhaji Sarode received BE and ME in
information Technology from
the SPPU university Pune in
2005 and 2010, respectively
and Ph.D. in Computer Science
& Technology from RTM
Nagpur University India in
2019 under the supervision of
Prof. Dr. J. W. Bakal.

Currently, he is working as an
associate professor with the
Department of Computer Science & Engineering, School of
Engineering, MIT ADT University Pune. His research interest
includes wireless communications, Cognitive security and
internet of Things. Also, he is a reviewer for various SClI,
Scopus and UGC approved journals. He is recipient of best
Ph.D. thesis award from Ph.D. research center across all
branches of engineering. Also, He is a recipient of World
Championship 2018 in Sensor Technology among 5985
nominations from 96 countries, organized by International
Agency for Standards and Ratings. He is fellow of

This publication is licensed under Creative Commons Attribution CC BY.
http://dx.doi.org/10.29322/1JSRP.11.06.2021.p11469

International Agency for Standards and Ratings and Recipient
of Best paper award on ‘“Nano-Computer Technology” at
National Level Conference held at Government College of
Engineering, Karad, Maharashtra, India. He has completed
two consultancy projects namely, 3D Mold Design and
BookMyTool for around INR 1.325 cr. Presently, he is
contributing in two consultancy projects, namely, Butterfly
Garden, and Automated monitoring and advisory system for
intelligent viticulture in association with VEM Tooling Pvt.
Ltd. HongKong and ICAR-National Research Center for
Grapes, Pune. He has completed one research funded project
entitled “Priority based approach for Sensor Network™ under
the scheme of BCUD SPPU Pune. Also, He has received a
grant for one STTP program i.e. “Business Intelligence &
Analytics” and successfully conducted at international level.
He is also having patents on his name in the field of wireless
communications. He has delivered many expert sessions in
STTP programs and workshops such as “Use of Modeling in
Network” in TEQIP-II STTP development program, “IoT:
Sensor Network™ in TEQIP-11 STTP development program |,
etc. He has published many papers in international
conferences and journals like IEEE conference, Springer
Conferences, Elsevier, etc. Also, He has published two books
namely Wireless Sensor Network and Object-Oriented
Design and Modeling and one book chapter

WWww.ijsrp.org


http://dx.doi.org/10.29322/IJSRP.11.06.2021.p11469
http://ijsrp.org/

