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Abstract- Now a day’s rapidly increased use of cloud computing 

in the many organization and IT industries and provides new 

software with low cost [1]. So the cloud computing give us lot of 

benefits with low cost and of data accessibility through Internet. 

The ensuring security risks of the cloud computing is the main 

factor in the cloud computing environment, for example sensitive 

information with cloud storage providers may be entrusted. But 

‘single cloud’ providers is a less popular with customers due to 

risks service availability failure and possibly of malicious 

insiders in the ‘single cloud’. A towards movement of ‘multi 

clouds’ or ‘multiple clouds’ or ‘cloud-of-clouds’ has emerged 

currently  using Shamir’s Secret Sharing Algorithm. 

            This paper surveys to many running research related 

paper to single cloud and multi clouds security using Shamir’s 

Secret Sharing algorithm and addresses possible solutions and 

methodology. Main focus of this paper use of multi clouds and 

data security and reduce security risks and affect the cloud 

computing user using Shamir’s Secret sharing algorithm. It is a 

form of secret sharing, where a secret is divided into parts, which 

is giving each participant its own unique part, where some of the 

parts or all of them are required in order to reconstruct the secret. 

If we’re going to Count all participants to combine together the 

secret might be impractical, and therefore sometimes the 

threshold scheme is used where any ‘k’ of the parts are sufficient 

to reconstruct the original secret [7]. 

 

Index Terms- Shamir’s Secret Sharing Algorithm, data integrity, 

cloud storage, data intrusion, service availability. 

 

I. INTRODUCTION 

he cloud computing is a cost-effective, service availability, 

flexible and on demand service delivery platform for 

providing business through the internet [2]. Cloud computing 

resources can be quickly extracted and effortlessly scaled with all 

the processes, services and applications provisioned on demand 

service despite the consequences of the user location or device. 

Hence, the opportunity for an organization to enhance their 

service deliverance efficiencies is achieved through cloud 

computing. The issues in cloud security series from substantial 

security of the cloud fixing and hardware infrastructure, through 

the architectural security of function and data deployments, to the 

actual security of the cloud framework in the presence of 

peripheral attacks and the mechanisms accessible to respond  to 

and recuperate from these attacks [3]. The use of cloud 

computing Subashini and Kavitha argue services for many 

reasons including because this service provide fast access the 

applications and reduce service costs [6]. Cloud computing 

providers should address privacy and security as matter for 

higher and urgent priorities. The dealing with ‘single cloud’ 

providers is becoming less popular service with customers due to 

potential problems such as service availability failure for some 

time and malicious insider’s attacks in the single cloud. So now 

single cloud move towards ‘multi clouds’, ‘interclouds’, or 

‘cloud of clouds’.  

        Aim of the paper the data security aspect of cloud 

computing, data and information will be shared with a third party 

without any hacks. Every cloud users want to avoid untrusted 

cloud provider for personal and important documents such as 

debit/credit cards details or medical report from hackers or 

malicious insiders is the importance. It supply secure cloud 

database that will prevent security risks. We apply multi clouds 

concept using Shamir’s Secret Sharing algorithm that is reduce 

risk of data intrusion and loss of service availability for ensuring 

data. 

 

II. OBJECTIVE 

       Cloud computing concept is relatively new concept but it is 

based on not so many new technologies. Many of the features 

that makes cloud computing attractive, however has to meet 

certain basic security criteria. In our paper, we have briefed on 

various measure ion cloud computing security challenges from 

single to multi clouds. While making a cloud secure, the 

following objectives are to be met: 

 

 Understanding the cloud computing environment 

provided by the cloud service provider. 

 The cloud computing solution should meet the basic 

security and privacy requirements of any firm deploying 

it. 

 Maintain an account of the privacy of the cloud and data 

security and applications that are deployed in cloud 

computing environment. 

 Data Integrity. 

 Service Availability. 

 The user runs customer applications using the service 

provider’s resources 

. 

III. ALGORITHM USED 

3.1 Shamir’s Secret Sharing Algorithms: 

T 
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         Data stored in the cloud can be compromised or lost. So, 

we have to come up with a way to secure those files. We can 

encrypt them before storing them in the cloud, which sorts out 

the disclosure aspects [7].However, what if the data is lost due to 

some catastrophe befalling the cloud service provider? We could 

store it on more than one cloud service and encrypt it before we 

send it off. Each of them will have the same file. What if we use 

an insecure, easily guessable password to protect the 2012 45th 

Hawaii International Conference on System Sciences file, or the 

same one to protect all files? I have often thought that secret 

sharing algorithms could be employed to good effect in these 

circumstances instead [8]. 

 

Mathemetical Definition given below: 

         Our goal is to divide some data D (e.g., the safe 

combination) into  pieces D1, D2…,Dn  in such a way that: 

1. The Knowledge of any k or more Di pieces 

makes D easily computable. 

2. The Knowledge of any k-1 or fewer Di pieces 

leaves D completely undetermined (in the sense that all 

its possible values are equally likely). 

 

         This scheme is called (k,n) threshold scheme. If k=n then 

all participants are required to reconstruct the secret original data.  

 

         The essential idea of Adi Shamir's threshold scheme is that 

2 points are sufficient to define a line, 3 points are sufficient to 

define a parabola, 4 points to define a cubic curve and so forth. 

That is, it takes  points to define a polynomial of 

degree . 

         Suppose we want to use a  threshold scheme to 

share our secret , without loss of generality assumed to be an 

element in a finite field . 

         Choose at 

random  coefficients  in , and 

let . Build the polynomial 

. Let us 

construct any  points out of it, for instance 

set  to retrieve . Every participant 

is given a point (a pair of input to the polynomial and output). 

Given any subset of  of these pairs, we can find the coefficients 

of the polynomial using interpolation and the secret is the 

constant term  [27]. 

 

Shamir Approach:   

         We divide our secret into pieces by picking a random 

degree polynomial    

in which  

and represent each share as a point  

 

Example: 

         The following example illustrates the basic idea. Note, 

however, that calculations in the example are done using integer 

arithmetic rather than using finite field arithmetic. Therefore the 

example below does not provide perfect secrecy, and is not a true 

example of Shamir's scheme. 

 

 

Preparation: 

         Suppose that our secret is 1234 . 

We wish to divide the secret into 6 parts , where any 

subset of 3 parts  is sufficient to reconstruct the secret. 

At random we obtain 2 numbers: 166, 94. 

 
 

         Our polynomial to produce secret shares (points) is 

therefore: 

 
 

         We construct 6 points from the polynomial: 

 
 

         We give each participant a different single point 

(both  and  [27]. 

 

Reconstruction: 

         In order to reconstruct the secret any 3 points will be 

enough. 

Let us consider 

 

 

. 

We will compute Lagrange basis polynomials: 

 

 
 

 
 

 
Therefore 

 
 

 
 

[27]. 

 

IV. SOLUTION METHODOLOGY 

         Cloud customers may form their expectations based on 

their past experiences and organizations’ needs. They are likely 
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to conduct some sort of survey before choosing a cloud service 

provider. Customers are expected also to do security checks that 

are centered on three security concepts: confidentiality, integrity 

and availability. On the other hand, cloud service providers may 

promise a lot to entice a customer to sign a deal, but some gaps 

may manifest later as overwhelming barriers to keep their 

promises. Many potential cloud customers are well aware of this, 

and certainly, still sitting on the sidelines. They will not 

undertake cloud computing unless they get a clear indication that 

all gaps are within acceptable limits. All relevant information are 

visualized into cloud computing security in a snapshot which is 

presented in Fig.1 [9]. We organized cloud computing security 

into three sections: security categories, security in service 

delivery models and security dimensions. 

 

Security in cloud services is based on the following: 

 Strong network security is possible around the service 

delivery platform 

 Data encryption: for data in transit (particularly over 

wide area networks), and sometimes stored data, but it 

cannot be applied to data in use. 

 Access controls to ensure that only authorized users 

gain access to applications, data and the processing 

environment and is the primary means of securing 

cloud-based services 

 

 
Figure 1: Graphical View of Cloud Computing Security [9] 

. 

 Service providers are able to inspect activity in their 

environment and provide reports to clients. 

 

        Logs need to be carefully constructed to appraisal the 

actions of their system administrators and other restricted users 

or risk producing reports that mix events relating to different 

customers of the service. 

        Both the organizations seeking cloud solutions and the 

service providers have to ensure cloud security is addressed [11]. 

Some of the measures to ensure security in cloud are good 

governance, compliance, privacy, Identity and Access 

Management (IAM), Data protection, Availability, Business 

Continuity and Disaster Recovery plans etc. The figure (fig 2) 

below depicts the above mentioned security measures in a 

snapshot: 

 

 

 
 

Figure 2:  Measures to ensure Security in Cloud [10] 

 

V. IMPLEMENTATION 

5.1 Data Integrity: 

         It is not an easy task to securely maintain all essential data 

where it has the need in many applications for clients in cloud 

computing. To maintain our data in cloud computing, it may not 

be fully trustworthy because client doesn't have copy of all stored 

data. But any authors don't tell us data integrity through its user. 

So we have to establish new proposed system for this using our 

data reading protocol algorithm to check the integrity of data 

before and after the data insertion in cloud. Here the security of 

data before and after is checked by client with the help of CSP 

using our "effective automatic data reading protocol from user as 

well as cloud level into the cloud" with truthfulness[8]. 

       

5.2 Data Intrusion: 

        The importance of data intrusion detection systems in a 

cloud computing environment. We find out how intrusion 
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detection is performed on Software as a Service, Platform as a 

Service and Infrastructure as Service offerings, along with the 

available host, network and hypervisor-based intrusion detection 

options. Attacks on systems and data are a reality in the world we 

live in. Detecting and responding to those attacks has become the 

norm and is considered due diligence when it comes to 

security[8].  

 

5.3 Service Availability  

        Service availability is most important in the cloud 

computing security. Amazon already mentions in its licensing 

agreement that it is possible that the service might be unavailable 

from time to time. The user’s web service may terminate for any 

reason at any time if any user’s files break the cloud storage 

policy. In addition, if any damage occurs to any Amazon web 

service and the service fails, in this case there will be no charge 

to the Amazon Company for this failure. Companies seeking to 

protect services from such failure need measures such as backups 

or use of multiple providers [8][11]. 

 

 5.4 DepSky System Model Architecture: 

        The DepSky system model contains three parts: readers, 

writers, and four cloud storage providers, where readers and 

writers are the client’s tasks. Bessani et al. explain the difference 

between readers and writers for cloud storage. Readers can fail 

arbitrarily (for example, they can fail by crashing, they can fail 

from time to time and then display any behavior) whereas, 

writers only fail by crashing [8][14]. 

 

 

 
 

Figure 3:  DepSky Architecture [14] 

 

VI. RESULT AND DISCUSSIONS  

         In any cloud computing environment, the scope of activities 

can be divided into three major steps as: preliminary activities, 

initiating activities and concluding activities. The preliminary 

activities include a wide range of steps from identifying the 

security, privacy and organizational requirements to analyzing 

the security and privacy provided by the security provider and 

the levels of risks involved with respect to control objectives of 

the organization .Reliable distributed storage which utilizes a 

subset of BFT (Byzantine fault tolerance) techniques was 

suggested by Vukolic to be used in multi clouds or interclouds. 

One example for protocol of controls the multiple clouds HAIL 

(High Availability and Integrity Layer).HAIL is permits set of 

services to ensure that client’s stored data is retrievable and 

integral and also provides a software layer to address availability 

and integrity of stored data in the intercloud. 

         We already discussed before, Bessani et a1 present a virtual 

storage cloud system called Depsky consisting of a combination 

of different clouds to build a cloud of clouds. Finally, the Depsky 

system presents an experimental evaluation with several clouds 

that is different from other previous work on multi clouds. 

 

VII. CONCLUSION 

         The purpose of this work is to survey the recent research on 

single clouds and multi-clouds using secret sharing algorithm and 

to address the security risks and solutions using Shamir’s Secret 

Sharing algorithm. These algorithms generate their own secret 

sharing schemes and use secure channels to distribute shares 

among themselves[7][8]. The Shamir's secret sharing scheme has 

a good abstract foundation which provides an excellent 

framework for proofs and applications [28].     

         We presented algorithms for performing addition, standard 

and scalar multiplication with shares. We are currently 

developing a secure computation platform based on a simple 

secret sharing scheme than Shamir's. Cloud computing is 

currently the latest trend when it comes to online computing, it 

may help the enterprise and the end user by providing their 

needs, but the provider has to make sure that they are valuable 

and customer data is safe[8][28]. We support the migration to 

multi clouds due to its ability to decrease security risks that is 

affect the cloud computing users. 
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