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Abstract- The cloud data processing is the  vision of the data 

processing as value, in which cloud consumer possibly  its data 

into the cloud environment over enjoying the first-class quality 

servers and the fast nets, into which applications store and into 

the services of a divided pool of  configurable operational 

resources. The advantages of the  cloud data processing 

technology of the cloud cover need self-service mode, 

everywhere net entrance, independent resources of the location, 

which combine, fast resource elasticity, wages per the use, which 

on price estimation - resides, the transfer of the risk, etc... It is 

large flexibility and economic savings is motivated individuals 

and the enterprises to outsource to their local complex cloud data 

environment  administration system in the cloud. The security of 

the data in the cloud is at present a very hot topic. Most 

enterprises, which still possess sensitive metadata, hesitates 

„handed over ―its data to the cloud. Data security is one of the 

principal reasons for this dislike. However substantial security is 

to guarantee resources, which use and therefore expensively. On 

the other hand it gives customers, who demand only warranties 

of basic security, since their data are less sensitive. This project 

can have taken place in two parts: like a first part of the project 

for the analysis of the present problems and the approaches of 

data security in the cloud; and as the second subproject for a 

detailed analysis of the development of a model for the treatment 

of data security in the cloud. 
 

Index Terms- Encryption, Cloud storage, Cloud computing 

 

I. INTRODUCTION 

The enterprise data which  the transformation, store extremely 

large volumes information processing in a local area network  are 

to a high degree expensive. For to continue volume's information 

required data storage devices of the high capacity such as 

memory net of fastening memory (NAS), storage area nets, and 

memory servers supply high speed, high availability data storage, 

which is accessible over interface standard. Beyond that data 

storage devices have many weaknesses, including are they very 

expensively to be brought to have a limited lifetime its require 

your support and Recovery systems, and storage system required 

ecological conditions, requires personnel, to handle and use 

considerable quantities of energy for energy and cooling systems. 

Bewölken your data storage offerers, like Google, Microsoft, 

Amazon, IBM, make yourself available very cheaply, practically 

unlimited data storage in the remote facilities. The data, which 

are stored with these offerers, are accessible over the Internet. 

Costs on the scale make possible for offerers to supply the data 

storage which is to a high degree cheaper as the equivalent data 

storage systems. Cloud data storage has many reconciliations. It 

is, requires no installation of the system (server), does not need a 

not replacing and maintenance, has supported and Recovery 

systems, has no committed personnel, requires no ecological 

conditions, requires no personnel and does not require energy not 

for energy or the cooling cheaply. Cloud data storage has 

however some important disadvantages, including security 

questions, achievement, availability, integrity, incompatible 

interfaces and lack of standards. In this paper address, this paper 

the problem of the safe and reliable data outsourcing in a cloud 

environment investigates these difficult questions. 

 

1.1 THE CLOUD DATA STORAGE SYSTEM MODEL 
 
The figure 1 shows a systematic model looking a the cloud data 

storage service which makes available for share data separating 

services as well as efficient data recovery and repair service 

including four different entities: Data owner, data user, cloud 

server, and third server. The data owner springs the encrypted 

fragments of the file m to N as a storage server to indicate cloud 

servers. 

 

 
Figure1: Cloud data storage system Model 

 
If the data owner the holds of the data contents confidentially 

which require file can be M first encrypted before the encoding. 

Separated data are added by metadata like verification tags  to 

make available integrity control-ability. After the data separating 

a data user some k storage server can select to retrieve coded 

segments, and to regain the file m which can be further 

deciphered, in case of that the file encrypted is. In the meantime, 

the third server checks regularly the integrity of data supplied in 

cloud servers. Fruitless cloud servers can be repaired with the 

help of other healthy cloud servers. In this available model many 
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threats have, the cloud server is looked as "curious and-

vulnerable". Specifically the cloud server is vulnerable to 

Byzantine failures and outside attacks. While Byzantine failures 

can be done by hardware mistake or the clouds maintenance 

staff, outside attacks could be in the interval of physical disasters, 

how fire and earthquake to the willful chopping of opponents. 

After the opponent wins the control of the cloud data server, it 

can seize the soiling offensive or the replay-attack which has to 

the purpose to break the tongue independence under coded data, 

the data supplies on the spoilt cloud server with old coded data 

substituting. If the cloud server is not spoiled, it follows properly 

the called protocol specification, but it will try, to derive and to 

analyze data in his storage and interaction during the protocol 

execution to learn additional information. This represents a threat 

against the security of cloud user data supplied in the server. Our 

suggested new model of the system conquered by a lot of 

screenplay like to make available sure and reliable clouds data 

storage services should reach our design at the same time 

achievement guarantees during the data recovery and repair. 

 

1.2  LUBY TRANSFORMS COMPUTING SYSTEMS 

 

The figure 2  shows that Luby transform systems. Luby change 

codes the codes are correct classical by fountain  codes which are 

close-optimum Ausradierung. Luby figures encoding around in 

particular come round round this problem, a disposable protocol 

basically accepting. The sender encodes and sends a packet after 

the packet of the information. The receiver values every packet 

as it will receive. If there is a mistake, the wrong packet is 

rejected. But the packet is saved as a piece of the news. In the 

end, the receiver has enough valid packets to rebuild the 

complete news. When the complete news has been received 

successfully, the receiver gives signs that the transference is 

concluded. The figure 2   shows, that to Luby at the cloud storage 

surroundings system being based Coding system reshaping. In 

this system is by many scales reliably as the reply-funded 

system. Data users can regain complete M of original packets, 

while they retrieve the same number of code packets of every K 

combination from n to servers, and, therefore, every server must 

supply only the coded packets  from m  / k which are looking at 

the property of the optimum trade of the profusion dependability 

of it. However, his square deciphering complexity does it very 

ineffectively for data users attains data during the data recovery 

again. In addition, are the news costs to repair a fruitless storage 

server, the size of the complete original data in the optimized 

code-founded cloud data distributed storage system immediately. 

The encoding process begins, the uncodingmessage  into N 

blocks roughly of the same length sharing. Then coded packets 

are generated with the help of a pseudo-accidental number 

generator.The degree d, 1 ≤ d ≤ n, the following packet is chosen 

in the random. Exactly d blocks of the news are chosen by 

chance. If Wednesday is the Ith block of the news, the data part 

of the following packet is estimated at eq 1 

 

 ---------1 

 

 
Figure 2 :Luby Transform Coding System – Encoding and 

decoading 

 

Where {i1, i2, …, id} they by chance elective indications are for 

the D blocks enclosed in this packet. A prefix will have in the 

encoded packet tag on, defining how many blocks and are in the 

news how many blocks been real impossibly - in the data part of 

this packet, and the list of indications {i1, i2, …, id}. In the end, 

a form is applied by mistake recognition code on the packet, and 

the packet is sent. This process continues, until of the receiver 

signal  gives that receive the message and successfully decoded 

has become. The deciphering process uses " exclusively or " 

operation to retrieve the coded message. If the present packet  is 

not clean, or if it repeats a packet  which has already been 

worked on, the present packet  is rejected. If the stream received 

cleanly packet, is from the degree d> 1, it is worked on first 

against all completely decoded  blocks in the news which stands 

area of Queue,  Stored  in a buffer area when his diminished 

degree is bigger than 1. If a new, clean packet of the degree d = 1 

(block Mi), will receive it is moved to the news queueing area, 

and then is compared against all packets of the degree d> 1 living 

in the buffer. This is exclusive - ored in the data part of every 

buffered packet which was encoded, using Wednesday, there is 

the degree of this fitting packet decremented, and the list of 

indications for this packet is adjusted to reflect the application of 

Mi If this process unlocks a block of the degree d = 2 in the 

buffer, this block is reduced to the degree 1 and moves on his 

part to the message  queueing area, and then worked on against 

the packet which remain in the buffer. When all N blocks of the 

message have been moved to the news queueing area, the 

receiver gives signal to the transmitter that the message has 

become successfully decoded. 

 

2. DISTRIBUTED STORAGE SYSTEMS BASED ON OPTIMAL ERASURE 

CODES 

 

Security data secret, available encoding technologies or data 

access controlling patterns can be used before the encoding 

process which keeps the cloud server from trying to investigate 
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separated data. In relation on the data integrity of transforming to 

Itself Luby Coding system uses different cryptographic tags to 

resist the soiling attack during the data repair and recovery 

procedure. Lubytransforms  Coding system is security also 

against the replay-attack which is presented in the net coding 

founded distributed storage system. To seize the replay-

offensive, the opponent corrupts  first some storage servers and 

supports code packets  supplied on these servers. After several 

rounds of the data repair the opponent corrupts the same storage 

servers like before, and then uses new coded packets with 

specific old packets,  Because the verification tag  does not bind 

only the storage server id and the packet ID, the freshness of the 

packet, the used old packets could pass the integrity examination. 

Consequently such substitute does coded packets supplies in 

specific K combinations from n to storage servers linearly 

reliably, and the data rescue would fail if all the others are 

spoiled n -  k storage server. Really if the data repair-mechanism 

is sketched to generate new packets which have passed away 

from the old packets  supplied in the same storage server, every 

coding –founded cloud data  distributed storage system is 

vulnerable anyhow for such kind of the attack. In other words, 

the functional repair itself has the possibility to break 

decodability. By the unresemblance of transforming to Itself 

Luby Coding system the precise repair method uses where the 

recently generated packets are the same as those before supplied 

packets. The replay-attack becomes invalid, because there is no 

difference between old and new packets  in the same storage 

server. In addition, Luby Coding system Change examines the 

data decodability from every K combination of storage servers 

before separating which assures that the original decisions 

investigate the problem of the sure and reliable cloud storage 

with the efficiency consideration the data repair as well as data 

recovery in this paper , for the first time, we, and develop, a 

Luby code-founded clouds storage service. In addition, Luby 

Coding system Change examines the data decodability from 

every K combination of storage servers before separating which 

assures that the original decisions investigate the problem of the 

sure and reliable cloud storage with the efficiency consideration 

the data repair as well as data recovery in this paper , for the first 

time, we, and develop, a Luby code-founded clouds storage 

service. 

 
Figure 3: Distributed storage systems 

 

To allow the efficient deciphering for data users in the data 

recovery procedure, we accept low complexity second lieutenant-

codes to add data redundancy in distributed cloud servers. Our 

suggested Coding system of Luby transform makes available 

efficient data recovery for data users to be the quick faith 

reproduction using, the algorithm decoder, and with relief the 

data owner of the load, on-line, public data integrity control 

allowing and precise repair using. The achievement analysis and 

experimental results show that to Itself Luby transformed, 

Codiersystem has a comparable storage and news costs, but a lot 

of quicker data recovery than the Ausradierung code-founded 

solutions. It introduces less warehouse charges, much quicker 

data recovery, and comparable news costs which compare 

themselves to link up. 

 

2.1 LUBY TRANSFORM – SOURCE CODE 

 

public class Encode : IEncode 

    { 

        #region Member Variables 

readonlyIList<byte> blocks; 

readonlyint degree; 

readonly Random rand; 

readonlyintfileSize; 

constintchunkSize = 2; 

        #endregion 

        #region Constructor 

public Encode(byte file) 

        { 

rand = new Random(); 

fileSize = file.Length; 

blocks = CreateBlocks(file); 

degree = blocks.Count() / 2; 

degree += 2; 

        } 

        #endregion 

Drop IEncode.Encode() 

        { 

intselectedParts = GetSelectedParts(); 

byte data; 

 

if (selectedParts.Count() > 1) 

            { 

data = CreateDropData(selectedParts, blocks, chunkSize); 

            } 

else 

            { 

data = blocks[selectedParts[0]]; 

            } 

return new Drop { SelectedParts = selectedParts, Data = data }; 

        } 

private byte CreateDropData(IList<int>selectedParts, 

IList<byte> blocks, intchunkSize) 

        { 

var data = new byte[chunkSize]; 

for (inti = 0; i<chunkSize; i++) 

            { 

data[i] = XOROperation(i, selectedParts, blocks); 

            } 
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return data; 

        } 

private byte XOROperation(intidx, IList<int>selectedParts, 

IList<byte> blocks) 

        { 

varselectedBlock = blocks[selectedParts[0]]; 

byte result = selectedBlock[idx]; 

 

for (inti = 1; i<selectedParts.Count; i++) 

            { 

result ^= blocks[selectedParts[i]][idx]; 

            } 

return result; 

        } 

public class Drop 

    { 

publicIList<int>SelectedParts { get; set; } 

public byte Data { get; set; } 

    } 

Decode Client 

private string ReceiveMessage() 

        { 

varblocksCount=  

encodeServiceClient.GetNumberOfBlocks(); 

varfileSize = encodeServiceClient.GetFileSize(); 

varchunkSize = encodeServiceClient.GetChunkSize(); 

IList<Drop> goblet = new List<Drop>(); 

for (inti = 0; i<blocksCount + overHead; i++) 

            { 

var drop = encodeServiceClient.Encode(); 

goblet.Add(drop); 

            } 

varfileData = _decoder.Decode(goblet, blocksCount, chunkSize, 

fileSize); 

returnEncoding.ASCII.GetString(fileData); 

        } 

byteIDecode.Decode(IList<Drop> goblet, intblocksCount, 

intchunkSize, intfileSize) 

        { 

var matrix = BuildMatrix(goblet, blocksCount, chunkSize); 

matrixSolver.Solve(matrix); 

intcolumnsCount = matrix.GetLength(1); 

byte result = new byte[fileSize]; 

for (inti = 0; i<result.Length; i++) 

            { 

result[i] = (byte)matrix[i, columnsCount - 1]; 

            } 

return result; 

        } 

 

2.2 THE PROPOSED SECURE AND RELIABLE STORAGE CLOUD 

 

We present the LT code-founded secure  and reliable cloud data  

storage service where n storage server {Sl}1≤l≤n  is used to 

make available the data storage service for the data owner and 

data users. Our data integrity technology is partially adopted by 

the BLS signature in POR. Let e : G × G → GT be a bilinear 

map, where g is the generator of G, with a BLS hash function H : 

{0, 1} → G. The data owner generates a random number η ← Zp 

and s random numbers u1, . . . , us ← G. The secret key sk is 

{η}, and the public key is pk = {u1, . . . , us, v}, where v ← gη. 

 

2.3 Data distribution from the data owner to multiple cloud serve 

 

The separating data should pre process  on data and distribute 

them to multiple cloud servers. The file m becomes first in M of 

original packets , the M1 also splits ..., mm, by the same size of 

|M | M of bits. After the robust solution degree distribution in 

second lieutenant's codes M of original packets becomes by 

exclusively - or (XOR) operations linked to generate nα coded 

packets  where α the number of packets is separated to every 

storage server and sentence to m/k • (1+ε ) To protect the data 

secret, sensitive data encrypted could be before the encoding 

process. Available data access controlling mechanisms can be 

used to hold the cloud server, to try to investigate separated data. 

For every coded packet, 1 ≤ l ≤ n, 1 ≤ i ≤ α ,three kinds of 

auxiliary data are added, i.e., the Coding vector , the verification 

tags and retrieval tag. The Coding vector  is the M of bit vector 

where every bit represents whether the suitable original packet is 

connected in tone or not. The retrieves tags respected by Eq.2 , 

the coded packet  should check in the data recovery, and also in 

the data repair if necessary. 

 

ali ← (H(l||i||Cli))η ∈  G  ----------2 

 

2.4 DATA RETRIEVAL FROM CLOUD STORAGE TO CLIENT 

 

Data users can regain the original data, while they access 

everybody k from n to cloud servers in the data recovery. The 

data user gets first all coding tags and the Codieranhängsel 

supplies in well-chosen k to cloud servers again, and carries out 

the examination in Eq. 3  If the examination operation on some 

coding tag fails, the data user sends reports to the third server and 

accesses a substitute storage server. 

 

e(H(l||Δl1|| . . . ||Δlα), v) ---------3 

 

2.5 INTEGRITY CHECK BETWEEN CLOUD STORAGE SERVER AND 

THIRD PARTY SERVER 

 

Around the integrity of data supplies of the storage servers to 

control, the third server performs regularly the integrity control 

every storage server. The third server pecks first by chance  a1 

on a1, . . . , aα, b1, . . . , bt ← Zp and then sends them to every 

storage server. Of l the of storage server integrated symbols 

{μlℓ} 1≤ℓ≤s see and a uniform integrated tag in Eq4  estimate. 

Note that corresponds Ith the coded packet  of the ith in every 

storage server, and bj to the Jth segment corresponds in every 

coded packet. 

---------- 4 

 

2.6 DATA REPAIR FROM DATA DISTRIBUTION AND DATA 

RETRIEVAL 
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Of itself it is thought general that all available coding 

constructions must access the original data to generate coding 

packets what means that the communication  costs of the data 

repair are same for the codes of the size of the complete original 

data. Therefore, a frank data repair-method is to regain all 

original data packets, whenever a storage server is corrupted. But 

such method will introduce a lot of costs the calculation as well 

as communication. In Luby figures Coding system.A  repair 

server S. Is used to the efficiently repair corrupt storage servers. 

Although other storage services can also integrate the repair 

server, even more arithmetic-stressed costs during the data 

recovery introductory as a LubyCoding  system reshaping being 

based on optimum codes  or the network . Achievement 

complexity analysis of storage services being based on different 

profusion technologies. 

 

TABLE 1 

 Network coding Read –solomon LTCS 

Server Storage O((2n/(k+1)).ıMı) O((1+n/k). ıMı) O((1+n(1+ε)/k) 

Encoding 

computing 

O(2nm2/(k+1)) O(nm2/k) O((nm(1+ ε)ln 

m) 

Retrieval 

communication 

O(ıMı) O(ıMı) O(ıMı) 

Retrieval 

computing 

O(m2) O(m2) O(m ln m) 

Repair 

Communication 

O(2T/(k+1). ıMı) O(T(1/k+1/n). 

ıMı) 

O(T((1+ 

ε)/k+1/n) 

 

3. SECURITY ANALYSIS FOR CLOUD STORAGE ENVIRONMENT 

 

To protect data, can be used confidentiality, available encryption 

technologies or data access controlling patterns before the 

encoding process which keep the cloud server from trying to 

investigate outsourced data. In relation on the data integrity of 

transforming to Itself Luby Coding system uses different 

cryptographic tags to resist the attack during the data repair and 

recovery procedure. Luby change Coding system is surely also 

against the replay-attack which is presented in the net coding 

founded cloud data distributed storage system. 

 

3.1 PERFORMANCE ANALYSIS COMPARISON OF VARIOUS 

TECHNIQUES BETWEEN DATA STORAGE AND RETRIEVAL 

 

We demonstrate the achievement of storage services being based 

on different profusion technologies by the theoretical complexity 

analysis as well as by experimental appraisal. We put the same 

desired dependability level like net coding -founded distributed 

storage system RDC-NC, where n = 12, k =  3. Other frames are 

put in the consideration of the specific qualities of the net (the 

NC), pipe coding which Solomon (RS), and second lieutenant's 

codes encodes. The data owner discovers the Deco is weakening 

in the encoding procedure to insure of data availability. To check 

groups whole k - combinations of N, the data owner (n/k) terms 

of the faith reproduction must carry out, the algorithm decoder. 

For the efficiency purpose this deciphering process can be 

partially carried out where only encoding vectors follow the 

deciphering steps and data packets are not enclosed. If there a 

combination exists which cannot regain all original packets, the 

data owner n encoding of vectors regenerates according to LT 

Codes  and discovers them again where α = M (1 + ε ) /k . As 

soon as completely (n/k) combinations. 

 

3.2 DATA RETRIEVAL FROM CLOUD STORAGE TO A THIRD PARTY 

SERVER 

 

The availability in the data recovery is ensured by the 

decodability discovery b for data separating and the precise 

repair of spoilt data. Recall that the data user  k a, i.e. M (i.e) m 

(1 + e ), retrieves to encode vectors from k to storage servers. 

Around the integrity of data supplies in a storage server to check, 

the third server must carry out that the integrated challenge in 

Luby formed Coding system Around what signifies only two 

bilinear map technologies which are carried out to check coded 

packets.  If the repair server is corrupted , transforming 

themselves Luby Coding system get ß encoded again, coded 

packets for each of d to healthy storage servers to regain all 

original packets. In such case the communication complexity 

from  d  to healthy storage servers is to the repair server O (d·ß 

·|M|/m ), i.e., O ((1 + e ) ·|M|), where d k, ß a. If the repair server 

is not corrupted or has been repaired. 

 

 
 

 
 

 

 

 

 

4. CONCLUSION 
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In this paper  we examined and directed the basic problem from 

secure  and reliable data outsourcing  in the clouds. We direct the 

problem of the secure and reliable cloud storage with efficiency 

consideration from the data repair as well as from data recovery. 

The quicker deciphering has a close optimum  code specifically 

using, figures Luby codes in our storage service sketched for it 

during the data recovery than available solutions. To minimize 

the data, repair complexity, we occupy the precise repair method 

to efficiently  attain the precise form of some spoilt data again. 

Our suggested clouds storage service puts better whole efficiency 

of the data recovery and repair at the possession than available 

counterparts. It also reduces exceptionally costs and completely 

releases the data owner from the load to be on-line, public 

integrity control and precise repair allowing. Then we get only 

mine of the coded packets  again which help for the deciphering. 

Therefore, the communication  costs during the data recovery 

from Luby change Coding system the same is (|M |) as the 

network founded storage system where every M of coded 

packets. 
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