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     Abstract- Research problems are to enhance an Intrusion 

Detection System (IDS) of a clustered HWSN to prolong its 

lifetime operation in the presence of unreliable and malicious 

nodes. Also, to address the energy consumption and QoS gain in 

reliability, delay and security with the goal to maximize the 

lifetime of a clustered HWSN while satisfying application QoS 

requirements in the context of multipath routing. The proposed 

research is a highly scalable cluster-based hierarchical trust 

management protocol for wireless sensor networks (WSNs) to 

effectively deal with selfish or malicious nodes. The proposed 

work consider multidimensional trust attributes derived from 

communication and social networks to evaluate the overall trust of 

a sensor node. System describes a heterogeneous WSN 

comprising a large number of sensor nodes with vastly different 

social and quality of service (QoS) behaviors with the objective to 

yield “ground truth” node status through “weighted voting” 

leveraging knowledge of trust/reputation of neighbor nodes. To 

demonstrate the utility of the hierarchical trust management 

protocol, it can be apply to trust-based intrusion detection and 

trust-based geographic routing. For trust-based intrusion detection, 

there exists an optimal trust threshold for minimizing false 

positives and false negatives probability. Furthermore, trust-based 

intrusion detection outperforms traditional anomaly-based 

intrusion detection approaches in both the detection probability 

and the false positive probability. The proposed research also 

present a new multipath routing protocol which provides strong 

fault tolerance by increasing the number of constructed paths up to 

four times, as well as tackle the “what paths to use” problem in 

multipath routing decision making for intrusion tolerance in 

WSNs. The protocol relies on a new multipath constructions 

paradigm that is defined specifically for heterogeneous WSN. The 

approach leverages a reasonable increase in the network lifetime 

and a higher resilience and fault tolerance. 

 
     Index Terms- Intrusion detection system (IDS), multipath 

routing, fault tolerance, trust management, heterogeneous WSN 

(HWSN) 

I.   INTRODUCTION 

Advances in wireless communication and miniature electronics 

have enabled the development of small, low-cost, low-power 

sensor nodes (SNs) with sensing and communication capabilities. 

Therefore, the issues of Wireless Sensor Networks (WSNs) have 

become popular research subjects. WSN is infrastructure based 

network, and through the mass deployment of SNs, a WSN is 

formed. The major function of WSN is to collect and monitor the 

related information which about the specific environment. The 

SNs detect the surrounding environment or the given target and 

deliver the data to the sink using wireless communication. The 

data is then analyzed to find out the state of the target. However, 

due to the design of their hardware, WSNs suffer from many 

resource constraints, such as low computation capability, limited 

memory and limited energy. Because WSNs are composed by 

numerous low-cost and small devices which are usually deploy to 

an open and unprotected area, they are vulnerable to various types 

of attacks. A prevention mechanism is used to counteract well-

known attacks. However, prevention mechanisms cannot resist 

overall attacks. Therefore, the attacks are required to be detected. 

An Intrusion Detection System (IDS) is used frequently to detect 

the packets in a network, and determine whether they are 

attackers. Additionally, IDS can help to develop the prevention 

system through acquired natures of attack. Many wireless sensor 

networks (WSNs) are deployed in an unattended environment in 

which energy replenishment is difficult. Due to limited resources, 

a WSN must not only satisfy the application specific QoS 

requirements such as reliability, minimum delay and security, but 

also minimize energy consumption to prolong the system useful 

lifetime. 

 Recently, prior research efforts have been made to 

develop network architectures and sensor hardware in order to 

effectively deploy WSNs for a variety of applications. However, 

Due to a wide diversity of WSN application requirements, a 

general-purpose WSN design cannot fulfill the needs of all 

applications. Network parameters such as sensing range, node 

density and transmission range have to be carefully considered 

according to specific applications, at the network design stage. In 

order to achieve this, it is essential to capture the impacts of 

network parameters on network performance with respect to 
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application specifications. Intrusion detection (i.e., object 

tracking) in a WSN can be regarded as a monitoring system for 

detecting the intruder that is invading the network domain. Thus, it 

is necessary to develop the intrusion detection system (IDS) which 

is capable of handling more extensive malicious attacks with 

energy conservation mechanism to increase system lifetime. 

 In a WSN, there are two ways for the detection of an 

intruder: single-sensing detection and multiple-sensing detection. 

The intruder can be successfully detected by only a single sensor, 

in the single-sensing detection. On the other hand, in the multiple-

sensing detection the intruder can only be detected by multiple 

sensors. In some applications; the sensed information provided by 

a single sensor might not be adequate for recognizing the intruder, 

because single sensors can only sense a portion of the intruder. 

The intrusion detection can be analyzed according to the capability 

of sensors in terms of the transmission range and sensing range. In 

a heterogeneous WSN some sensors have a large power to achieve 

a longer transmission range and large sensing range. Recent 

studies [2], [3] demonstrated that using heterogeneous nodes can 

enhance performance and prolong the system lifetime. In the latter 

case, nodes with superior resources serve as CHs performing 

computationally intensive tasks while inexpensive less capable 

SNs are utilized mainly for sensing the environment. Thus, the 

heterogeneous WSN increases the detection probability for a given 

intrusion detection system. It is commonly believed in the research 

community that clustering [4], is an effective solution for 

achieving scalability, energy conservation, and reliability. 

Therefore the cluster based heterogeneous WSN can further 

improves the performance of the network. Cluster-based Wireless 

Sensor Network (CWSN) is shown in Figure 1. 

Multipath routing is considered an effective mechanism 

for fault and intrusion tolerance to improve data communication 

and data delivery in WSNs. Most prior research focused on using 

multipath routing to improve reliability [5], [6], and to tolerate 

insider attacks [7].However, these studies largely ignored energy 

consumption which can adversely shorten the system lifetime. The 

research problems are to enhance an Intrusion Detection System 

(IDS) of a clustered HWSN to prolong its lifetime operation in the 

presence of unreliable and malicious nodes. Also, to address the 

energy consumption and QoS gain in reliability, minimum delay 

and security with the goal to maximize the lifetime of a clustered 

HWSN while satisfying application QoS requirements in the 

context of multipath routing. More specifically, to analyze the 

optimal amount of redundancy through which data are routed to a 

remote sink or base station in the presence of unreliable and 

malicious nodes, so that the data delivery success probability is 

maximized while maximizing the HWSN lifetime. 

 

II.   RESEARCH ELABORATIONS 

Over the past few years, many protocols exploring the energy 

consumption and QoS gain particularly in reliability in HWSNs 

have been proposed. In [8], the optimal communication range and 

communication mode were derived to maximize the HWSN 

lifetime. In [9], the authors devised intra-cluster scheduling and 

inter-cluster multi-hop routing schemes to maximize the network 

lifetime. They considered a HWSN with CH nodes having larger 

energy and processing capabilities than normal SNs in the 

network. The solution is drawn as an optimization problem to 

balance energy consumption across all nodes within the network 

along with their roles. In either work [8], [9], no consideration was 

taken in to the account about the existence of malicious nodes in 

the network. Relative to [9] the proposed work considers 

heterogeneous nodes with different densities and capabilities. 

However, the work also considers the presence of malicious nodes 

and explores the tradeoff in energy consumption and QoS gain in 

both security and reliability to maximize the system lifetime. 

 Compared with existing works cited above, the proposed 

research  work extends from [1] with considerations given to 

explore more extensive malicious attacks, each with different 

implications to energy, security and reliability, and also investigate 

intrusion detection and multipath routing based tolerance protocols 

to react to these attacks. In addition to this the proposed work also 

consider smart and insidious attackers which can perform more 

targeted attacks, capture certain nodes with high probability, 

alternate between benign and malicious behavior and concatenate 

with other attackers to avoid intrusion detection. Also to 

investigate the use of trust/reputation management [12], [13] to 

strengthen intrusion detection through “weighted voting” [14] 

leveraging knowledge of trust/reputation of neighbor nodes. Using 

weighted voting scheme in intrusion detection system (IDS) would 

considerably reduce the false positives (FPs) and false negatives 

(FNs) ratio. The accuracy is the percentage of whole traces that are 

determined accurately, while the efficiency indicates that the 

voting algorithm performs better on reducing both FP and FN 

ratios. The weighted voting scheme achieved 90% - 95% accuracy 

and 90% - 94% efficiency. The propose work also tackle the “what 

paths to use” problem in multipath routing decision making for 

intrusion tolerance in WSNs, so to maximize the system lifetime 

of a HWSN in the presence of unreliable and malicious nodes. 

 

 
Figure 1 : Cluster-based WSN Architecture. 

 
III.   CONCLUSION 

  The proposed hierarchical dynamic trust management protocol 

for cluster-based wireless sensor networks, considering two 

aspects of trustworthiness, namely, social trust and QoS trust. The 

research work will include the development of a probability model 

utilizing various techniques to analyze the protocol performance, 

and validated subjective trust against objective trust obtained 

based on ground truth node status. Based on the protocol the 

algorithm for trust-based intrusion detection will be developing 
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using weighted voting. The algorithm will identify the best way to 

form trust out of social and QoS trust properties (i.e., identifying 

weights to assign to individual trust properties) and to assign the 

minimum trust threshold, so that the performance of trust-based 

intrusion detection is maximized, i.e., both false positives and 

false negatives are minimized. 

Also, the research will deal with the challenging issue of 

providing fault tolerance in wireless sensor networks. Firstly a 

new multipath paradigm for heterogeneous wireless sensor 

networks will be define and analyzes upon various parameters. 

Then, propose a new fault tolerant multipath routing protocol 

which discovers an important number of energy node disjoint 

paths with the slightest overhead of one message per node. 

Intensive simulations will be conducted to evaluate our protocol 

with different scenarios, sensor nodes densities and deployment 

strategies. 
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