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Abstract- There are many solution based methods created against 

Distributed Denial Of Service (DDoS) attacks are focused on the  

Transmission Control Protocol and Internet Protocol layers as a 

substitute of the high layer. An extended hidden semi-Markov 

model is proposed to describe the browsing habits of web 

searchers. A forward algorithm is derived for the online 

implementation of the model based on the M-algorithm in order 

to reduce the computational amount introduced by the model’s 

large state space. Entropy of the user’s HTTP request sequence 

accurate to the replica is used as a principle to measure the user’s 

normality. Finally, experiments are conducted to validate our 

model and algorithm. 

 

Index Terms- DDoS, M-algorithm, App-DDoS Browsing 

Behavior, Hidden Semi Markov Model. 

 

I. INTRODUCTION 

istributed Denial of Service (DDoS) attacks constitutes one 

of the major threats and is among the hardest security 

problem facing today’s Internet. Because of the seriousness of 

this problem, many defense mechanisms, based on statistical 

approaches have been proposed to combat these attacks. In 

statistical approaches to defend against DDoS attacks, the 

statistics of packet attributes in the headers of IP packets, such as 

IP address, Time-To-Live (TTL), protocol type, etc., are 

measured and the packets deemed most likely to be attack,  are 

dropped based on these measurements. Such approaches often 

assume that there are some traffic characteristics that inherently 

distinguish the normal packets from the attack ones. Therefore, 

“abnormal” traffic can be detected based on those traffic 

characteristics during a DDoS attack. Although the approaches 

based on statistics attributes of TCP or IP layers are valuable for 

certain DDoS attacks (e.g., SYN/ACK flooding), they are not 

always workable for some special DDoS attacks which work on 

the application layer. This has been witnessed on the Internet in 

2004, when a worm virus named “My doom” used pseudo HTTP 

requests to attack victim servers by simulating the behavior of 

browsers. Since the DDoS defense mechanisms that are based on 

the statistical attributes of lower layer information could not 

distinguish the abnormal HTTP requests from the normal ones, 

the victim’s server soon collapsed. In this project, we call such 

application-layer DDoS attacks “App-DDoS” attacks. 

 

II. D-WARD SYSTEM 

 

         The D-Ward Systems do not take into account the user’s 

series of operations information (e.g., which page will be 

requested in the next step) and methods need intensive 

computation for page content processing and data mining, and 

hence they are not very suitable for online detection. The 

methods omit the dwell time that the user stays on a page while 

reading and they do not consider the cases that a user may not 

follow the hyperlinks provided by the current page. It is very 

hard to identify DDoS attack flows at sources since the traffic is 

not so aggregate. From a network’s perspective, protecting is 

considered ineffective. Attack flows can still incur congestion 

along the attack path. So it leads to network congestion.  

 

III. DISTRIBUTED DENIAL OF SERVICE 

PREVENTION (DDOSP) 

         In the proposed approach namely DDoSP we can able to 

detect DDos attack based on TCP connection and web user 

browsing behavior can be abstracted and profiled by users’ 

request sequences. Thus, we can use a universal model to profile 

the short-term web browsing behavior, and we only need the logs 

of web server to build the model without any additional support 

from outside of the web server. Browsing behavior can be 

described by three elements: HTTP request rate, page viewing 

time, and requested sequence (i.e., the requested objects and their 

order). 

 

3. 1. ANOMALY DETECTION 

         Anomaly detection relies on detecting behaviors that are 

abnormal with respect to some normal standard. Many anomaly 

detection systems and approaches have been developed to detect 

the faint signs of DDoS attacks.  

 

3.2 DDoS PREVENTION ARCHITECTURE 

 

 Login/Registration 

 Anomaly detection 

 Browsing behavior 

 Prevent the attack 

 Sign out 

 

3.2.1 LOGIN/REGISTRATION 

         The Valid user enter into login to send data to available 

network systems, if the user doesn’t register it will move to new 

user creation  from. In this Module Collecting the general user 

details and store database for future references. It has Name, 

Password, Confirm Password and Email address. 
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3.2.2 ANOMALY DETECTION 

         Anomaly detection relies on detecting behaviors that are 

abnormal with respect to some normal standard. Many anomaly 

detection systems and approaches have been developed to detect 

the faint signs of DDoS attacks. 

 

3.2.3 BROWSING BEHAVIOR 

         Website can be characterized by the hyperlinks among the 

WebPages and the number of in-line objects in each page. When 

users click a hyperlink pointing to a page, the browser will send 

out a number of requests for the page and its several in-line 

objects. The above details help to easily detect the browsing 

behavior. 

 

3.2.4 PREVENT THE ATTACK 

         By the use of a DDoS tool the source IP address of the 

attacking packets can be spoofed and this way the true identity of 

the secondary victims is prevented from exposure and the return 

packets from the victim system. Then deny the access of the 

users. 

 

3.2.5 SIGN OUT 

         This module helps the client to sign out from the page. The 

record of the page accesses and the client are shown in 

Figure.1and Figure.2. 

 

 
 

Figure 1 Records of Page Accessed 

 

 
 

Figure 2 Files Accessed by Client 

 

3.3 Advantages 

         We can make these systems to take into account the user’s 

series of operations information. The dwell time that the user 

stays on a page while reading and we can find cases that a user 

may follow the hyperlinks provided by the current page. For 

ddos attack: Distribution: the number of hosts sending packets to 

the destination in each observation period Continuity: reflect to 

the observation that a DDoS attack always lasts for an extended 

period of time and the packet filter is the most effective one.  

 

IV. CONCLUSION 

         Undoubtedly, DDoS attacks present a serious problem in 

the Internet and challenge its rate of growth and wide acceptance 

by the general public, skeptical government and businesses. One 

great advantage of the development of DDoS attack and defense 

classifications is that effective communication and cooperation 

between researchers can be achieved so that additional 

weaknesses of the DDoS field can be identified. These 

classifications need to be continuously updated and expanded as 

new threats and defense mechanisms are discovered. Their value 

in achieving further research and discussion is undoubtedly large. 

A next step in this path would be to create sets of data and an 

experimental test bed so that all these various mechanisms can be 

compared and evaluated. 

 

V. FURTHER SCOPE 

         We focused on the detection of App-DDoS attacks and 

presented a new model to describe browsing behavior of web 

users based on a large-scale Hidden semi-Markov Model. A new 

on-line algorithm based on the M-algorithm was designed for the 

anomaly detection. A set of real traffic data collected from an 

educational website and a generated App-DDoS attack traffic 

were used to validate our model. 
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