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    Abstract- Wireless networks are generally referred to 

computer networks that are not connected by using cables. 

Wireless telecommunication takes place by a transmission 

system called radio waves. Spread spectrum concept is used as 

the modulation technique in the physical layer data transmission. 

The transmitter and receiver use spreading codes in order to 

encode and decode the data. Since radio frequency is essentially 

an open medium, jamming can be a huge problem for wireless 

networks. The jamming attack are often attempt to inject a high 

level of noise, thereby lowering signal-to –noise ratio by which it 

can significantly reduce the achievable rate of communication. 

To overcome the jamming attack, we introduce neighbour node 

technique in this paper. By generating neighbour node discovery 

protocol, one fully received data by anyone of the receivers will 

be shared among the group of receivers thereby we mitigate 

jamming attack. Finally we demonstrate our scheme approach by 

using ns-2, discrete event network stimulator that generate best 

possible performance. 

 

    Index Terms- Broadcast Networks, Jamming Attack, 

Spreading Code 

 

I. INTRODUCTION 

ireless Broadcast Networks are computer networks that 

form the communication medium without the usage of 

cables. They are generally formed by the transmission system 

named radio waves. These radio frequencies are used in the 

transmission of data in the physical layer. Since radio frequency 

is an open medium it is easily subjected to jamming attack by the 

adversaries. In this jamming attack, the jammer injects high level 

of noise to the radio signal by lowering signal-to-noise ratio. This 

indeed reduces the rate of communication in the wireless 

networks. The effective countermeasure is to increase the 

bandwidth, where the spread spectrum concept is used as the part 

of modulation technique. The spread spectrum system uses the 

increasing modulation concept, by which the transmitter and 

receiver use the spreading code for encoding and decoding 

respectively. 

     In spread spectrum, the code used is thus symmetric in nature, 

where the transmitter and the receiver use the same information 

for encoding and decoding. Generally jamming appears noise 

like unintended signal upon decoding, and these signals are 

blindly filtered at the receiver end until the jammer does not 

discover the usage of spreading code. But if a jammer 

compromises anyone receiver and detects the code then the 

benefit of using spread spectrum against jamming is lost. In case 

of point-point communication the modulation concept works 

well since the single transmitter transmits the data to single 

receiver whereas in broadcast networks the single transmitter 

broadcasts data to multiple receivers so it is difficult to prevent 

jamming attack. 

     However, we introduce the spreading code concept in order to 

provide secure communication. The generation of code used by 

the transmitter and receiver is generally increased. Initially the 

transmission of data taken place in j+1 code simultaneously the it 

is optimized to form 2j+1 code generation. Here, j refers to 

number of jammers where each transmission is sent on at most 

2j+1 code simultaneously. The usage of codes is generally 

symmetric. Thus the keying scheme provides the considerable 

amount of transmission rate. In case if the transmission takes 

place with more number of spreading codes then the transmission 

rate is divided among the codes so in order to reduce this, tree 

remerging technique is introduced. By using this technique the 

benign users are grouped together and share the same spreading 

code thereby providing satisfactory amount of quality of service. 

The QPSK modulation of transmitting bits  by selecting any one 

of the possible carrier phase shifts. In this paper we consider our 

network formation as the tree scheme. In the tree approach, we 

generally categorize root node and leaf nodes. In case if any new 

node enters into the networks, it should be authenticated by the 

root node which is meant as the transmitter. By authenticating, 

the newly generated node should will be recognized by all the 

other nodes that are already present in the network by sending 

the acknowledgement. Again the new code should be generated 

by the root node and transmitted to all the receivers in the 

network. Here, the leaf code works in the communication among 

the nodes at the receiver end thereby authenticating and 

communicating with the newly generated node. 

      

     We optimize this scheme by introducing our proposed 

concept of neighbour node (NN) technique for secure data 

transmission. The transmitter need not retransmit the lost data to 

the particular receiver again. Instead, one fully received data can 

be shared among the receivers in the network. We present all 

necessary background of the paper in Section ΙΙ, we elaborate the 

modulation concept used and our system design. We then 

examine the keying scheme used in the broadcast networks in 

Section ΙΙΙ. The jamming mitigation by our proposed system will 

be illustrated and simulated by presenting the results in Section 

ΙV and conclude in Section V. 

 

W 



International Journal of Scientific and Research Publications, Volume 2, Issue 5, May 2012                  2 

ISSN 2250-3153  

www.ijsrp.org 

II. SYSTEM DESIGN 

    In this proposed system, we used modulation technique to 

elaborate the communication channel. The spread spectrum 

concepts revolve around two modulation techniques namely: 

direct sequence- code division multiple access (DS-CDMA) and 

fast frequency hopping – code division multiple access (FFH-

CDMA). The telecommunication takes place with spread 

spectrum technologies of using more bandwidth than the 

information signal that is being modulated. 

 

A .Fast Frequency Hopping Spread Spectrum 

     The FHSS modulation technique uses the available channels 

to transmit and receive data, but rather than staying on any one 

channel, it rapidly switches between channels using a 

pseudorandom pattern that is based on an initial key; this key is 

shared between the participants of the communication session. If 

interference affects only a few of the channels, this interference 

is minimized because each channel is used only briefly. If the 

interference is broad, it can still affect all the channels that are in 

use. This modulation technique requires that the initial seed or 

key be shared, but after that has happened, it is very difficult to 

eavesdrop on. 

 

B. Direct Sequence Spread Spectrum 

    Direct-sequence spread-spectrum transmissions multiply the 

data being transmitted by a "noise" signal. This noise signal is a 

pseudorandom sequence of 1 and −1 values, at a frequency much 

higher than that of the original signal. The resulting signal 

resembles white noise, like an audio recording of "static". 

However, this noise-like signal can be used to exactly reconstruct 

the original data at the receiving end, by multiplying it by the 

same pseudorandom sequence (because 1 × 1 = 1, and −1 × −1 = 

1). This process, known as "de-spreading", mathematically 

constitutes a correlation of the transmitted PN (pseudo noise) 

sequence with the PN sequence that the receiver believes the 

transmitter is using. The resulting effect of enhancing signal to 

noise ratio on the channel is called process gain. This effect can 

be made larger by employing a longer PN sequence and more 

chips per bit, but physical devices used to generate the PN 

sequence impose practical limits on attainable processing gain. 

If an undesired transmitter transmits on the same channel but 

with a different PN sequence (or no sequence at all), the de-

spreading process results in no processing gain for that signal. 

This effect is the basis for the code division multiple access 

(CDMA) property of DSSS, which allows multiple transmitters 

to share the same channel within the limits of the cross-

correlation properties of their PN sequences. The node senses its 

neighbourhood knowledge with the help of neighbour discovery 

protocol. This protocol provides the identification of which node 

is present nearby in the network by communicating via 

neighbour discovery protocol. This protocol takes place in three 

different phases by which they rely on. They consist of three 

messages in order to verify which node is present nearby. Those 

three types of messages are: leave, join, and join-reply. When a 

node is about to move into a new region, it broadcasts a leave 

message some time before leaving. This message indicates to its 

neighbouring nodes that they should begin tearing down the 

corresponding link if appropriate. When a node enters a new 

region and determines that it is going to remain there for 

sufficiently long, it broadcasts a join message. This message 

indicates to the neighbours that they should start setting up the 

corresponding link if they don't have one already. 

 

C. Neighbouring Discovery Process 

     It also serves as a request to learn the ids of neighbours. 

Nodes that receive a join message send a join reply message in 

response so that the original node can learn their ids. The timing 

of these messages ensures that the proper semantics of the 

corresponding links are maintained. This means that the 

overhead for setting up and tearing down links is taken into 

account, and reliable message delivery is guaranteed when a link 

is in the Up state Suppose that the time overhead for setting up a 

link between two neighbours is given by δ LU, and the time 

overhead for tearing down a link is given by δ LD. A node 

broadcasts a join message upon entering a new region only if it is 

going to remain there for at least the amount of time required to 

set up a link and to tear it down. Thus a node broadcasts a join 

message if it is going to remain in its new region for at least δLU 

+δLD + L time in the future where L<=0 is an application 

provided parameter. 

 

III. KEYING SCHEME 

    Asymmetric cryptography such as RSA algorithms and Diffie 

– Hellman rely on the alleged asymmetry of certain 

computational functions to achieve public-key cryptography and 

digital signatures. Our work differs in that it overlays an 

inherently symmetric operation: wireless transmission. 

 

KEY GENERATION ALGORITHM: 

 

To generate the encryption and decryption keys, we can 

proceed as follows. 

1. Generate randomly two “large” primes p and q. 

2. Compute n = pq and _ = (p − 1)(q − 1). 

3. Choose a number e so that 

gcd(e, _) = 1. 

4. Find the multiplicative inverse of e modulo _, i.e., 

find d so that 

ed _ 1 (mod _). 

This can be done efficiently using Euclid’s Extended 

Algorithm. 

The encryption public key is KE = (n, e) and the 

decryption private key is KD = (n, d). 

The encryption function is 

E(M) = Me mod n. 

The decryption function is 

D(M) = Md mod n. 

These functions satisfy 

D(E(M)) = M and E(D(M)) = M 

for any 0 _ M < n. 

? ? ? 

Let’s look at a numerical example. 

1. Let p = 7 and q = 13 be the two primes. 

2. n = pq = 91 and _ = (p − 1)(q − 1) = 72. 

3. Choose e. Let’s look among the primes. 

• Try e = 2. gcd(2, 72) = 2 (does not work) 

• Try e = 3. gcd(3, 72) = 3 (does not work) 
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• Try e = 5. gcd(5, 72) = 1 (it works) 

We choose e = 5. 

4. Let’s find d. We want to find d such that 

ed _ 1 (mod _) 

which is equivalent to find d such that 

ed + _k = 1 

for some integer k. Recall that gcd(e, _) = 1. 

We can use the Extended Euclid’s Algorithm to 

find integers x and y such that 

ex + _y = gcd(e, _). 

If e = 5 and _ = 72, we find x = 29 and y = −2. 

Indeed, 5(29) + 72(−2) = gcd(5, 72) = 1. Then, 

d = 29. 

In general, we use d = x mod _. 

5. The encryption function is 

E(M) = Me mod n = M5 mod 91. 

The decryption function is 

D(M) = Md mod n = M29 mod 91. 

6. Suppose the message is M = 10. 

E(M) = E(10) = 105 mod 91 = 82 

D(E(M)) = D(82) = 8229 mod 91 = 10 

7. Let’s see how to compute efficiently 8229 mod 91 

using the square-and-multiply algorithm. 

(82)1 _ 82 (mod 91) 

(82)2 _ 81 (mod 91) 

(82)4 _ (81)2 _ 9 (mod 91) 

(82)8 _ (9)2 _ 81 (mod 91) 

(82)16 _ (81)2 _ 9 (mod 91) 

Since 29 = 16 + 8 + 4 + 1 (in binary 29 is 11101), 

we deduce that 

8229 _ (82)16(82)8(82)4(82)1 (mod 91) 

_ (9)(81)(9)(82) (mod 91) 

_ 10 (mod 91) 

We conclude that 8229 mod 91 = 10. 

 

     The effectiveness of jamming and the difficulty of 

differentiating jamming from congestion have previously been 

discussed, but no solutions were proposed to traverse the jammed 

area jammed regions. 

 

A. Spreading Codes 

     The current use of spreading codes in a spread-spectrum 

system is analogous to a symmetric-key cryptosystem, in which 

an encryption code and the corresponding decryption code are 

easily derivable from each other. For example, in the FFH-

CDMA system, encoding and decoding both use the same 

hopping pattern. By keeping each hopping pattern a secret 

between the transmitter and receiver, the hopping pattern 

effectively serves as a cryptographic key for both encryption and 

decryption. In particular, without the knowledge of the hopping 

pattern in use, a jammer at each time slot must randomly choose 

a set of frequency bands on which to emit power. If the jammer 

selects too many bands, then its effective power in each band is 

substantially reduced. On the other hand, if the jammer fails to 

jam most of the frequency bands specified in the hopping pattern, 

then the legitimate received. A spreading code can thus be 

viewed as a secret key signal will likely have a higher received 

power level than the jamming signal after decoding and is likely 

to be successfully between the sender and the receiver, such that 

a jammer without the key is unable to effectively jam a message 

sent using that code. This symmetry presents significant 

challenges to the design of a broadcast system: A symmetric key 

should not be shared; otherwise a single compromised user can 

jam in a way that cannot be rejected by using spread spectrum 

alone. We present a protocol in which a broadcast transmitter 

possesses more knowledge than any proper subset of receivers, 

thereby creating an asymmetric system that allows detection and 

isolation of jammers. 

 

IV. JAMMING DETECTION AND MITIGATION 

A. Tree Scheme Approach 

     Each broadcast transmitter uses a structure similar to the 

multicast key tree. Each transmitter builds a balanced binary tree 

of randomly generated spreading codes. The transmitter 

associates each legitimate receiver with a unique leaf in this 

binary tree and gives this receiver the spreading codes 

corresponding to that leaf and all ancestors of that leaf in the tree.  

 
Figure 1: Node Creation in the form of tree structure 

 

     For example, in the fig.1, user 31 would have access to 

spreading codes 28 and 41.In the initial phase of our protocol, a 

transmitter transmits to all receivers on a single spreading code; 

specifically, it would choose the spreading code corresponding to 

the root of the tree. Transmissions on this spreading code can be 

decoded by any legitimate (benign and compromised alike) 

receiver if the code is not jammed. To receive a message, each 

receiver simply decodes the signal using all the codes he knows. 

If a receiver does not have enough computation ability to decode 

using all codes he knows simultaneously, the receiver can 

sequentially try all codes, using only a subset of codes in each 

time instance. 

 

1) Jamming Detection: When the transmitter sends a packet, it 

will do so on the current minimal safe cover, on which no 

jamming had been previously detected, so that all legitimate 

receivers can decode the packet. In order to detect further 

jamming activities, the transmitter additionally transmits on a test 

spreading code that is randomly chosen from among the 

descendants of the cover. This redundant test spreading code 

allows the transmitter and receivers to cooperatively detect 

jamming on any spreading code in the cover that is an ancestor of 
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the test spreading code. We call this ancestor code the detectable 

spreading code. 

     If no jammers are present, each receiver should get either one 

or two identical messages; the first encoded using one of the 

codes from the cover, and possibly a second encoded using the 

test code. If any receiver receives the second message without 

receiving the first, then he should suspect jamming on the 

detectable code. Any receiver detecting jamming in this manner 

should report that finding to the transmitter, for example by 

transmitting a JAMMING DETECTED message using the leaf 

code shared between the transmitter and the detecting receiver 

(because no jammer knows that leaf code). The transmitter can 

then spend a short time period listening for these jamming 

reports on the leaf codes corresponding to the set of receivers 

that can receive the test message. For example, if a parent code 

of two leaf codes was chosen as the test code, the transmitter 

listens on the two children leaf codes for any jamming report for 

some time after testing. In some instances, jamming on the 

detectable code will not be detected. This can happen either 

when the message is also lost on the test code or when all benign 

users who hold the test code are absent. 

  

B. Code Tree Merging 

     We describe a tree remerging scheme that is equivalent to 

reassigning codes in order to merge two groups of receivers, 

where each group represents a subtree of the original code tree. 

Our tree remerging scheme allows a transmitter to split and 

reform code tree to reduce the number of codes in the cover. Our 

remerging scheme is crucial in conserving the number of codes 

on which a transmitter must transmit simultaneously. When new 

tree nodes are created, new codes are also created. To 

disseminate these codes, the transmitter periodically broadcasts 

new ancestor codes on codes that were part of the original tree. 

For example, if was a code on the original tree, and the main tree 

has new ancestors for , the transmitter will broadcast the codes of 

those new ancestors using the code , so that all receivers with  

code can learn the new ancestor codes. Because of mobility and 

varying wireless propagation conditions, these broadcasts may 

need to be repeated periodically. Another approach is to 

disseminate the current cover using the testing mechanism. When 

the base station transmits on a test code, the message includes all 

ancestor codes of that particular test code.  

     Thus, whenever a code known to a receiver is selected for 

testing, that receiver is able to update the ancestor codes to which 

he has access. This dissemination technique is desirable since 

some receivers might not know the current cover and would 

redundantly report jamming detection when tested. All our 

algorithms will require the tree to start this way and will return 

the tree to this condition when complete. Our tree operations may 

change the ancestors of some tree nodes; in this case, we 

randomly generate new codes for all affected ancestor nodes and 

disseminate the new codes as described later in this section. 

When new tree nodes are created, new codes are also created. To 

disseminate these codes, the transmitter periodically broadcasts 

new ancestor codes on codes that were part of the original tree. 

This process is illustrated by representing the nodes in the below 

figure in the tree structure. The following example is based on 

the empty nodes and the height of the tree. Upon these attributes 

the ancestor code is generated.  

 
Figure.2. Code tree is merged with the main tree. (a) Main tree 

and tree to be inserted. (b) and (c) show the right half of the tree 

in (a). (b) Code tree is merged by being inserted into the leftmost 

place that it would “fit.” (c) Resulting main tree after subtrees are 

swapped to keep all nonempty nodes flush to the left 

 

C. Neighbouring Node Technique 

     Initially, all receivers should be at the transmission range to 

overcome jamming. Usually the data transmission is done with 

the help of spreading codes. These codes are used at the encoding 

and decoding ends in order to receive secure data without the 

loss of packet. In our proposed system, we introduce neighbour 

node technique. This technique involves in avoiding jamming 

attack in wireless networks. We introduce this concept that tends 

to deliver secure data to the receiver.  The brief illustration will 

be given by the following figure for this technique. This can be 

explained using a tree pattern in which each node is considered 

to be neither receiver nor transmitter. We just represent the nodes 

in the tree assumption.  

Figure 3: Representation of Jammed Node as C3 

 

 

In Fig.3, the jammed node is represented as C3, when jamming is 

detected then the root node has to resend the data through 

alternate path. Consider the transmitter has to choose C2 as the 

alternate path and use other possible spreading code and transmit 

the data. In our proposed system, in order to avoid time delay and 

high data efficiency rate the NN technique is used. In this 

concept, one fully received data by anyone of the receiver will be 

shared and sent to the other receiver that does not receive the 

accurate data. By using this concept, the data is received without 

any damage and data efficiency is also improved.     
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V. CONCLUSION 

The proposed system provides the secure data communication. 

The utilization of spreading codes used for encoding and 

decoding enables the communication to authenticate users, 

thereby unauthorized users cannot access the data. The 

implementation of neighbouring node technique provides data 

accuracy and efficiency. This emphasize on sharing the data 

among the receivers, added with reduction of time delay in 

receiving the data. The fully received data by anyone of the 

receiver will be shared and thereby providing less time 

consumption in receiving the accurate data. This also leads to 

conserve usage of spreading codes during data communication. 

We simulate our proposed system by using ns2 simulator that 

provide best possible results and performance that improve the 

high data transmission rate and to avoid jamming attack.   

 

VI. EXPERIMENTAL RESULTS 

Ns or the Network simulator (also popularly called ns-2) is a 

discrete event network simulator. It is popular in academic for its 

extensibility (due to its open source model) and plentiful online 

documentation. Ns is popularly used in the simulation of routing 

and multicast protocols, among others, and is heavily used in ad-

hoc networking research. Ns supports an array of popular 

network protocols, offering simulation results for wired and 

wireless networks alike. It can be also used as limited –

functionality network emulator. Ns is licensed for use under 

version 2 of the GNU General Public License.  Ns or the 

Network simulator (also popularly called ns-2) is a discrete event 

network simulator. It is popular in academic for its extensibility 

(due to its open source model) and plentiful online 

documentation. 

This simulator is used in our project implementation. 

According to the neighbouring node technique, the software 

initially creates network with node formation. Originally, the 

data is transmitted to the series of receivers through varies nodes, 

in case of any jamming cause, then the receivers requests the 

neighbour node and receive the data in secured manner. This 

process is illustrated clearly using network simulator. Following 

are our implementation screenshots of our project. 

 

 

 

EXECUTION SCREENSHOTS: 

 

 
Formation of Possible Paths from Transmitter to Particular Receiver 
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Transmission of data 
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Detection of Jammed Node 

 

 
 

Transmission of Data from Neighbour Node after Jamming Takes Place 
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