International Journal of Scientific and Research Publications, Volume 3, Issue 1, January 2013
ISSN 2250-3153

1

Clustering Techniques for the Identification of Web User
Session
Nirmala Huidrom*, Neha Bagoria**
*
**

Department of Computer Science and Engineering, Jodhpur Institute of Engineering and Technology
Department of Computer Science and Engineering, Jodhpur Institute of Engineering and Technology

Abstract- The web user-session can be defined as a set of several TCP connections generated by a single user while surfing the
web during a given time frame. An activity period, i.e. session, is terminated by a long silent period. This activity period is comprised
of several TCP connections which may be used to transfer data. However, identification of active and silent period is not trivial.
Correct identification of session is the main goal of our study. Traditional method used threshold-based mechanism for the
identification of web user-sessions which required a priori definition of the threshold value. This method is very sensitive to the
threshold value, which is very difficult to set correctly. By using clustering techniques, web user-sessions can be identified without
requiring a priori definition of threshold values. This paper is based on the definition and identification of web user-sessions. The main
goal of this paper is to exploit the property of clustering techniques to group TCP connections in order to identify web user sessions
and to compare the performance with that of the threshold-based mechanism.
Index Terms – Clustering method, session identifications, similarity measurement, web server log.

I. INTRODUCTION

N

owadays, World Wide Web (www) becomes a powerful platform to distribute and to retrieve information. They can be accessed
by companies, governments, universities, students, teachers, businessmen and some users. Because of the rapid growth of the
web, the field related to web becomes an important research area. One such research area includes retrieval of useful information from
the web server log. Web server log is a text file created by web server which record activity of users on the servers. Log file come in
several different formats. One such format looks like this:
128.159.122.137 - - [01/Aug/1995:11:01:04 -0400] "GET /finance/main.htm HTTP/1.0" 200 1974.
Each record contains IP address, username, timestamp, access request, result status code and bytes transferred. Log file may
contain one to ten thousands records of requests every day. To retrieve the useful information from this large amount of information,
log entries should be grouped into session by using some techniques. The most commonly used technique for identifying session is
the timeout method. In this method, if the inter-arrival time between two TCP connections is smaller than the pre-defined threshold
value then the connections are part of the same session and if the inter-arrival time is larger than the threshold value than the second
connections is the first element of a new session. The main limitation of this method is that they are very sensitive to the threshold
value and required a priori definition of the threshold value. If the threshold value is not correctly set then the following errors may
occurs:

If the threshold value is too large then the condition for combining two unrelated connections in the same session
may arrive.

If the threshold value is too small then the condition for separating two related connections into two different
sessions may arrive.
To overcome the limitations of the threshold-based mechanism, most researchers used different clustering techniques to identify
web user-sessions. Informally, clustering is the process of dividing the given data into groups of similar objects in such a way that
objects in the same cluster are similar to each other but different from objects of other clusters. The clustering is also known as cluster
analysis, data clustering, segmentation analysis, unsupervised classification or taxonomy analysis. Clustering is widely used in
numerous applications such as pattern recognition, data analysis, image processing etc.
The main aim of this paper is to exploit the property of clustering techniques to identify the web user sessions. Performance is
compared with that of the threshold based mechanism and concludes that algorithm that used clustering technique is more robust than
the threshold based mechanism.
The remainder of this paper is organized as follows: First, the section, related work, contains a brief overview of the methods that
have been applied till date for the identification of web user session. Then, in the next section, clustering techniques is described in
detail. The method for identifying web user session by using clustering techniques is explained in the section “Using clustering
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techniques on web server log”. In the section, performance analysis, the performance of the algorithm is presented and compared it
with that of the threshold based mechanism. The last section of this paper provides the conclusions and future works.
I. RELATED WORK
There are several definitions and session identification methods reported in the literature. In [1], web user session is defined based
on the four stages: submission of query, IR component invocation, selection and navigation and reformation. In [2], web user session
is defined as a set of TCP connections created by a given user while surfing the web during a given time frame. The author of [4] used
three approaches for defining session. The first approach is IP and cookies, the next approach is IP, cookies and a temporal limit on
intra session interactions and the last approach is IP, cookies and query reformulation patterns. The first and second methods are
system oriented variables and the third method is the combination of user-oriented variables and system-oriented variables. For the
first method they used the IP and cookies to identify unique users, the second method used a threshold of 30 minutes which was used
to define two distinctive sessions of the same unique user. For the last method, the IP and cookies were used to identify unique users
and the query reformulation pattern to identify the limit between two sessions considered as determined by a query which no term in
common with the precedent one.
The most common and simplest method for the session identification is the threshold based mechanism, which is also known as
the timeout method. In this method, a session is identified between two requests if the inter-arrival time between the two requests is
greater than the predefined threshold value. The author of [5] used the threshold value of 100 sec, while the author of [6] used the
threshold value of 1 sec. The result of this method is affected with different threshold value. This method is works well if the
threshold value is correctly matched to the values of connections and session inter-arrival times. In [7], the authors used the timeout
method on two web logs. Initially they set large threshold value and then gradually decreased. They concluded that the optimal
threshold was found in the range of 10-15 minutes.
Other authors used different types of methods to identify web user session. The author of [3] developed an algorithm for session
identification. They used page threshold with Frame page to develop the algorithm for identifying web user-session. They first identify
specific users and then filter the frame page. The next and last step is to combine the contents of each page and all web structure
forming actual session. In [8], the author used IP address, browsing agent, intersession and intra-session timeouts, immediate link
analysis between referred pages and backward reference analysis to develop a technique for identifying user-session boundaries. They
analyze with different server’s logs and show that their technique identifies user session boundaries and generate all relevant user
session sequences. The author of [10] develops an algorithm for session identification by using statistical language modeling.
II. CLUSTERING TECHNIQUES
This section describes the overview of the clustering techniques. Informally, clustering can be defined as the process of dividing
the given data into groups of similar objects in such a way that objects in one cluster are similar to each other and different from those
objects which are in the other clusters. Clustering techniques are described in detail in [9]. The goal of this paper is to exploit this
property of clustering to group connections to identify web user sessions.
Let X denotes the metric space, a set containing notions of metric or distance. This metric space is also known as sampling space.
Let a set of samples which have to be grouped to form K cluster be
S={x1, x2, x3, ......................., xN}
Where xi belong to X; i=1, 2, 3………N.
The main purpose of this work is to find the partition C= {C1, C2, C3,…………, CK} such that UiCi=S and Ci∩Cj=Ф. C1, C2,
C3,…………, CK are clusters. Clusters contain similar samples while samples in the different clusters should be dissimilar. The
measurement of similarity between two samples or two clusters plays an important role in clustering method since every clustering
techniques depends on the similarity or dissimilarity between two data points. Clustering methods are of no used if there is no measure
of similarity or dissimilarity between two data points.
To determine the dissimilarity between two objects, it is common to used distance measure. The Euclidean distance is commonly
used for distance measure which is given by:
d

1

d euc ( x, y )  [ ( x j  y j ) 2 ] 2
j 1

A. The Hierarchical Agglomerative Approach
The hierarchical agglomerative methods are based on measures of distance between clusters. This method merges those two
clusters that are nearest to form a reduced number of clusters. This is repeated, each time merging the two closest clusters, until just
one cluster, of all the data points, exists. Before the procedure starts, each sample is associated to a different cluster, i.e., Ci={xi}, thus
the number of cluster Nc is equal toN=|S|. Then, the nearest clusters are merged. This process is repeated and the procedure ends when
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all the given samples are merged to the same cluster i.e. C=S={x 1, x2,……..,xN} and Nc=1. At each step, the quality indicator function
γ(s) is evaluated. Finally, the set S is clustered by using the optimal number of clusters N c=N-(i-1) such that γ(i)- γ(i-1) is maximized. The
quality indicator function measures the distance between the two closest clusters at step i. A sharp increase in the value of quality
indicator function indicates the merging of two clusters which are too far apart.
B. The Partitional Approach
k-means algorithm is an algorithm of a partitioning clustering technique. In this algorithm, the number of clusters is fixed. T his
algorithm starts by selecting an initial partition with k clusters containing randomly chosen samples. Then we compute the centroids of
the clusters. By generating a new partition, we assign each sample to the closest cluster center. Then we calculate new cluster centers
as the centroids of the clusters.
Centroid is defined as the mean value of the cluster samples.
 k

i.e

ci



1
| Ci |

x

k

k=1,2,…………..,n.

xCi

Where n is the size of the sampling space.
This process is repeated until the number of samples which are moved to different cluster is negligible.

III. THRESHOLD BASED ALGORITHM
Threshold based algorithm is the simplest method that was used by many researchers for the identification of user-session. This
algorithm is also known as the timeout method. The threshold based algorithm required to select a threshold value before running the
algorithm. Based on this value, the algorithm identifies the sessions. So, the result of this algorithm is different for different threshold
value i.e. threshold based algorithm depends on proper selection of threshold value. Threshold based algorithm gives accurate session
if the pre-defined threshold value is correctly set. That’s mean that optimal threshold value gives almost accurate session.
The algorithm works as follows:
The procedure starts with the proper selection of threshold value. Based on this value, the following condition is checked:




If the inter-arrival time between the consecutive connections is less than the threshold value, then the two connections are in
the same session.
If the inter-arrival time between the consecutive connections is greater than the threshold value, then the two connections are
in different sessions i.e. the first connection is the last element of the current session and the second connection is the first
element of the next session.

The main limitation of this algorithm is that it requires a priori definition of the threshold value which is very difficult to set correctly.
If the threshold value is too small, then the condition for separating two related connections in different sessions may occur. On the
other hand, if the threshold value is too large then the condition for merging two unrelated connections in the same session may arrive.
So, this algorithm is difficult to use in practice.
IV. USING CLUSTERING TECHNIQUES ON WEB SERVER LOG
The log file used in our experiments was extracted from NASA website that can be freely downloaded from the link
http://ita.ee.lbl.gov/html/contrib/NASA-HTTP.html. Before running the algorithm, the first step is to perform data cleaning for
removing the irrelevant and redundant log entries. There are three main kinds of irrelevant information to be removed. First,
embedded file which embedded in the web page should remove. A request made by a user to view a particular page usually results in
several log entries because some embedded file such as graphics and scripts are downloaded along with the web page. It is
unnecessary to include the file requests that the user did not explicitly request. Elimination of such information can be done by
checking the suffix of the URL name. So, those entries which have the type extensions: .GIF, .JPEG and .JPG etc. are removed. The
second irrelevant information to be removed is error’s request. This can be removed by checking the status of request. There are four
classes of status code. They are success (200 series), redirect (300 series), failure (400 series) and state error (500 series). Those
entries that correspond to the status code which is not equal to 200, are removed. The last irrelevant information to be removed is the
entries with the ‘HEAD’ method. The next step is to identify users. For user identification, we consider each IP address as a single
user and we select those users which have more than 800 TCP connections for our experiment.
After user identification, the next step is to select a proper clustering technique for session identification. Hierarchical clustering
technique is easy to implement but this technique does not scale well with large number of samples. Whereas partitional clustering
technique require a priori knowledge of the number of clusters in advance which is not easy to predict but this technique is relatively
efficient. In order to take the advantages and to avoid the limitations of both methods, we used both algorithms i.e. hierarchical and
partitional algorithms. First partitional algorithm is used to obtain an initial clustering. This is performed by selecting a large number
of clusters. But the number of clusters must be less than the number of samples. The next step is to apply hierarchical agglomerative
clustering algorithm to the result obtained from first step. The hierarchical agglomerative clustering technique is used to combine the
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clusters in order to obtain a good estimation of the final number of clusters. To get a fine definition of number of clusters, a partitional
clustering algorithm is used as a last step. The detail description of each step is given below.
A.

Partitional clustering approach

The first step starts with k-mean clustering method with k cluster. The k cluster is chosen as large as possible but it should be less
than the number of samples. The distance between any two adjacent samples is then calculated. Farthest (k-1) couples are taken
according to the distance metric to determine k intervals. Let Tint be the inferior bounds of the intervals and Tsup be the superior
bound of the intervals. Then the centroid of each cluster is calculated as
centroid=( Tsup + Tint)/2
The partitional algorithm is then iteratively run to obtained k initial clusters. Each cluster C is represented by a small subset R(C)
of samples. |R(C) | may be less than or equal to 2 since the metric space is R. The representative samples R(C) may be either the
cluster centroid or single linkage procedure.
B.

Hierarchical agglomerative approach

A hierarchical agglomerative algorithm is iteratively run using representative samples obtained from step 1. The number of steps is
k since the procedure starts with k initial clusters. Hierarchical agglomerative procedure merges the two closest clusters at each step.
After merging the two clusters, distances between clusters are recomputed. This process is repeated. The process ends after k
iterations.
The clustering quality indicator function which measures the distance between the two closest clusters is used to select the best
clustering among those determined in the iterative process. Quality indicator function is denoted by γ(s). At each step s, the clustering
quality is calculated to find if the optimal number of clusters has been found. Let Cj(s) denote the jth cluster of step s. At each step, the
procedure evaluates the quality indicator function γ(s):

 (s) 
Where

(s)
( s )
d min
 d min
( s )
d min

(s)
d min
 min d (C (j s ) , Ck( s ) ),
j ,k  j

( s )
d min


1 s 1 ( l )
 d min ,
s  1 l 1

A sharp increase in the value of γ(s) indicates that the merging procedure is artificially merging two clusters which are too far apart.

Figure 1: Sample plot of the quality indicator function.

The optimal number of clusters Nc is determined as:
Nc=N-(argmaxs(γ(s)- γ(s-1))-1)
C.

Final clustering creation

The last step is to find a fine definition of Nc clusters. In this step, a partitional clustering algorithm is run over the original data
which contain all samples to get a final refinement of the clustering definition.
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V. PERFORMANCE ANALYSIS
In this section, the correctness properties of the clustering scheme are described and compared it with that of the threshold-based
mechanism. The percentage of misidentified sessions is used as the performance metric. Two types of errors may occur: (i) to
erroneously separate in two or more clusters or (ii) to merge two or more distinct sessions. The percentage of errors is defined as 100
times the total number of observed errors divided by the total number of connection arrival times.
Proper choice of threshold value gives almost real session [7]. We consider this value as optimal threshold value. If the clustering
algorithm is more accurate, then its graph (i.e. T_off- error percentage graph) must be parallel to x-axis when we assume x-axis as the
optimal threshold graph.
In this section, we first determine the optimal threshold value from the web server log. Then, the threshold based algorithm is run
using optimal threshold value. After that, threshold based algorithm is again run with different threshold value and the results are
compared with that of the sessions that is obtained by using optimal threshold value in order to get the misidentified session.
Similarly, clustering algorithm is run to identify sessions and compared with that of the sessions obtained by using optimal threshold
value to get the misidentified sessions. By using these misidentified sessions as the performance metric, we compared the clustering
algorithm and threshold based algorithm.
A. Determination of optimal threshold value:
We used iteration number of a session as the number of TCP connections in a session. For example, if the iteration number of a
session is five, then the session has five connections. A sequence of connections is grouped into a session if and only if



The connections are from the same user ID or IP address
The time interval between two adjacent connections is less than or equal to the session interval in use.

By grouping the sessions with the same iteration number, we can see the distribution of various sessions. The distributions show
the percentages of sessions with a particular iteration in relation to the total number of sessions. This was done because different
session intervals cut the logs into different number of sessions, and so a percentage comparison was more meaningful.
Our experiment and analysis focused on monitoring only the distributions of the session with less than or equal to 6 iterations
because their total covers a very large percentage of sessions.
Table I: The results of session interval from the web logs.
Session
interval
(in sec)

Percentage
of
1
iteration

Percentage
of
2
iteration

Percentage
of
3
iteration

Percentage
of
4
iteration

Percentage
of
5
iteration

Percentage
of
6
iteration

60

80%

13%

3%

1%

0%

0%

80

72%

16%

5%

1%

0%

0%

100

71%

17%

6%

2%

1%

0%

120

68%

18%

6%

2%

1%

0%

140

65%

18%

8%

2%

1%

1%

160

64%

18%

8%

3%

1%

1%

180

62%

19%

8%

3%

1%

1%

200

61%

19%

9%

3%

1%

1%

220

59%

19%

9%

4%

2%

1%

240

57%

19%

10%

4%

2%

1%

260

56%

19%

10%

4%

2%

1%

280

55%

20%

10%

5%

2%

1%

300

54%

20%

10%

5%

2%

1%

We took 60 to 300 seconds as a range of session interval. After 300 second, graphs of all iterations are almost stable. More importance
is given to the graph with smaller number of connections in a session while observing optimal session interval. Sudden dramatically
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change indicates the existence of optimal session interval. Iteration graph increase gradually from 300 second to 80 second. From 80
second, it increases dramatically. Similarly other graphs shows stable from 300 second to 80 second, after 80 second, it shows sudden
decrease.

Figure 2: The result of session interval from the web logs.
The optimal threshold value should not be too large nor too small. The results of the experiment show that most sessions were not
affected when the session interval is larger than 80 seconds. When the session interval is less than 80 seconds, most sessions are
affected. When the session interval becomes smaller, the percentage of sessions with 1 iteration increases dramatically whereas the
percentages of sessions with 3-6 iterations, decreases dramatically. This shows that the optimal session interval is nearly 80 seconds.
Hence, we take the optimal threshold value to be 80 seconds.
B. Parameter sensitivity:
In our clustering algorithm, initial k value (i.e. number of clusters) is assigned in order to run the algorithm. But its value is replaced
when we run the final partitional algorithm with the value from hierarchical agglomerative algorithm. Therefore, k-value must be
independent of its selection.

Figure 3: Clustering sensitivity to the initial number of clusters k.
Figure 3 shows the error probability of clustering algorithm by taking initial number of cluster, k=600, 700 and 800. This graph
shows that error probability is independent from the value of k, since graphs are superimposed. Hence, initial number of cluster is not
a critical parameter.
C. Percentage of misidentified sessions:
We consider the percentage of sessions misidentified by the clustering procedure to assess the quality of the results. The result thus
obtained is compared with that of the threshold based mechanism.
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Figure 4: Percentage of errors obtained by running clustering and threshold based mechanism.
The above figure shows the percentage of errors obtained by running threshold based scheme and clustering scheme. Performance
of the threshold based mechanism is evaluated by taking threshold value of 20, 1000 and 1800 seconds. From the above figure, we see
that clustering graph is almost parallel to x-axis which shows that it is less error than other threshold algorithms. Threshold algorithms
(except optimal threshold) give irregular graph to the x-axis.
From this, we conclude that threshold based mechanism may not perform well if the threshold value is not correctly set. Its error
probability is much larger than the clustering scheme. When the value of threshold is too large, the percentage of errors is high which
is due to the result of merging two subsequent different sessions. Small value of threshold value also induces high percentage of error
which is due to the result that T off goes below a given value. Hence, the percentage of errors for clustering scheme is always less than
0.5% and it is less sensitive to the variation of T off.

VI. CONCLUSION
Clustering techniques are used for inferring web user-session. In order to identify the web user session, a combination of the
hierarchical and partitional clustering techniques is used. First, a k-mean partitional algorithm is used to obtain an initial clustering.
After getting the initial clustering, a hierarchical agglomerative clustering technique is run to the representative samples obtained from
the first step to obtain the final number of clusters. Finally, partitional clustering is applied to the real data to obtain the fine definition
of clusters. This process for identification of web user-session can deal with large amount of data. The effectiveness and robustness of
the clustering techniques was used to show its ability in the identification of web user-sessions without requiring any a priori
definition of threshold values. This may be used in characterizing web user-sessions and in the study of internet traffic properties.
There are some limitations which could be directions for future work. First of all, the resulting algorithm is applied only to the web
traffic. So, this work can be extended in order to apply to different types of traffic and to deal with other types of user sessions which
are not related to the web. After the identification of user-session, second identification is required to remove errors in the session
pages and unrelated pages so that it can improve the quality of identified session.
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