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Abstract- The cryptography is the branch of Cryptology. It is a 

combination of mathematics and computer Science. It is the 

study of obscuring information in cyberspace. Cipher is a set of 

algorithm which comprise of encryption and decryption. The 

cipher paly important role in modern technology. The 

technologies involving communication including the Internet, 

Mobile Phones, Digital Television, and ATM machine rely on 

cipher in order to maintain security and privacy.  Thinking about 

aforesaid importance of cipher in cryptography, in this article, 

we have designed a smallest cipher which may be efficient in 

RFID chips.  The smallest cipher has been comprised of five 

mathematical operation: Exponentiation, Multiplication, 

Addition, Subtraction and Division based on systematic study of 

classical cipher. The proposed cipher is a keyless cipher, but it 

is very efficient in secret information passing.  

 

Index Terms- Cryptography, Classical Cypher, Smallest cipher 

 

1. INTRODUCTION 

 

n cryptography, a cipher is an algorithm for encrypting and 

decrypting data. To encipher a message, we need to convert 

information into cipher or code using encryption algorithm.  
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Cryptography has been numerous phase of evolution. Early 

ciphers were designed to allow encryption and decryption by 

hand but those are developed and used today due to emerging 

computer technologies and its sophisticated performance. A list 

of classical cipher is given bellow. 

 

 

 

 

1.1 Classical Cypher  

XOR cipher, NULL Cipher, Baconian Cipher, Caesar 

Cipher, ROT13 Cipher, Affine Cipher, Atbash Cipher, 

keyword cipher, Auto-key Cipher, Bifid cipher, Trifid 

cipher, Railfence Cipher, ADFGVX Cipher, ADFGX 

Cipher, Straddling Checkerboard Cipher, Permutation 

Cipher, Running Key Cipher, Nomenclators Cipher, Four-

square cipher, Beaufort Cipher, Base64 Cipher, Lorenz 

Cipher, Enigma Machine Cipher, Polybius Square Cipher, 

Simple Polybius Cipher, Porta Cipher, Vigenere Cipher, 

Homophonic Substitution Cipher, Playfair Cipher, Hill 

cipher, Fractionated Morse Cipher, Scytale Cipher, Grille 

Cipher, VIC Cipher. 

The remaining of this article is organized as a follows. Section 

2 present classical literature review, Section 3 presents author 

contribution, Section 3.1.for illustration of proposed cipher, 

Finally, Section 4 and 5 show conclusion and acknowledgement. 

2. Literature Review of Classical Cypher  

  

2.1 XOR cipher     

  

This is an additive cipher. It was invented in 1917 by 

Gilbert Vernam who was an engineer at Bell 

Telephone Laboratory. It is computationally 

inexpensive, however, it is vulnerable in plaintext 

attack and frequency analysis. It is often used in 

computer malware. The details can be found in [1-2].  

 

2.2 NULL Cipher     
  

It means that nothing Cipher. It is used in 

Steganography. This cipher can confuse the 

cryptanalyst to presume real message. The NULL 

cipher used to prison inmates in order to detect their 

most suspicious messages passing inspection. The 

detail of this cipher can be found in [3-6].    

2.3 Baconian Cipher  

It is used in steganography. This was invented by 

Francise Bacon in 1605.It can hide the message and 

distract a person from finding the real one. It offers a 
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very little security. The details of the Baconian Cipher 

can be found in [7-8].          

2.4 Caesar Cipher      

It is one of the earliest cipher in cryptography. It is a 

substitution cipher. It was invented by Julius Caesar. The 

encryption is done by modular arithmetic using modulus 

26. It first transform the letters into decimal number then 

apply modulus 26. It does not provide security. It has not 

any application in modern technology. The details about 

this cipher can be found in [9-10].    

     
2.5 ROT13 Cipher 

 

It is a substitution cipher. The letter are replaced after 13th 

rotating.   The ROT13 Cipher is variant of Caesar cipher 

which was developed in Rome. In Mathematics, this is 

sometimes called an involution. In cryptography, it is called 

a reciprocal cipher. 
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Its strength is limited. It does not offer any security. It is   

used in puzzle solution.  The details about this cipher can 

be found in [11-13]. 

 

2.6 Affine Cipher 
 

It is a mono-alphabetic substitution cipher where each letter 

is mapped to its numeric number. It uses simple 

mathematical method for doing both encryption and 

decryption. It is better than Caesar cipher. It is vulnerable 

to all of the attacks that work against substitution ciphers. 

The details about this cipher can be found in [13-14].  

 

2.7 𝐀𝐭𝐛𝐚𝐬𝐡 Cipher     

  

It is a substitution cipher. It has specific key where the 

letters of alphabet are reversed. It does not provide security 

and that is why it is vulnerable. The details about this cipher 

can be found in [14].  

 

2.8 keyword cipher     

   

It is a mono alphabetic substitution cipher. It can be cracked 

by some educated guessing. It is used in cryptographic 

practice. The details about this cipher can be found in [14].  

 

2.9 Auto-key Cipher 

 

It is a polyalphabetic substitution cipher. It is closely 

related to the Vigenere cipher, although, it uses a different 

method to generate the key. It was invented by Blaise de 

Vigenere in 1586. The key of this cipher can be attacked 

by using a dictionary attack. It is used by American 

Cryptogram Association. This is more secure than 

polyalphabetic. The details about this cipher can be found 

in [14].  

 

2.10 Bifid cipher 

It combines the Polybius Square with transposition cipher 

and uses fractionation to achieve diffusion. It was 

invented by Felix Delastelle. It is strong cipher, however, it 

can be quickly broken using a simulated annealing 

algorithm for finding the key square. It was not used by a 

military or government organization. The details about this 

cipher can be found in [14].     

2.11 𝐓𝐫𝐢𝐟𝐢𝐝 cipher 

This is a combination of substitution with transposition 

and fractionation. It was invented by Felix Delastelle. It is 

vulnerable as keysquare can be revived by cryptanalyst. 

The details about this cipher can be found in [14].   

2.12 R𝐚𝐢𝐥𝐟𝐞𝐧𝐜𝐞 Cipher 

This is a transposition cipher. It does not offer 

communication security. It is used to cryptographic hobby 

group. The details about this cipher can be found in [14].  

2.13 ADFGVX Cipher 

It was invented by Colonel Fritz Nebel in 1918. It was a 

field cipher used by the German Army during World War I.  

It was a fractionating transposition cipher which combined 

a modified Polybius square with a single columnar 

transposition. The fractionating nature of this cipher makes 

further difficulties. The details about this cipher can be 

found in [14].  

2.14 ADFGX Cipher  

This is an extension of ADFGVX Cipher. The key for 

ADFGX cipher is a keysquare and a keyword. It is just a 

simple substitution cipher and trivial to break. It is used in 

cryptographic hobby group. The details about this cipher 

can be found in [14].  

2.15  Straddling Checkerboard Cipher 

It is one kind device for converting an alphabet to 

nonsense manner. It is a substitution cipher. This cipher is 

vulnerable due to having advancement of Computer. The 

first step to breaking this cipher is to identify the blank 

positions in the key. This can often be done with frequency 

information analysis techniques. It has modern uses such 

as CodinGame. The details about this cipher can be found 

in [14].   

2.16 Permutation Cipher 

It comprises of transposition and substitution cipher. This 

is known as a regular columnar transposition. The message 

is deciphered by applying the inverse of the permutation. 

It is being widely used in modern cryptography. The 

details about this cipher can be found in [14]. 
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2.17  Running Key Cipher 

It is a type of polyalphabetic substitution cipher in which 

a text is used to provide a very long keystream. It does not 

repeat the key. A statistical patterns in both the key and the 

plaintext that can be exploited. It is used in cryptographic 

practices. The details about this cipher can be found in 

[14].  

2.18  𝐍𝐨𝐦𝐞𝐧𝐜𝐥𝐚𝐭𝐨𝐫𝐬 𝐂𝐢𝐩𝐡𝐞𝐫 

It uses the elements of substitution ciphers and codes. This 

is combined with large homophonic substitution tables. 

The symbols for whole words is called codewords and 

letters were not distinguished among ciphertext. It used 

for diplomatic correspondence, espionage and advanced 

political conspiracy from the early fifteenth century to the 

late eighteenth century. It is vulnerable. The details about 

this cipher can be found in [14]. 

 

2.19 Four-square cipher 

It is like a Playfair  cipher. It is significantly stronger than 

substitution ciphers. It was invented by Felix Delastelle.  It 

can be easily cracked if both plaintext and ciphertext are 

known. The details about this cipher can be found in [14].  

2.20 Beaufort Cipher 

It was created by Sir Francis Beaufort.  It was a 

polyalphabetic substitution cipher. It uses a keyword and 

tableau recta to encipher the plaintext. It is breakable due 

cryptanalysts to having expertise knowledge in 

cryptography. It is used in academic cryptographic practice. 

The details about this cipher can be found in [14].  

2.21  Base64 Cipher 

It was originally used to encode binary information like 

images into a character string consisting of printable 

characters so it could be sent over the protocols like http. 

This is a keyless cipher. It provides weak security. It is used 

in a number of applications including email and storing 

complex data in XML. The details about this cipher can be 

found in [14]. 

2.22  Lorenz Cipher 

It was a high security teleprinter cipher machine for 

communication by radio in complete secrecy. The security 

of this machine was not so great. It was used during World 

War II by the German Army for communication. The 

details about this cipher can be found in [14].  

2.23  Enigma Machine Cipher 

This device developed and used in the early mid-20th 

century to protect commercial, diplomatic and military 

communication. It uses a form of substitution ciphers. It 

was used by German military during World War II. The 

details about this cipher can be found in [14]. 

 

2.24  Polybius Square Cipher  

It is a substitution cipher. The encryption and decryption 

involved in Polybius square cypher. It offers very little 

communication security and can be easily broken by hand. 

The details about this cipher can be found in [14].  

2.25  Simple Polybius Cipher 

It uses the ASCII table to encrypt and decrypt. Each 

character convert to ASCII code once upon a time and again 

converts ASCII to Characters. It is very weak. The details 

about this cipher can be found in [14].  

2.26 𝐏𝐨𝐫𝐭𝐚 Cipher 

This is a polyalphabetic substitution cipher. It was 

invented by Giovanni Battista della Porta. It uses 13 

alphabets reciprocally and its enciphering is the same as 

deciphering. It is strong enough. The Porta cipher can be 

broken the same way as a Vigenere Cipher. It is 

recognized by ACA. The details about this cipher can be 

found in [14].  

2.27 𝐕𝐢𝐠𝐞𝐧𝐞𝐫𝐞 Cipher 

This is a polyalphabetic substitution cipher. It uses a 

keyword. It is little bit strong than mono-alphabetic 

substitution cypher. It can be cracked by the Chi-sq statistic 

test. It is used in cryptographic hobby group. The details 

about this cipher can be found in [14-17].   

  

2.28 Homophonic Substitution Cipher 
 

This is a substitution cipher. It is much more difficult to 

break than standard substitution ciphers. It is difficult to 

break if the number of homophones is higher than as usual. 

The usual method for cracking is Hill Climbing, It is used 

in cryptographic exercise. The details about this cipher can 

be found in [14, 18].      

        

2.29 𝐏𝐥𝐚𝐲𝐟𝐚𝐢𝐫 Cipher     

    

It was the first practical digraph substitution cipher. It was 

invented in 1854 by Charles Wheatstone, but it was named 

after Lord Playfair who promoted the use of the cipher. It 

has an interesting weakness which is repeated bigrams in 

the plaintext. It used to tactical purposes by British forces 

in the Second Boer War and in World War I. The details 

about this cipher can be found in [14, 19-21].  

 

2.30  Hill cipher 

        

It is a poly-graphic substitution cipher based on linear 

algebra. It was invented by Lester S. Hill in 1929. It was 

the first poly-graphic cipher. It has several advantages 

such as masquerading letter frequencies of the plaintext 

and high throughput. Noninvertible key matrix is the main 

disadvantage of this cypher. It is no longer used due to the 

vulnerability against known plaintext-ciphertext attack. It 

is still useful when combined with other non-linear 

operations, such as S-boxes. The details about this cipher 

can be found in [14, 22-23]. 
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2.31 Fractionated Morse Cipher 

It requires convert the plaintext to morse code. It means 

that plaintext letters are mixed into the ciphertext letters.  

One of the benefits of the Fractioned Morse cipher is that 

it can encipher spaces and punctuation just as easily as 

letters. The trick to breaking Fractionated Morse is that 

finding the key. It is used by cryptographic hobby group. 

The details about this cipher can be found in [14, 24]. 
  

2.32 𝐒𝐜𝐲𝐭𝐚𝐥𝐞 Cipher 

It is the oldest ciphering method. It was difficult for spies to 

inject false messages into the communication between two 

commanders because scytale should have same diameter. It 

could not be easily broken. It used to communicate during 

military campaigns. The details about this cipher can be 

found in [14, 24-25].  

2.33 Grille Cipher 

It was invented by Cardan Grille as a method of secret 

writing in 1550. The recipient of the message must have 

possessed an identical grille.  The following grid was used 

to encrypt and decrypt message.   

 

This was an efficient techniques.  The method was slow and 

requires literary skill. Cardan Grille used in both private 

and diplomatic correspondence. The details about this 

cipher can be found in [14, 26].    

2.34 VIC Cipher 

This is a substitution cipher. It is used in several impotant 
field of ciphers. It was used by Russian spies during the 

cold war. It is a combination of several things such as 

Straddlingcheckboard, Double columnar transposition, 

Lagged Fibonacci generators. The same straddling 

checkerboard used to encryption and decryption. It 

managed to remain unbroken. It is well designed and 

provides quite good security. The details about this cipher 

can be found in [14, 27]. 

3 Author Contribution 

Presumably let an entity A wants communicate information 

to other entity B. Entities A and B both should have some 

confidentiality. The both entities A and B should have same 

functionalities. An entity A hide the message by solving the 

equation which consists of Exponentiation, Multiplication, 

Addition, Subtraction and Division operations. The other 

entity B opens the message by simply solving an equation 

which comprises of just two mathematical operations: 

Division and subtraction.   

Encipher method:  c =
{(23∗m)+(23−1)+1}

2
 

Decipher method: D =  
C

4
− 1 

This is keyless cipher which has been implemented 

intentionally because of this research is to create a 

smallest cipher which facilitates the user to add their 

respective secret key in order to hide message from 

adversary.  

3.1 Discussion of proposed Smallest Cipher  

Assuming that Alice wants to send a secret information 

A=65 (ASCII value) to Bob, first she encrypts the message 

as follows. 

C =  
{(23∗65)+(23−1)+1}

2
 = 264 and then sends it to Bob. 

Receiver Bob decrypts the code by solving following 

equation: 

D =  
264

4
− 1 = 65 = 𝐴 (The message is successfully 

retrieved by the recipient).   

4 Conclusion 

The proposed smallest cipher method is efficient for 

message encryption and decryption. The proposed crypto-

enabled techniques ensure no security because it is a key 

less cipher. We have created this cipher just doing 

mathematical problem solving skills. It represents a 

concrete ciphertext. We would like to keep a clue that is 

key-addition with the proposed cipher for future 

cryptographic researchers.   
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