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Abstract: There are a continuously growing number of customers who use Internet banking because of its convenience. But the
security and privacy of Information may be one of the biggest concerns to the Online Banking users. The problem with Online
banking applications is that they send data directly to customer in plain text form compromising with security. The solutions to the
security issues require the use of software-based solutions that involve the use of encryption algorithms. For this we propose a
challenge/response -based short-time password authentication methods using Symmetric cryptography in combination with Software
Security model. In this approach bank hides customer transaction data is secure SMS using IDEA symmetric cryptographic algorithm
and send it to customer application supported handset. Customer application decrypts data in secure manner the encryption and
decryption are characterized by a secret key that the legal parties have to posses. So, in face of the current security issues and the
growing number of attacks and consequent frauds, new internet banking systems should be designed as to provide better
authentication and identification methods. And these methods can be implemented to the Mobile banking to address the Security
concern.

Index Terms: Internet Banking, security standards, short-time passwords

I. INT RODUCT ION

T

he security models for online banking systems currently in use are strongly based on Internet banking user identification and
authentication methods [2], which are also the components where most Internet banking systems' vulnerabilities are found. The
existing SMS system does not have any built-in procedure to authenticate [1] the text and offer security for the text transmitted as
data, because most of the applications for mobile devices are designed and developed without taking security into consideration.

1(a) Security
Security of the transactions is the primary concern of the Internet-based industries. The lack of
Security may result in serious damages the security issue [3] will be further discussed in the next section along with the possible
attacks due to the insufficient protections. The examples of potential hazards of the electronic banking system are tra nsferring funds,
and minting electric currency, etc.

1(b) Authentication
Encryption may help make the transactions more secure. The Internet of today has become an integral part of our
Everyday life and the proportion of users expecting to be able to manage their bank accounts anywhere anytime is constantly growing
[4]. As such, Internet banking has come to age as a crucial component of any financial institution’s multi-channel strategy. Based on
the assumption that only an authentic user is able to d o so, successful authentication eventually enables an authorized user to access
his private information.[5]

1(c) Short-Time Password Solution
Considering today’s pervasiveness of malicious software and phishing attacks, any Internet banking solution must be resistant
against stealing attacks. For this we propose a challenge/response-based short-time password authentication method using symmetric
cryptography in combination with a Software Security Model [6, 7]. The short-time password solution is in use at in software-based
security systems, the coding and decoding of information is done using specialized security software.
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Fig 1: Architecture of Secure Transaction
The Fig (1) shows the Architecture of the Secure Transaction, where the Bank Server sends the Encrypted message to the User and
the User Decrypt’s the message [8, 9], the encryption and decryption are characterized by a secret key that all legal parties have to
posses. The application is develop using programming language Java and t he J2ME environment. [10, 11]
II. SECURE SMS M ESSAGES USING CRYPT OGRAPHY
Most of the attacks directed at online banking systems target the user (the weakest link in the Chain), focusing on obtaining
authentication and identification information through th e use of Social engineering and compromising the user's Internet banking
access device in order to install malware which automatically performs banking transactions [13,14], apart from obtaining
authentication data. This fact indicates that secure internet banking systems should provide security mechanisms as user independent
as possible, mitigating the risk of user related information’s leaks and security issues affecting the system and leading to fraud [15].

2(a) SMS Security Algorithm: The International Data Encryption Algorithm (IDEA)
SMS messages are sometimes used for the interchange of confidential data such as social security number, bank account number,
password etc [23]. A typing error in selecting a number when sending such a message can have se vere consequences if the message is
readable to any unauthorized receiver. In this application for sending encrypted SMS messages using cryptographic methods based on
the IDEA Algorithm. The encryption algorithm is characterized by a secret key. The application is develop using programming
language Java and the J2ME environment [12].
International Data Encryption Algorithm (IDEA) is very secure; IDEA operates on 64 bit blocks using a 128-bit key, and consists of a
series of eight identical transformations (a round) and an output transformation (the half-round). The processes for encryption and
decryption are similar [16, 17]. IDEA derives much of its security by interleaving operations from different groups —
modular addition and multiplication, and bitwise eXclusive OR (XOR)
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Fig 2: An encryption Process of IDEA

III. IMPLEMENT AT ION
In addition, communicating over wireless networks with a mobile device brings its own set of inherent risks. With knowledge a nd
equipment, it is possible to intercept data most anywhere between your device and the end point of your intended communication [18,
19]. A J2ME system which is installed in all the mobiles of the users those who are registered with this system. The user who received
the encrypted message has to enter into this application and provide the corresponding key to decrypt and see the message. The
encryption application-related data is in Java 2 Micro Edition (J2ME) application (MIDlet).

3(a) Bouncy Castle
Bouncy Castle is an open source encryption library; there is a lightweight version suitable for use with J2ME. Bouncy Castle is an
open source Java API for encrypting and decrypting data. Bouncy Castle [21] is a Java Cryptography Extension (JCE) provider. JCE
is an optional package that provides support for ciphers, keys, and message authentication within the Java 2 Platform, Standard
Edition (J2SE). Essentially, a provider offers one or more algorithms for the encrypting and decrypting of data. To date, Bou ncy
Castle supports over 20 engines. ProGuard [22] is an open source Java class files obfuscator. This is used to obfuscate the contents,
which requires less memory to store.
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Fig 3: Shows the Messaging and Encryption Component
To implement the following process, the Sun Microsystems Wireless To olkit formerly known as Java 2 Platform, Micro Edition
(J2ME) Wireless Toolkit) is used. It is a state-of-the-art toolbox for developing wireless applications that are based on J2ME's
Connected Limited Device Configuration (CLDC) and Mobile Information De vice Profile (MIDP), and designed to run on cell
phones, mainstream personal digital assistants, and other small mobile devices. The toolkit includes the emulation environmen ts,
performance optimization and tuning features . Wireless Toolkit is an integrated development environment (IDE) creates J2ME MIDlet
[20]. The WTK contains an IDE, as well as the libraries required for creating MIDlets.
A MIDlet is created which accepts the text to be encrypted along with the key (Secret key) by using which the Encr yption process is
done by using IDEA algorithm. The Symmetric ciphers use the same key to encrypt and decrypt data, which is known as secret key.
That is, the value of the key is kept secret between the two parties -- those who encrypt the data and those who decrypt it.
The J2ME MIDlet which accepts the text and encrypts the text which is send to the user, when the user receives the Encrypted text can
decrypts the text to find the original text. The Short time passwords or any Bank related confidential dat a can be secured by the using
the Cryptographic techniques.

The Following screens demonstrate the Experimental Analysis.
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IV. CONCLUSION AND FUT URE WORK
Internet banking is offering its customers with a wide range of services: Customers are able to interact with their banking accounts
as well as make financial transactions from virtually anywhere without time restrictions. In order for electronic banking to continue to
grow, the security and the privacy aspects need to be improved. With the security and privacy issues resolved, the future of electronic
banking can be very prosperous. The future of electronic banking will be a system where users are able to interact with their banks
―worry-free‖ and banks are operated under one common standard. The security models for online banking systems currently in use are
strongly based on Internet banking user identification and authentication methods, which are also the components where most Internet
banking systems' vulnerabilities are found.
This paper describes current online banking problems and discusses the need for security testing for online banking. The system
allows user to carry out all banking transaction securely from anywhere, anytime. We have implemented system using symmetric key
IDEA algorithm.
In future better power consumption algorithm like blowfish can be tried out. Steganogrpahy can also be applied for secure Internet
banking and mobile banking transactions. We can use concept of STK, SIM application toolkit where bank can stored the applic ation
and encryption keys on SIM.
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