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    Abstract- An ad-hoc network is a collection of mobile 

nodes that dynamically form  a  temporary network  and  are  

infras- tructure less. Networks are protected using many 

firewalls and encryption softwares.  But many of them are not 

sufficient and effective due to its  limited  power  and  

mobility.  The ultimate goal of the security solutions for 

wireless networks is to provide security  services,  such  as  

authentication,  confidentiality,  in- tegrity, anonymity,  and 

availability,  to mobile users. Black hole attack  is one of the 

severe security  threats  in ad-hoc networks which can be 

easily employed by exploiting vulnerability of on- demand 

routing protocols such as Ad-Hoc On Demand distance vector 

(AODV). In this paper, we have surveyed and compared the 

existing solutions to black hole attacks  on AODV protocol. 

 

    Index Terms- MANET, AODV, Black hole attack 

 

I. INTRODUCTION 

mobile ad-hoc network [1] is a self organizing net- work 

that consists of mobile nodes that are capable of 

communicating with each other without the help of fixed 

infrastructure. On the contrary to traditional wired networks 

that use copper wire as a communication channel, ad-hoc 

networks  use  radio  waves  to  transmit  signals.  Mobility, 

an advantage of wireless communication, gives a freedom of 

moving around while being connected to a network 

environment.  Ad-hoc networks are so flexible that nodes can 

join and leave a network easily. But this flexibility of mobile 

nodes results in a dynamic topology that makes it very 

difficult in developing secure ad-hoc routing protocols. 

Security being a serious issue, the nature of ad-hoc networks 

makes them extremely vulnerable to adversarys malicious 

attacks.  First  of  all,  the  use  of  wireless  links  renders  a 

mobile ad-hoc network to be vulnerable to attacks of various 

types  -  black hole attack being one of them [2]. Unlike wired 

networks where an adversary must gain a physical access to 

network wires or pass through several lines of defense at 

firewalls and gateways, attacks on mobile ad-hoc network can 

come from all directions and target at any node. Compared to 

traditional wired networks (a network in which network 

traffic could be monitored at central devices such as switches 

and routers), mobile ad-hoc networks have no network 

concentration points to filter traffic. 

        The use of wireless links, lack of fixed infrastructure and 

the characteristic of dynamic topology associated with adhoc 

networks make it impossible to use wired network security 

mechanism as is. 

        In the rest of this paper, we summarizes the basic opera- 

tion of AODV protocol and Black hole attack and describe 

some methods that have proposed for detecting or preventing 

these attacks and provides a comparison for the methods and 

finally, we conclude the paper. 

 

II. AD-HOC ROUTING PROTOCOLS AND BLACK 

HOLE ATTACK 

        An ad-hoc routing protocol [3] is a convention, or stan- 

dard, that controls how nodes decide which way to route 

packets between computing devices in a mobile adhoc net- 

work. Being one of the category of ad-hoc routing protocols, 

on-demand protocols such as AODV (Ad-hoc Ondemand 

Distance Vector) and DSR (Dynamic Source Routing) es- 

tablish routes between nodes only when they are required to 

route data packets. 

        AODV [4] is one of the most common ad-hoc routing 

protocols  used for mobile ad-hoc networks. As its name 

indicates AODV is an on-demand routing protocol that 

discovers a route only when there is a demand from mobile 

nodes in the network. 

        In an ad-hoc network that uses AODV as a routing pro- 

tocol, a mobile node that wishes to communicate with other 

node first broadcasts an RREQ (Route Request) message to  

find a  fresh route to a  desired destination node. This process 

is called route discovery. Every neighboring node that 

receives RREQ broadcast first saves the path the RREQ was 

transmitted along to its routing table. It subsequently checks 

its routing table to see if it has a fresh enough route to the 

destination node provided in the RREQ message. The 

freshness of a route is indicated by a destination sequence 

number that is attached to it. If a node finds a fresh enough 

route,  it  unicasts an  RREP (Route Reply) message back 

A 
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Figure 1: Black hole attack in AODV 

 

 

along the saved path to the source node or it re-broadcasts the 

RREQ message otherwise. The same process continues until 

an RREP message from the destination node or an 

intermediate node that has fresh route to the destination node 

is received by the source node. 

        Route discovery is a vulnerability of on-demand ad-hoc 

routing protocols, especially AODV, which an adversary can 

exploit to perform a black hole attack on mobile ad- hoc 

networks. A malicious node in the network receiving an 

RREQ message replies to source nodes by sending a fake 

RREP message that contains desirable parameters to be 

chosen for packet delivery to destination nodes. After 

promising (by sending a fake RREP to confirm it has a path 

to a destination node) to source nodes that it will forward 

data, a malicious node starts to drop all the network traffic it 

receives from source nodes. This deliberate dropping of 

packets by a malicious node is what we call a black hole 

attack [5]. 

        A malicious node sends RREP messages without 

checking its routing table for a fresh route to a destination. As 

shown in Fig. 1 above, source node 0 broadcasts an RREQ 

message to discover a route for sending packets to destination 

node 2. An RREQ broadcast from node 0 is received by 

neighboring nodes  1,  3  and  4.  However,  malicious node  

4  sends  an RREP message immediately without even having 

a route to destination node 2. 

        An  RREP  message  from  a  malicious  node  [6]  is  

the first  to  arrive  at  a  source  node.  Hence,  a  source  

node updates its routing table for the new route to the 

particular destination  node  and  discards  any  RREP  

message  from other  neighboring nodes even  from  an  

actual destination node. Once a source node saves a route, it 

starts sending buffered data packets to a malicious node 

hoping they will be forwarded to a destination node. 

Nevertheless, a malicious node (performing a black hole 

attack) drops all data packets rather than forwarding them on. 

 

III. LITERATURE SURVEY 

        In this section, we review six different methods for the 

detection and removal of black hole attacks in AODV based 

Mobile Ad-Hoc networks. 

 
 

Figure 2.    DRI table for node1 

 

 

A. DRI table and Cross checking scheme 

        H.  Weerasinghe  and  H.  Fu  [7],  introduces the  use  of 

DRI  (Data  Routing  Information)  to  keep  track  of  past 

routing experience among mobile nodes in the network and 

crosschecking of RREP messages from intermediate nodes by 

source nodes to identify the cooperative black hole nodes, and 

utilize modified AODV routing protocol to achieve this 

methodology. Every node needs to maintain an extra DRI 

table, 1 represents for true and 0 for false. The entry is 

composed  of  two  bits,  From  and  Through  which  stands 

for information on routing data packet from the node and 

through the node respectively. 

        As shown in Table, the entry 1 1 implies that node 1 has 

successfully routed data packets from or through node 

5, and the entry of 0 0 means that node 1 has not routed any 

data packets from or through node 3. The procedure of 

proposed solution is simply described as below. The source  

node (SN) sends RREQ to each node, and sends packets to 

the node which replies the RREP packet. The intermediate 

node (IN) transmits next hop node (NHN) and DRI table to 

the SN, then the SN cross checks its own table and the 

received DRI table to determine the INs honesty. After that, 

SN sends the further request to INs NHN for asking its 

routing information, including the current NHN, the NHNs 

DRI table and its own DRI table. Finally, the SN compares 

the above information by cross checking to judge the 

malicious nodes in the routing path. 

 

Advantages 

        • Identification of multiple collaborative black hole 

nodes in a MANET. 

        • Discovery of secure paths from source to destination 

that avoid collaborative black hole nodes acting in 

cooperation. 

Disadvantages 

        • The main drawback of this technique is that mobile 

nodes have to maintain an extra database of past routing 

experiences in addition to a routine work of maintaining their 

routing table. It is evident that maintaining past routing 

experiences wastes memory space as well as consuming a 

significant amount of processing time which contributes to 

slow communication. 

        • The second drawback is over consumption of limited 

bandwidth.  Cross-checking of the validity of routes 

contained in RREP message from an intermediate node is 

implemented by sending a FREQ (Further Request) message 

to the next-hop of the particular intermediate node.  Sending 

additional FREQ messages consumes 
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Figure 3: Distribution of network state 

 

 

a significant amount  of  bandwidth  from  an  already limited 

and precious resource. 

        • If there is not any attack in the network, this scheme 

works very slowly and has a huge overhead for check- ing all 

nodes in a route. 

 

B. Dynamic Learning Scheme 

        Kurosawa et al. [8] proposed a dynamic learning method 

to detect a black hole node. In this approach, the normal state 

views are updated periodically to adapt to the frequent 

network changes and clustering-based technique is adopted to 

identify nodes that deviate from the normal state. It is 

required to observe if the characteristic change of a node 

exceeds the threshold within a period of time. If yes, this 

node is judged as a black hole node, otherwise, the data of the 

latest observation is added into dataset for dynamic updating 

purposes. However, it does not involve a detection mode, 

such as revising the AODV protocol or deploying IDS nodes, 

thus, it does not isolate black hole nodes. 

        They have adopted the following 5-step process: 

        1)  Feature  selection:  To  express  state  of  the  

network at each node, multidimen- sional feature vector is 

defined.Usually the number of sent out RREQ and the 

number of received RREP, The average of difference of Dst 

Seq in each time slot between the sequence number of RREP 

message and the one held in the list are taken as features. 

        2) Calculate mean: The mean vector values of these 

features  are  calculated,  as  shown  in  eqn  where  D 

represents training data set for N time slot. 

 
 

Figure 4.    Flowchart for Dynamic learning system method 

 

 

        4)  Anomaly detection: When the distance for any input 

data  sample is  larger  than the Th, it  is  considered deviates 

from the normal traffic and hence, judged as an attack. 

d(x > Th : attack d(x) ≤ Th  : normal 

        5)  Dynamic training: By using data collected in initial 

time,  the  calculated  mean  vector  will  be  used  to detect 

the next period time interval. If it is judged as normal, the 

corresponding data set will be used as learning data set, else, 

it is treated as data with attack and consequently discarded. 

This learning process is repeated for every interval. 

        Advantages 

        • Here adopt anomaly-based detection technique; detect- 

ing any deviation from the established normal profile. 

Disadvantages 

        • This technique suffers from a high false-alarm rate es- 

pecially when the normal behaviour definitions are still 

unclear and non-standard in wireless ad hoc networks. 

 

C. DPRAODV scheme 

        In paper [9] authors P. Raj have proposed Detection, 

Prevention and Reactive AODV (DPRAODV) Scheme. A 

new control packet called ALARM is used in DPRAODV, 

while other main concepts are the dynamic threshold value. 

Unlike normal AODV, the RREP  seq  no is extra checked 

whether higher than the threshold value or not. If the value of 

RREP  seq  no is higher than the threshold value, the sender is 

regarded as an attacker and updated it to the black list. The 

ALARM is sent to its neighbors which includes the black list, 

thus the RREP from the malicious node is blocked but is not 

processed. This sequence number threshold is calculated

xD=1/N(Pn Xi 

) 

 

        Hence the initial training data refer to the data col- 

lected in the first interval of the network, i.e. T0 . 

        3)  Calculate threshold: For each time slot, they 

calculate the distance of each input data sample x to the mean 

vector as shown here. 

d(x)=|x − xD| ∧ 2 

        From  the  learning  data  set,  the  distance  with  the 

maximum value is extracted as threshold Th. 

Th = d(xI ) 

by average of tables entries sequence numbers in a certain 

period of time. According to this scheme, the black hole 

attacks not only be detected but also prevented by updating 

threshold which responses the realistic network environment. 

       Advantages 

       • Main benefit of this method is simplicity. 

       • On the contrary of other methods, no energy is con- 

sumed for monitoring. 

       Disadvantages 
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Figure 5: Flowchart of Intrusion Detection by IDAD 

 

 

        • DPRAODV simply detects multiple black holes rather 

than cooperative black hole attack. 

        • This method may also make mistake when a node is 

not malicious, but according to its higher sequence number 

may be entered into blocked list. 

        •  This process takes a considerable amount of time to 

notify  all  nodes  for  a  large  network  in  addition  to the 

network overhead that can be caused by ALARM broadcast. 

 

D. IDAD scheme 

        In [10] authors Alem, Y.F et al. proposed a solution 

based on Intrusion Detection using Anomaly Detection 

(IDAD) to  prevent attacks by the both single and multiple 

black hole  nodes.  IDAD  assumes every  activity  of  a  user  

can be  monitored  and  anomaly  activities  of  an  intruder  

can be identified from normal activities. To find a black hole 

node IDAD needs to be provided with a pre-collected set of  

anomaly activities,  called  audit  data.  Once audit  data 

collected and it is given to the IDAD system, which is able to 

compare every activity with audit data. If any activity of a 

node is out of the activity listed in the audit data, the IDAD 

system isolates the particular node from the network. 

 

        Advantages 

        • The reduction of the number of routing packets in turn 

minimizes network overhead and facilitates a faster 

communication. 

        • To avoid false positive alarms of intrusion detection, 

this technique checks multiple anomaly conditions. 

        Disadvantages 

        • Neighbour nodes may give false information. 

 
 

Figure 6: Merkle tree example 

 

 

E. Merkle tree Method 

        Main idea of [11] is using of Merkle tree. Merkle tree is 

a binary tree which each leaf contains a hash value and 

intermediate nodes use leaves hash values to create a new 

combined hash. Fig. 6 shows this process in one Merkle tree. 

        h denotes a one-way hash function. For e.g. , the 

function SHA-1 [12]. || is the concatenation operator. Values 

of leaves 1,2,4,  respectively,  are:  h(a),  h(b),  h(c).The  

value  of  the interior node 3 is: h(h(a)||h(b))  which is the 

hashing result of the concatenation of values of children 1 and 

2. Idem for the node 5 whose value is h(h(h(a)||h(b))||h(c)) 

and children are: 3 and 4. 

        For detecting black hole attack, each node contains a 

hash which is combination of nodes id and a secure value that 

only  the  node  knows.  Source node  has  concatenation of 

all hashes of one route to destination in its memory. The 

procedure of checking hash values is showed in figure. In the 

Fig. 7, each node sends concatenation of its hash and previous 

nodes in route with RREP packet from destination to source. 

Source node compares this value with prior saved hash value 

of this route in its memory and if any differences found, it 

then informs other nodes about maliciousness of this route. 

Difference between saved value and new value shows that 

one node may drops RREQ packets and does not send packets 

to destination that does not have correct value. 

        Advantages 

        • In this method all nodes do not monitor each other so a 

lot of energy is not consumed for monitoring. 

        • Detecting cooperative black hole attacks is another 

benefit of this scheme. 

        Disadvantages 

        • If a secure constant value is considered for hash, 

malicious nodes in the path after a time period can drop 

packets easily and do not send them to destination, 
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Figure 7: Merkle tree Detection Process 

 

 
 

Figure 8: AODV Protocol Packet Exchange 

 

 

because its  hash is  constant and does not have  any guarantee 

for detecting attacks. 

        • This method does not refer to how source node first 

gathers concatenated hash value of all route values. 

        • If calculation process of hash is performed all the time, the 

huge overhead is created. 

 

F.  Sequence number Comparison scheme 

        Lalit Himral et al [13] have proposed method to find the 

secured routes and prevent the black hole nodes (malicious node) 

in the MANET by checking whether there is large difference 

between the sequence number of source node or intermediate 

node who has sent back first RREP or not. Generally, the first 

route reply will be from the malicious node with high destination 

sequence number, which is stored as the first entry in the RR-

Table. Then compare the first destination sequence number with 

the source node sequence number, if there exists much more 

differences between them, surely it is from the malicious node, 

immediately remove that entry from the RR-Table. 

        Destination Sequence Number [14] is a 32-bit integer as- 

sociated with every route and is used to decide the freshness of a 

particular route. The larger the sequence number, the fresher is 

the route. In Fig 8, Node N3 will now send it to node. Since node 

N1 and node N2 do not have a route to node D, they would again 

broadcast the RREQ control message. RREQ control message 

broadcasted by node N3 is also expected to be received by node 

M  (assumed to be a malicious node). Thus, node M being 

malicious node, would generate a false RREP control message 

and send it to node N3 with a very high destination sequence 

number, that subsequently would be sent to the node S. However, 

in simple AODV, as the destination sequence number is high, the 

route from node N3 will be considered to be fresher and hence 

node S would start sending data packets to node N3. In this 

method before sending data packets firstly source node will 

check the difference between sequence numbers. If it is too large, 

obviously the node will be a malicious one, and it will be isolated 

from the network. Otherwise it simply transfers the data packets 

to the destination node. 

        Advantages 

        • This solution may be used to maintain the identity of the 

malicious node as MN-Id, so that in future, it can discard any 

control messages coming from that node. 

        Disadvantages 

        • This method cannot find multiple black hole nodes. 

 

IV. OBSERVATION AND ANALYSIS 

        The various solutions to black hole attacks are analyzed and 

made a comparison based on different criteria and depicted in 

Table 1. 

 

 

Schemes 

Introduced 

new packets 

(yes/no) 

Modifies 

AODV 

(yes/no) 

Detection 

type 

 

Drawbacks 

DRI & 

Crosschecking 

yes yes Co-

operative 

black hole 

Memory 

overhead 

Dynamic 

learning 

no no Single 

black hole 

High false 

alarm rate 

DPRAODV yes no Single 

black hole 

Time Delay 

Routing 

overhead 

 

IDAD 

 

yes 

 

no 

Multiple 

balck hole 

Cannot detect 

new types of 

attacks 

Merkle tree no no Co-

operative 

balck hole 

Huge 

overhead 

Sequence no: 

comparison 

no yes Single 

black hole 

Sequence no: 

limit 

overhead 

Table I 

CO M PA R I S O N  C H A RT 

 

 

V. CONCLUSION AND FUTURE SCOPE 

        Black Hole Attack is a main security threat that affects the 

performance of the AODV routing protocol. Its detection is the 

main matter of concern. Due to the inherent design disad- 

vantages of routing protocol in MANETs, many researchers have 

conducted diverse techniques to propose different types of 

prevention mechanisms for black hole problem. 
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        This paper has consolidated various works related to black 

hole attack detection methods in AODV-based MANETs and 

pointed out their advantages and disadvantages and at the end, 

we compared these methods from some aspects and observe that 

the mechanisms detects black hole node, but no one is reliable 

procedure since most of the solutions are having more time 

delay, much network overhead because of newly introduced 

packets and some mathematical calcula- tions. For future work, 

to find an effective solution to the black hole attack on AODV 

protocol. 
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