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Abstract- Cloud computing is the computing technology that
involves a large number of computers connected through a
communication network such as internet, similar to utility
computing and distributed computing. It has ability to run a
program or application on many connected computers at the
same time. Searchable symmetric encryption (SSE) allows
retrieval of encrypted data over cloud. Basically focus on
addressing data privacy issues using searchable symmetric
encryption (SSE). To eliminate the leakage, two-round
searchable encryption (TRSE) scheme that supports top-k multikeyword retrieval along with it propose a log file generation
module. The efficiency of the system is enhanced by making
retrieval of data in more secured and efficient manner. The
vector space model helps to provide sufficient search accuracy,
and the homomorphic encryption enables users to involve in the
ranking while the majority of computing work is done on the
server side by operations only on ciphertext. As a result,
information leakage can be eliminated and data security is
ensured. Thorough security and performance analysis show that
the proposed scheme guarantees high security and practical
efficiency.

III. EXISTING SYSTEM
In order to improve feasibility and save on the expense in the
cloud paradigm, it is preferred to get the retrieval result with the
most relevant files that match users’ interest instead of all the
files, which indicates that the files should be ranked in the order
of relevance by users’ interest and only the files with the highest
relevances are sent back to users. A series of searchable
symmetric encryption schemes have been proposed to enable
search on ciphertext.
Traditional SSE schemes enable users to securely retrieve the
ciphertext, but these schemes support only Boolean keyword
search, i.e., whether a keyword exists in a file or not, without
considering the difference of relevance with the queried keyword
of these files in the result. Preventing the cloud from involving in
ranking and entrusting all the work to the user is a natural way to
avoid information leakage. However, the limited computational
power on the user side and the high computational overhead
precludes information security.

IV. DISADVANTAGES
I. INTRODUCTION

C

loud computing has emerging as a promising pattern for
data outsourcing and high quality data services. Searchable
symmetric encryption (SSE) allows retrieval of encrypted data
over cloud.The concepts of similarity relevance and scheme
robustness to formulate the privacy issue in searchable
encryption schemes, and then solve the insecurity problem by
proposing a two-round searchable encryption (TRSE) scheme.
Novel technologies in the cryptography community and
information retrieval community are employed, including
homomorphic encryption and vector space model. In the
proposed scheme, the majority of computing work is done on the
cloud while the user takes part in ranking, which guarantees top k
multi-keyword retrieval over encrypted cloud data with high
security and practical efficiency.

II. MOTIVATION
In which a log file will be generated at the server for each
action done by any user (both owner and data user) for any file.
This information can be used by the cloud admin to know about
the is happened while uploading, encrypting or downloading the
files. This information can also be used by data owner to know
the statistics about his file’s downloads. The log file act as the
permanent storage medium. It has the history of all retrieval in
the cloud server.A log file provide more information about the
current updates .

To improve security without sacrificing efficiency, schemes
presented in show that they support top-k single keyword
retrieval under various scenarios.
Authors of made attempts to solve the problem of top-k
multi-keyword over encrypted cloud data.
These schemes, however, suffer from two problems Boolean representation and how to strike a balance between
security and efficiency.
In the former, files are ranked only by the number of
retrieved keywords, which impairs search accuracy. In the latter,
security is implicitly compromised to tradeoff for efficiency,
which is particularly undesirable in security-oriented
applications.

V. PROPOSED SYSTEM
The concepts of similarity relevance and scheme robustness
to formulate the privacy issue in searchable encryption schemes,
and then solve the insecurity problem by proposing a two-round
searchable encryption (TRSE) scheme. Novel technologies in the
cryptography community and information retrieval community
are employed, including homomorphic encryption and vector
space model. In the proposed scheme, the majority of computing
work is done on the cloud while the user takes part in ranking,
which guarantees top k multi-keyword retrieval over encrypted
cloud data with high security and practical efficiency.
Proposal of log file generation. In which a log file will be
generated at the server for each action done by any user (both
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owner and data user) for any file. This information can be used
by the cloud admin to know about the issues happened while
uploading, encrypting or downloading the files. This information
can also be used by data owner to know the statistics about his
file’s downloads.

VI. ADVANTAGES
The concepts of similarity relevance and scheme robustness.
It perform the first attempt to formulate theprivacy issue in
searchable encryption, and we show server side ranking based
on order-preserving encryption (OPE) inevitably violates data
privacy
The two-round searchable encryption (TRSE) scheme, which
fulfills the secure multi-keyword top-k retrieval over encrypted
cloud data. Specifically, for the first time we employ relevance
score to support multi-keyword top-k retrieval. Thorough
analysis on security demonstrates the proposed scheme
guarantees high data privacy. Furthermore, performance analysis
and experimental results show that our scheme is efficient for
practical utilization.

VII. SYSTEM ARCIETETURE

2

allows computation of ciphertext without knowing anything
about the plaintext to get the correct encrypted result.
3. Searchable index module
The data owner has a collection of n files C = {f1, f2, ..., fn}
to outsource onto the cloud server in encrypted form and expects
the cloud server to provide keyword retrieval service to data
owner himself or other authorized users. To achieve this, the data
owner needs to build a searchable index I from a collection of l
keywords W = 5{w1, w2, ...,wl} extracted out of C, and then
outsources both the encrypted index I_ and encrypted files onto
the cloud server.
4 Multi-keyword module
This module is used to help the user to get the accurate result
based on the multiple keyword concepts. The users can enter the
multiple words query, the server is going to split that query into a
single word after search that word file in our database. Finally,
display the matched word list from the database and the user gets
the file from that list. The data user is authorized to process
multi-keyword retrieval over the outsourced data. Thus the data
user encrypts the query and sends it to the cloud server that
returns the relevant files to the data user. Afterwards, the data
user can decrypt and make use of the files.
5. Log file generation
A log file will be generated at the server for each action done
by any user (both owner and data user) for any file. This
information can be used by the cloud admin to know about the
issues happened while uploading, encrypting or downloading the
files. This information can also be used by data owner to know
the statistics about his file’s downloads.

IX. CONCLUSION

VIII. MODULES DESCRIPTION
1 .Data owner module
A cloud computing system hosting data service, as illustrated
in Figure in which three different entities are involved: Cloud
server, Data owner and Data user. The cloud server hosts thirdparty data storage and retrieve services. Since data may contain
sensitive information, the cloud servers cannot be fully entrusted
in protecting data. For this reason, outsourced files must be
encrypted. Any kind of information leakage that would affect
data privacy is regarded as unacceptable.
2. Encrypt module
To alleviate the computational burden on user side,
computing work should be at the server side, need an encryption
scheme to guarantee the operability and security at the same time
on server side. Homomorphic encryption allows specific types of
computations to be carried out on the corresponding ciphertext.
The result is the ciphertext of the result of the same operations
performed on the plaintext. That is, homomorphic encryption

This motivate and solve the problem of secure multi-keyword
top-k retrieval over encrypted cloud data. A two-round
searchable encryption (TRSE) scheme employing the fully
homomorphic encryption, which fulfills the security
requirements of multi-keyword top-k retrieval over the encrypted
cloud data. By security analysis,the proposed scheme guarantees
data privacy. According to the efficiency evaluation of the
proposed scheme over real dataset, extensive experimental
results demonstrate that our scheme ensures practical efficiency.
A log file will be generated at the server for each action done by
any user (both owner and data user) for any file. This information
can also be used by data owner to know the statistics about his
file’s downloads.

X. FUTURE ENHANCEMENT
The end vertices and initial triangle obtained from cover and
stegno models are identical in all cases in experiments, it cannot
guarantee that both are always exactly identical. One simple
solution is to simply project vertices on the x; y; and z-axes.
However, this approach cannot withstand similarity
transformations. A better approach for determining vertex
traverse list is required in the near future.
Another limitation is that this approach cannot withstand
certain malicious attacks such as smoothing, additional noise,
non uniform scaling, simplification, and vertices re sampling. As
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a result, the proposed approach is not suitable for the applications
of digital content protection and authentication.
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